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ELECTION INTEGRITY:
A PRO-VOTER AGENDA

Introduction

In the weeks before the 2016 election there were charges of election rigging, attacks on state
voter registration databases, and concerns of manipulation of our election results by Russian
hackers. Even months after the election, and despite his attorneys’ claims to the contrary,'
President Donald Trump has claimed that millions of people voted illegally. On January
25, 2017, he stated that he would request a “major investigation” into voter fraud.? Trump’s
remarks follow on the heels of many pitched battles in the states in recent years over the right
to vote. Since the 2010 election, about half of the states have passed new laws making it harder
for voters to access the ballot box,’ with proponents asserting these laws were justified because
of the need to combat voter fraud.*

To no surprise, many of these allegations, and policies supposedly justified by them, have met
vigorous and vocal opposition.” Opponents, including the Brennan Center, argue that many
of these laws are unnecessary and harmful, placing burdensome obstacles in the path of law-
abiding citizens who want to exercise their franchise.

The clamor should not obscure a fundamental shared truth: Our elections should be secure
and free of misconduct. Throughout American history, political actors have tried to bend the
rules and tilt the outcomes. The dangers come not so much from voter fraud committed by
stray individuals, but from other forms of election fraud engineered by candidates, parties,
or their supporters. Fraud, when it exists, has in many cases been orchestrated by political
insiders, not individual voters. Even worse, insider fraud has all too frequently been designed
to lock out the votes and voices of communities of voters, including poor and minority voters.

Election integrity need not be a euphemism for voter exclusion. Those who care about securing
the right to vote and enhancing democracy in America care deeply about ensuring the honesty
of elections, and avoiding misconduct. All who are eligible to vote should be able to do so in free
and fair elections — but only those eligible to do so. It is vital that we protect voters from the rea/
threats to the integrity of elections. Fortunately, it is possible to protect election integrity without
disenfranchising eligible voters. This report proposes solutions that vary in approach. All target
fraud risks as they actually exist. None will unduly disenfranchise those who have the right to vote.

A History of Misconduct by Political Actors

American history has been marked by misconduct and abuse from political insiders. From the
beginning, the Framers warned that America’s electoral machinery was vulnerable to political
“factions.” During the Constitutional Convention, James Madison warned:

“It was impossible to foresee all the abuses that might be made of the discretionary power
[by state officials]. Whether the electors should vote by ballot or [by voice], should assemble
at this place or that place; should be divided into districts or all meet at one place, [should]
all vote for all the representatives; or all in a district vote for a number allotted to the district;
these & many other points would depend on the Legislatures, and might materially affect the
appointments. Whenever the State Legislatures had a favorite measure to carry, they would
take care so to [mold] their regulations as to favor the candidates they wished to succeed.”™
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Madison’s concerns over corruption accompanied the raw contests for power that marked
much of the development of American democracy.

For example, Boss Tweed’s infamous Tammany Hall Democratic machine in 19th century
New York City was famed for physically dragging challengers and poll watchers out of the
polls,” asking groups of voters to vote in multiple locations,® and controlling the counters
who reported election results.” The Martin Scorsese film “Gangs of New York” accurately
portrays one practice: Tammany Hall operatives would send men to vote multiple times,
donning different looks each time — once fully bearded, once after shaving the sides, once
with a mustache, and once more as a clean-shaven voter.'’

Beyond colorful examples of fraud and ballot box stuffing, American history is replete with even
more consequential examples of election misconduct that directly blocked citizens from voting.
In the post-Reconstruction South, white Southern terrorist groups like the “White Liners,”
and other armed ex-Confederates, would patrol polling places, intimidate, and even murder
black voters." Black voters who pledged to support Democrats received “certificates of loyalty,”
protecting them and their families from violence and loss of employment."”? Stuffing the ballot
box to ensure Democratic victories became a “national scandal.””> Once control of Southern state
legislatures were obtained, Democrats would call for constitutional conventions to cement legal
suffrage restrictions such as poll taxes, literacy tests, and property requirements."* At the 1890
Mississippi convention, a leading Democratic delegate conceded, “it is no secret that there has
not been a full vote and a fair count in Mississippi since 1875.”%

The 20th century saw its own share of vivid insider improprieties. For example, in 1948, Lyndon
Johnson overcame a 20,000-vote deficit to win the Democratic primary by 87 votes after supporters
“found” a box of votes — alphabetized and containing the same handwriting, with the same ink —
all cast for him."® Additionally, several jurisdictions reported “corrections” to their returns.”” Court
records revealed election counters provided Johnson with extra votes by rounding out the “7” in
“765” into a “9” to give Johnson 965 votes instead.”® Rumors of misconduct long lingered. It is
widely believed that John F. Kennedy’s 1960 presidential victory was due to theft, notwithstanding
numerous investigations finding no widespread fraud that would have changed the result.”

In fact, American elections grew cleaner over time. The professionalization of election
administration, the decline of political machines, stronger penalties, the universal use of the
secret ballot, and other factors have succeeded in greatly minimizing the incidence of many
of the most notorious practices.?

Yet pockets of misconduct remain. The examples cited most heatedly by proponents of new
voting restrictions often refer to absentee ballot fraud or other schemes orchestrated by
insiders. The most dramatic recent example of such fraud came in the 1997 Miami mayoral
election. Incumbent Joe Carollo won 51 percent of the votes at polling places, but 61 percent
of absentee ballots were marked for the challenger, Xavier Suarez. That was enough to deny
Carollo a majority vote and force a runoff nine days later that Suarez won. Carollo sued,
claiming fraud. Citing “a pattern of fraudulent, intentional and criminal conduct” regarding
absentee ballots,” the first judge to hear the case threw out the results and called for a
new election.”” An appellate court voided all the absentee ballots and declared Carollo the
winner.”® In all, 36 people, including a member of the city’s code enforcement board and
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a chamber of commerce president, would be charged with absentee ballot fraud to benefit
several candidates in the race. The head of the local prosecutor’s public corruption unit called
it “a well-orchestrated conspiracy to steal the election.”*

It is important to note what is not happening: widespread in-person voter impersonation.
Admittedly, this year, numerous press outlets noted that two voters — a woman in lowa and a
man in Texas — attempted to vote for Donald Trump twice, but neither report indicated that these
people were trying to impersonate another voter.” In fact, a comprehensive search of federal and
state records and news accounts by News21, an investigative reporting program headquartered at
the Walter Cronkite School of Journalism at Arizona State University, found only 10 cases of voter
impersonation fraud nationwide from 2000 to 2012.% Overall, the group found 2,068 individual
cases of alleged voter fraud,” but these also included “a dozen different kinds of election illegalities
and irregularities.””® An analysis of U.S. Department of Justice records showed that between 2002
and 2005 no more than two dozen people were convicted of, or pleaded guilty to, illegal voting.”
Many of them may have voted by mistake (as when individuals who are temporarily barred
from voting due to a felony conviction wrongly believe their rights have been restored).”® As one
Wisconsin federal judge noted, given the high penalties for casting even a single improper vote, a
citizen would have to be “insane” to commit that crime.” Statistically, an individual is more likely
to be killed by lightning than to commit in-person voter fraud.*

Toward Election Integrity

This history strongly suggests two overarching principles that should guide any further efforts
to secure election integrity. Such efforts should have two key elements:

* First, they should target abuses that actually threaten election security.

* Second, they should curb fraud or impropriety without unduly discouraging or
disenfranchising eligible voters.

Efforts that do not include these elements will just result in burdens to voters with little payoft.

The Brennan Center has conducted extensive research and published numerous analyses,
legal briefs, case studies, and reports on the topic of fraud and security risks in election
administration for over a decade. This report not only benefits from those experiences, but
includes an extensive literature search to incorporate the latest research on election integrity.
Additional information and confirmation of the reforms proposed here came from more than
a dozen experts across an array of fields consulted for this report.

We are unwavering in our belief that the integrity of elections can be improved while protecting
democracy for all. It is a false choice to say that secure elections must come at the price of voter
exclusion. The solutions proposed in this report vary in their approach. Some use technology,
some use enforcement, and some use common sense. But they all target fraud risks as zhey
actually exist. Elections will never be truly free, fair, and accessible if precious resources are
spent protecting against phantom threats. In part, the purpose of this report is to move beyond
all the shopworn arguments about election integrity. Instead, it offers an election integrity
reform agenda that truly protects democracy without disenfranchising legitimate voters.
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II. A Pro-Voter Election Integrity Agenda

One: Modernize Voter Registration to Improve Voter Rolls

Voter registration rolls are full of inaccuracies. According to a 2012 report by the Pew Center
on the States, approximately 24 million records contain errors — one in eight registrations.”
And approximately 1.8 million dead people remained on the rolls.** About 2.75 million
people had registrations in more than one state.”> In 2016 the Pew Center reported improved
procedures in many states since its 2012 report,*® but problems remain. Inaccurate rolls cause
confusion, expense, and disenfranchisement. They also create security risks because they are
more vulnerable than clean rolls to bad actors trying to exploit out-of-date entries (for example,
by voting under a person’s name or mailing a ballot for someone who is lawfully voting
somewhere else). Inaccurate voter rolls also fuel the perception that the system is vulnerable
to fraud and undermine public confidence in our elections. Indeed, Trump surrogate Jason
Miller cited the Pew report as one of two studies supporting Trump’s claim that he would have
won the popular vote “if you deduct the millions of people who voted illegally.” Errors on
the rolls are not proof that ineligible individuals are voting, but they are unsurprising given
the current registration system.

Today, the U.S. voter registration system relies heavily on non-governmental actors to garner
names for the voter lists: individuals themselves, political parties, or nonprofit groups. A
certain number of errors are to be expected under such a system. ACORN, for example,
attracted criticism and controversy in 2008 when some of its paid voter registration canvassers
gathered false names, and even though the group flagged suspicious registrations, they were
legally required to submit them to election officials.’”® What’s needed is a paradigm shift:
The government should assume the duty of registering voters and maintaining complete and
accurate voter registration lists. A big problem to tackle is the reliance on outdated technology,
specifically ink and paper, to register voters. Paper systems may introduce typos or other
mistakes as officials decipher often-illegible handwriting from thousands of forms and then
type in registration information. Additionally, paper forms may be lost or damaged when
transferred from office to office or by mail.

For example, in 2005, a state political party issued a report to the state attorney general’s
office claiming there were thousands of individuals who voted more than once, voted in
multiple states, or voted while deceased.?” A subsequent analysis of that report found that it
was much more likely that election officials made mistakes entering data from paper forms,
there were multiple people with the same name and birthdate, and there were duplicative
registrations.”’ This episode demonstrates the risk to public confidence that comes from an
error-prone and antiquated registration system.

A paradigm shift and modern technology can solve many of the problems of our registration
system:

Automatic Registration. Automatic registration puts the responsibility on the government
to ensure that eligible voters are registered accurately, using reliable information from
government lists. This approach has two main features. First, it presumes that all eligible
citizens should be registered, while allowing those who do not wish to be registered to stay
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off the rolls. This feature shifts the default presumption, and that shift has a significant
impact. Today, an eligible unregistered voter must take affirmative steps to get on the
rolls: find a voter registration form, fill it out, and submit it to an appropriate government
agency. But under automatic registration, the government registers voters and keeps those
registrations up to date when voters conduct their business at government agencies unless
a citizen chooses not to register. To emphasize, automatic registration is not compulsory
registration. A citizen can always decline. The second feature of automatic registration is that
voter information is transferred digitally from a government agency to election authorities.
This method, called electronic registration, has numerous advantages over transmitting
registration information by paper. It reduces errors on voter rolls attributable to illegible
handwriting and typos. Electronic registration also makes it easier to build a more complete
and accurate voter registration list from information in other government lists, such as
Selective Service or tax records. Furthermore, the evidence shows that electronic registration
not only boosts registration rates, it saves money.”' As of February 1, 2017, at least 34 states
use, or will soon use, electronic registration at Departments of Motor Vehicles (DM Vs).#?

Breakthroughs in Automatic Registration. In an important step, six states in the past
two years have approved automatic voter registration — Oregon, California, Vermont,
West Virginia, Connecticut, and most recently Alaska.” These states will automatically
register voters who interact with certain government offices, changing what was once an
“opt-in” system to an “opt-out” system and requiring these offices to electronically transfer
information collected from voters to election officials. In Oregon, the first state to pass the
reform, the new system added more than 225,000 people to voter rolls before the 2016
general election, and nearly half of them voted.** And in California, the nation’s most
populous state, automatic registration could put a large dent in the more than 6 million
people who are eligible but unregistered to vote, according to California Secretary of State
Alex Padilla.® The New Jersey and Illinois legislatures also passed automatic registration,*
but governors in both states vetoed the reform.”

Portability. Registration should move with voters within a state as long as they remain
eligible. Many are unaware of what’s necessary to stay registered after a move. For example,
one in four voters wrongly believes their registration automatically updates when they
change their address with the Postal Service.*® Portable registration allows voters who move
to update their addresses with a state agency such as the DMV or a social service agency,
and then sync those updates with the voter rolls. Even with these processes in place, some
address updates will be missed. An Election Day mechanism would ensure full statewide
portability: (1) same-day registration, in which voters can submit address changes at the
polling place when they go to vote on Election Day, or (2) provisional ballots for voters who
have moved, which include a space on the provisional ballot envelope for voters to provide an
updated address, and which are counted unless the voter is found ineligible. Changes then
should be reflected on the voter list for future elections. States with portable registration (for
example, Maryland) have seen slight increases in turnout.”’ Portable registration increases
election integrity by preventing eligible voters from dropping off the voter rolls and making
registration lists accurate and up to date because the government will process voters’ address
updates right up until the ballot is cast.
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Online Registration. States should create a secure and accessible online registration portal.
The online system would prompt all information needed to complete a registration — the
same information voters currently provide on paper. Registered voters could also use the
portal to view and update their records and find polling locations, making it a full-service,
one-stop shop for everything a citizen needs to cast a ballot that counts. Online registration
has some integrity-enhancing features that paper-based registration systems lack. First, online
registration avoids the errors associated with deciphering handwriting when entering data
from paper forms. Second, online registration can also minimize duplicate registrations by
flagging a matching record already in the database, and then prompting the voter to enter
any address change, correction, or missing information, such as party affiliation. Tammy
Patrick, a former election official and a past commissioner of the Presidential Commission on
Election Administration (PCEA), notes a further advantage: officials can track where online
registrations are coming from (e.g., particular IP addresses), and how quickly they arrive,
which permits monitoring for fraudulent activities.”® With paper-based registration, election
officials and third-party registration groups can get thousands of forms dropped off at once,
making tracking of sources more burdensome. As of January 31, 2017, at least 39 states plus
the District of Columbia allow or will soon allow certain voters to register online.”

Election Day Fail-Safe. Eligible voters should have secure, fail-safe procedures to correct
mistaken information at the polls. Even with the best and most modern list-building practices,
some errors are inevitable and some voter registrations will fall through the cracks. No
eligible American should lose the right to vote because of errors or omissions. Sixteen states
and the District of Columbia offer or will soon offer same-day registration at the polls or
an election official’s office.’* Permitting voters to correct information on Election Day is one
more method for ensuring that registration rolls are accurate. In fact, one political scientist
has estimated that 25 percent of the people who benefit from Election Day registration are
voters who have moved.” Election Day registration also appears to boost turnout. In the
2016 election, the six states with the highest turn-out offered citizens the opportunity to
register and vote on the same day.’*

Two: Ensure Security and Reliability of Our Voting Machines

The hanging chads in the 2000 election Florida recount prompted a national debate about
voting technology. Using $2 billion supplied by the 2002 Help America Vote Act,” states
replaced outdated mechanical machines with computer-based voting systems. New devices
proliferated. Some were precinct count optical scans, in which ballots are marked by hand
and then fed into a machine.’® Others were direct-recording electronic systems (DREs) with
paper trails: Voters mark their choice on the machine and also receive a paper record of their
selections.” Some were DREs without paper records.”® In addition, central counters are used
to tally mail-in ballots.” These new machines were projected to be more accurate than their
predecessors.®® But before long the reliability of the new voting systems was being called into
question. A 2008 New York Times report on touch-screen machines noted that “in hundreds
of instances” they “fail unpredictably, and in extremely strange ways; voters report that their
choices ‘flip’ from one candidate to another before their eyes; machines crash or begin to
count backwards; votes simply vanish.”
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More recently, in the early voting period before Election Day 2016, voters in Georgia,
Nevada, North Carolina, Tennessee, and Texas reported vote flipping problems.®* On
Election Day, Detroit notably had discrepancies between machine ballot counts and
numbers of voters in the poll books in nearly 400 precincts, according to reports,* and
one county in Utah had nearly 75 percent of its machines fail.*

These malfunctions are troubling and undermine public confidence in elections. In today’s

highly partisan political climate, where accusations of “rigging” abound,® dysfunctional
ghly p p gging y

voting machines breed mistrust and cynicism.

Of even greater direct concern: Although altering the outcome of a U.S. presidential election
would require breaching numerous different voting systems in a country with thousands
of election jurisdictions,*® today’s generation of voting machines remains vulnerable to
deliberate manipulation. In 2016, the Department of Homeland Security and the Federal
Bureau of Investigation released a joint analysis report linking malicious cyber activity to
Russia, an unprecedented finding for such a report.”’

A decade ago, the Brennan Center convened a task force of the nation’s leading experts
on voting technology and computer security. They concluded that all of the new systems
“have significant security and reliability vulnerabilities, which pose a real danger to the
integrity of national, state, and local elections.”®*In an era when corporate and government
databases are hacked routinely — with as many as 150 million people affected in a single
theft® — it may be only a matter of time before voting systems are penetrated. And the
small number of people required to perform such a task would make Boss Tweed envious.
“One attacker,” the Brennan Center task force found, “need not know much about the
particulars of the election or about local ballots to create an effective attack program.””
Stanford University computer science professor David Dill argues that today’s voting
machine technology is susceptible to two significant risks. First, as technology becomes
more complex and sophisticated it becomes harder to know when it is operating securely.
More secure technology is harder to use, more difficult to understand, and might prevent
officials from verifying that it has not been compromised. Second, no computer software can
guarantee protection against insider attacks by those who produce or run the technology.”

Compounding the security and reliability problems is the age of voting machines.
Electronic voting machines have shorter lifespans than mechanical ones, and machines
purchased a decade ago are simply wearing out. For instance, no one expects a laptop to
last 10 years. In 2014, the bipartisan PCEA, chaired by former Romney campaign counsel
Benjamin Ginsberg and former Obama White House Counsel Robert Bauer, called aging
voting technology an “impending crisis.”’* Because of the Help America Vote Act, many
states purchased new machines at roughly the same time. Now, many are reaching the end
of their useful lives. In 2015 the Brennan Center consulted more than 100 election officials
and several dozen technology experts and published an alarming study, America’s Voting
Machines at Risk, finding that the majority of states are relying on aging and outdated
voting machines.”® Specifically:
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* 42 states are using some machines that are at least 10 years old. In most of these states,
the majority of election districts are using machines that are at least 10 years old.

* In 13 states, machines are 15 or more years old.
* Nearly every state is using some machines that are no longer manufactured.”

Election officials must try to maintain these machines. Some resort to cribbing parts from
eBay. And even when parts can be found, the fact that they come from another era is
obvious. “When we purchased new Zip Disks in 2012, they had a coupon in the package
that expired in 1999,” an Ohio election official told the Brennan Center.””

To compound the problem, the U.S. Election Assistance Commission (EAC), the
independent, bipartisan federal agency responsible for developing voting-system standards,”
has not updated certification standards since 2005. Without updated standards, jurisdictions
wishing to purchase new machines are limited to EAC-certified models built with decade-
old technology.”” In response to this problem, the bipartisan PCEA called on the EAC to
update its certification process and allow jurisdictions to adopt modern and more accessible
voting machines.”®

Unfortunately, as state and local governments grapple with strapped budgets, replacing

these machines has not been a legislative priority. Thus far Congress has not provided federal
dollars for the task.”

Nonetheless, there are measures that should be taken that can make voting systems more
secure and reliable:

Validate and Verify Machine Accuracy and Security Before Election Day. Voting
machines, including hardware and software, should be tested under conditions that mirror
those on Election Day. These tests can detect
problems such as software bugs and perhaps
catch malicious programming. They are
especially important in jurisdictions that do
not provide the kinds of records that make
meaningful audits possible after Election
Day. Election Day inspections should also be
conducted. Machines themselves should be
designed so that an audit would accurately
detect a malfunction.®

Voter-Verified Records

Voting systems should provide a record
that can be checked by the voter for
accuracy before the ballot is submitted.
Today, these records take two forms: The
voter creates a record she can verify when

she fills out her ballot by hand before

the ballot is fed into an optical scanner.

Alternatively, an electronic machine
provides a paper record the voter can verify
against her intended vote. By themselves,
these voter records do little to enhance
security. But these records are a powerful
tool for audits and help show voters their
choices were recorded accurately.”
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Require Post-Election Audits. Many
machines now issue a paper record of a
voter’s selection.?” But these records are of
little security value without audits to ensure
that vote tallies recorded by a particular
machine match any paper records.®? Despite
near universal expert agreement on the need
for audits,* some vendors have vigorously



opposed these paper trails, contending that they increase costs and slow the voting process.®

Security experts also recommend that states pass laws for effective “risk-limiting audits.” These
require examination of a large enough sample of ballots to provide statistically “strong evidence
that the reported election outcome was correct — if it was.”®® Also, the audit process should not
rely on any one individual who might be in a position to manipulate either the voting machine
or the recount device.®” According to experts, these insider attacks are the most difficult to
stop.®® Voting technology experts also say machines must be “software independent,” which is
technically defined as when “an (undetected) change or error in its software cannot cause an
undetectable change or error in an election outcome.”® But practically speaking, this means that
the election results can be captured independently of the machine’s own software.”® Auditors
should be assigned randomly to further ensure the process is not being gamed.” Finally, audits
should be as transparent as possible. This not only is essential to garnering public confidence,
but can show a defeated candidate that she lost the election in a contest that was free and fair.”

Recounts and Audits.

Recounts and audits are related in that both seek to ensure the election process is
working as it should. Recounts, like those Green Party candidate Jill Stein pursued in
Michigan, Wisconsin, and Pennsylvania in 2016,” repeat the process of tabulating
the votes cast to determine whether the initial count was accurate, and generally only
occur when the outcome of an election contest is close.”* Audits seek to validate and
verify the accuracy of the election process. But unlike recounts, audits do not require
a candidate or voter to initiate the process.” Audits are also much less expensive than
recounts, as they involve regularly reviewing a smaller sample of ballots from a
randomly selected precinct.”® While some states require regular post-election audits,
many states, including Michigan, do not”” In some states, including Pennsylvania,
older voting machines do not have paper trails, complicating audit efforts.”® Even in
states that do require regular post-election audits, like Wisconsin,” these processes
could be much more robust.'”

Have Plans to Cope With Election Day Machine Failures. Any audit, test, or inspection
would be of limited value if there is no agreed upon way to respond quickly if a problem is
identified. Each jurisdiction should have a contingency plan in place to cope with machine
problems on Election Day.

Create a National Clearinghouse of Voting Machine Issues. The EAC is responsible for
certifying voting machines.'”" It has recently taken several steps to publicize information about
voting system malfunctions, like an unresponsive touch screen'® or errors with a machine’s
security system, for example,'” particularly for EAC-certified voting systems.'”* However,
the EAC did not certify its first voting machine until 2009, well after many jurisdictions had
purchased new machines.!” Many of the machines reaching the end of their lives are not EAC-
certified.'” A repository of data on machine problems, including those of non-EAC-certified
voting systems, could be critical in preventing the same problem from occurring in multiple
jurisdictions."”” The EAC should modify its procedures so that voting system malfunctions
are disclosed as soon as they are reported, making clear that the report is under investigation.
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A current and comprehensive database of machine problems would provide election officials
with the information they need to correct problems before an election. By keeping a log of
problems, such a clearinghouse would aid officials looking to purchase new systems.

Provide Funding to Replace Unreliable Voting Machines. There appears to be little political
will at the state or federal level to replace voting machines nearing the end of their life.!® In fact,
election officials in 22 states have told the Brennan Center they want to purchase new machines
by 2020, but lack the funds to pay for them.'”” The Brennan Center estimates the cost of replacing
the nation’s aging voting equipment may exceed $1 billion.""” With such investments looming,
new machine purchases should be planned properly and include important considerations such
as maintenance. If money is not allocated to replace the aging voting infrastructure, the risk that
Election Day failures can affect election outcomes only grows.

Three: Do Not Implement Internet Voting Systems Until Security is Proven

In recent years lawmakers in more than 30 states have introduced legislation to use some
form of Internet voting.""" Voting by Internet is seductive because of its convenience, and fits
neatly alongside all the other activities now done online such as shopping, banking, travel
reservations, or even finding a partner. And it seems intuitively obvious that Internet voting
would boost turnout.

Yet, some of the biggest skeptics of Internet voting are computer security experts. Jeremy
Epstein, senior computer scientist at SRI International (a nonprofit technical research institute),
has testified at a congressional forum that the “vast majority of computer scientists, including
nearly all computer security experts, are of the opinion that internet voting cannot be done
securely at this time, and probably not for another decade or more.”"'? Existing technology, as
well as some of the limitations in the very architecture of the Internet, makes online voting a
dubious prospect. Whatever the problems of today’s voting machines, they are not networked
or connected to each other.'”® By contrast, the central element of the Internet is precisely its
networking capability. While this characteristic makes the Internet immensely powerful, it
also makes it astonishingly vulnerable from an election integrity standpoint.

Proponents argue that Internet voting would be useful for military personnel overseas,'*

would help disabled voters,'” and is potentially cheaper'® than traditional methods. They also
point to studies indicating it might increase participation."” Some note that Estonia, with
a population about the size of New Hampshire’s,"® uses Internet voting."” And some even
propose a system of “televoting” that would use webcams to allow voters and election officials
to monitor each other."” Most conspicuously, proponents note that the Internet is already
used for numerous governmental and private transactions requiring security, from banking to
health care' to air traffic control.'*?

But the security required for voting online is higher than for buying a book from Amazon. The
privacy of each voter must be protected and each vote must be counted accurately. The recent high-
profile cyberattacks on Sony Pictures, Target, insurer Anthem Health, internet company Dyn,
the U.S. Office of Personnel Management, voter registration databases in Illinois and Arizona,
and others underscore the fact that private sector and major federal agency computer networks,
which have many more resources than local election administrators, are far from invulnerable.'*®
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Internet fraud is already a large problem. Online retailers alone lost an estimated $3.5 billion in
revenue from fraud in 2012, which was up 30 percent from 2010.">* Less spectacularly, banks
regularly replenish funds lost to online fraud in order to maintain public confidence.'”

If jurisdictions were to switch to Internet voting, election integrity concerns in the United States
could take on an international dimension. In 2010, the District of Columbia ran a pilot project
in which the public was invited to attack a proposed Internet voting system. The system was
quickly hacked by a team led by University of Michigan professor J. Alex Halderman. The group
found it could change ballots and violate voters’ secret ballot rights. They also had control of
the system’s network, allowing them to watch how the system was configured and tested. The
penetration was so complete they even tapped into security cameras to watch system operators.
Perhaps most troubling, the Michigan team found evidence of attempted break-ins that appeared
to be from China and Iran. It was unclear if these attempts specifically targeted the D.C. system,
but it was a chilling demonstration of the vulnerabilities of Internet voting.'¢

David Jefferson, a computer scientist at Lawrence Livermore National Laboratory, a federal
research facility, warns against some of the predictable — and not necessarily easy to prevent
— lines of attack on Internet voting systems:

* Readily available and customizable malware can penetrate voters’ home computers,
tablets, and cellphones, and steal or manipulate votes.'”

* Denial of service attacks can shut down the entire system or target specific areas,
preventing large groups of voters from voting for an extended time. Even if the system
was fortified to protect against the manipulation of individual ballots, an attacker could
simply delete them.'”® These attacks allow hackers to access all documents available on a
computer’s server.'? Jefferson adds that these sorts of attacks are hard to prevent and can
go undetected.’

Moreover, current resources are often inadequate to guard against increasingly sophisticated
threats. Attacks can take place from anywhere in the world,*' making detection and punishment
more difficult.’® These computer system attack techniques are constantly evolving, and
current technology has limited capability in guarding against unknown threats. More than
430 million new unique pieces of malware were discovered in 2015 alone, up 36 percent from
the year before, according to a study by Symantec, a cybersecurity company.'* The Conficker
worm is but one example of a virus that has successfully infiltrated millions of computers.'*
Conficker was particularly pernicious because infected computers were readily available to
carry out instructions that a hacker could send remotely."”® New exploitable weaknesses are
discovered regularly on the Internet.'*

Finally, system vulnerabilities imperil voter privacy and ballot integrity. Hackers can make
“receipts” pop up on the voter’s screen that appear to reflect a voter’s true preference while
still transmitting a different vote.”” Accuracy notwithstanding, any receipt that recorded a
citizen’s vote could be used to verify that somebody voted the way they promised, enabling
schemes to buy, track, or influence votes.*®
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Technologists generally agree that the following conditions should be met before implementing
any Internet voting system:'”’

All Internet Voting Systems Should Allow Voters to Check that Their Vote Was Properly
Cast, Recorded, and Tallied."*’ According to computer science experts convened by the U.S.
Vote Foundation in 2015, “[n]o existing commercial Internet voting system is open to public
review. Independent parties cannot verify that these systems function and count correctly,
nor can they audit and verify election results.”'*! Security experts stress that Internet systems
should be “end-to-end verifiable” (E2E-V), which means that voters and auditors can see that
voter choices were recorded and counted properly. It is called “end-to-end” because the goal is
to protect the integrity throughout the entire process from the beginning point — the voter’s
intended selection — to the endpoint — the final tally."*> One advantage of E2E-V is that it
allows the public at large to independently verify vote counts while concealing the identities
of individual voters through complex encryption technology.'*> While E2E-V shows promise,
it is not ready to be deployed. Further research is needed to improve certain aspects of E2E-V,
including anonymity protection and usability. Guaranteeing voter anonymity — while
enabling voters to track their own votes — poses a unique challenge that has not yet been
fully overcome."** Of course, any E2E-V system should also be auditable, offering verification
methods clear enough that they can serve as court-admissible evidence if needed for disputed
elections."® While a self-interested vendor may claim to offer a secure and verifiable E2E-V
system, only an expert in cryptographic voting can support or debunk the vendor’s assertion.'4¢

Internet Voting Systems Should Not Be Unveiled for the First Time in a High-Turnout
Election. There should be widespread testing, and those tests need to be in real-world
environments, but real-world risks need to be managed. This can be facilitated by studying
vulnerabilities from previous Internet voting tests and convening election officials, independent
security experts, and technologists for advice on the feasibility of creating secure systems,
risks, and needed countermeasures before rolling out such systems.'”” The experts should be
comfortable that any particular proposed Internet voting system is free of glaring security
vulnerabilities. The tests should be designed with as much transparency as practicable so that
others beyond officials and testing labs have the opportunity to demonstrate weaknesses. This
calls for publicizing the system’s code, and for numerous public and live tests.

Internet Voting Systems Must Be Tested Rigorously and Continuously Because Threats
Are Constant and Evolving. No amount of testing can prove a system is secure against any
and all attacks. Election officials should be clear as to the limits of conclusions that can
be drawn from any one evaluation or test. Even if a well-designed test shows that a system
lacks certain vulnerabilities, “the lack of evidence of problems is not strong evidence that a
system is safe,”*® notes professor J. Alex Halderman, whose team, as discussed, successfully
hacked the D.C. Internet voting system. Nevertheless, experts have recommendations on
what testing should probe and how it should occur. What to explore in testing is relatively
straightforward: the usability of the system, the ability to detect and recover from attacks,
and the nature of the evidence the system can provide to verify the accuracy of a vote.'*” The
test should include clear guidelines about what constitutes “success” before a trial starts.””
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Internet Voting Systems Should Be Usable and Accessible. The usability of Internet
voting systems remains a major problem. E2E-V systems, while the most promising among
Internet voting options, can add complexity to the voting process, reducing usability. By
way of illustration, a 2014 study of E2E-V systems found “that a significant number of
voters failed to cast a ballot with each of these three systems, rendering them ineffective.
Many of those voters thought they had successfully cast a ballot, only to discover that the
process had failed them.”" Usability is a prerequisite for voters, but systems must also be
comprehensible for election officials. Usability issues arise in part because of the difficulty
of effectively explaining to voters and election officials the complex encryption technology
that makes the systems work."* A useable system allows problems to be better identified and
unsubstantiated fears about inaccurate votes to be better assuaged.”

Four: Adopt Only Common-Sense Voter Identification Proposals

Many words have been used — on the floors of state legislatures, in news accounts, and legal
briefs — on the issue of strict new voter identification policies. “Strict” means having a very
narrow list of accepted identity documents that millions of eligible Americans do not have. In
2010, only two states had these laws.”* Between 2011 and 2014, nine states passed strict photo
ID laws, and four more limited the number of IDs a voter could show before being given a
regular ballot.” As of mid-January 2017, 16 states were considering strict voter ID legislation
— with likely more to come."™

Perhaps strict voter ID laws would not be so

controversial if they were merely ineffective yet Strict photo ID requirements
benign. But they are not. In fact, strict voter ID are typically notimposed in voting
laws place barriers in front of the ballot box for systems with greater security
many eligible Americans.” A Brennan Center vulnerabilities, such as mail-
survey showed that up to 11 percent of eligible in balloting.'” This has raised
voters — more than 21 million citizens — do not questions about the motives of
have the kind of identification required by these those advocating for strict photo
strict laws.'*® Additionally, many of these strict ID ID rules at the polls.'

laws impose burdens that fall hardest on minorities,
the poor, and the elderly."

Given the stakes, it is no surprise that strict photo ID laws have been challenged in court.
In the months preceding the 2016 general election, there were high-profile cases in three
states. Federal judges blocked Texas and North Carolina from enforcing their strict photo
ID requirements as enacted.'®® As a result, North Carolina did not require voters to present
ID at the polls in November, while Texas offered an alternative option for those without the
required ID.'® Wisconsin’s requirement remained largely intact with some court-ordered
remedies for students with expired IDs and people that could not get free voter IDs. %4 The
Texas law — the strictest in the nation when passed — has now been struck down by four
courts, including a district court that found that more than 608,000 actual registered voters
lacked the required identification.'®
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Yet some form of photo identification seems sensible to many Americans given how hard it is
to maneuver through modern life without one.'*® There are ways to meet integrity concerns
without disenfranchising eligible citizens. These include:

Allow Alternatives to Strict Photo Identification. There are multiple alternatives to
strict photo identification laws. Some states, such as Michigan, will accept an affidavit
from any voter who cannot present one of the accepted identifications, allowing the voter
to cast a regular ballot.'” Louisiana also accepts an affidavit and matches information on
the affidavit against the voter rolls to verify the voter’s identity.'®® Other states, like Rhode
Island, request photo identification, but if a voter cannot provide one, the voter is given
a provisional ballot that is tallied if the voter’s identity is confirmed through a signature
match.'As a result of the 2016 court decision discussed above, a Texan who did not have an
accepted ID, and faced a barrier to obtaining one, could vote a regular ballot by presenting
a secondary form of ID and signing an affidavit."”® (There were numerous complaints that
Texas did not implement the court requirements properly, however.)"”!

Some states have explored the idea of taking photos at the polls for voters without photo
ID. New Hampshire has already started taking photos of voters without identification.
Voters complete an affidavit and then have their picture taken and printed.””? Democratic
Secretaries of State Ross Miller of Nevada and Mark Ritchie of Minnesota have proposed
taking pictures at the polls of those without photo ID and then storing the images for use
in future elections.””? But such electronic storage and retrieval of voters’ images would likely
also require the use of electronic poll books. Electronic poll books have many advantages,
but they are an expense in a time of budgetary constraints, costing anywhere from $800 to
$2,000 each in recent examples in two states.'”*

Still others suggest verifying voter identity in even more high-tech ways, such as through
fingerprints”® or other biometrics, although this verification generally happens at registration.
At least 25 sub-Saharan nations have held elections using biometric voter registrations,"”® as have
countries in Asia”’” and Latin America."”® The application in this country could be, for example,
taking a photo and fingerprint of the voter during the registration period. The voter could then
be issued an ID card that could also be used on Election Day to verify the voter’s identity. This
kind of model may require biometric voter registration kits to issue the voter ID cards,"? which
would be a radical change from the way registration has been done in the United States."® For
one thing, the government would need to take over responsibility for voter registration from the
nonprofit groups, parties, and candidates who currently register a large percentage of voters.!
Registration also would need to be done at centralized locations where the equipment needed
to capture biometrics could be kept.'® In the Philippines, where biometrics are used to register
voters, voter registration generally requires a trip to a government office.”® And in states that
are implementing automatic registration, like California,’®* moving to a biometric requirement
would mean adding a step before voters’ registrations became effective.'® Moreover, like any
machine, these kits can break down. In Kenya, in 2012, some of these breakdowns lasted as long
as two weeks.'® Biometric machines are also necessary to read fingerprints at the time of voting.
In the 2012 presidential election in Ghana, failures and delays caused by these machines were
so widespread that the government added an extra day for voting in what was supposed to be a
one-day election.”” These systems also incur expenses. For instance, the cost of issuing biometric
identity cards in Cote d’Ivoire for the 2010 election was more than $44 per voter.'®®
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Ensure Every Eligible Voter Has the Identification Required to Vote. Strict identification
requirements are disenfranchising because not every eligible American has an accepted ID.
If everyone did, the disenfranchising effects of these laws would narrow considerably.”®’ So if
a state requires documentary identification to vote, the state must also take steps necessary
to ensure that every eligible citizen has the required identification. Experience shows that
supplying the necessary identification to voters requires having a sufhicient number of trained
and skilled government employees to assist those who need help, whether navigating the
bureaucratic path, obtaining or collecting records, or getting to a government agency.'”
Another baseline requirement is waiving costs for any accepted identification document and
the documents (such as birth certificates) needed to obtain them."! Yet, these efforts will be
meaningless unless poll workers are adequately trained about the identification requirements,
how to enforce the ID laws evenly and accurately, and how to meaningfully assist voters who
appear at the polling location without the required ID.”* This is particularly important where
state-issued election manuals grant poll workers discretion in deciding whether someone is
who he or she claims to be.'”?

Five: Increase Security ofMail—In Ballots

A growing number of states have adopted vote-by-mail regimes. In 1984, only five states
allowed vote-by-mail elections.”® As of 2016, at least 22 states conducted some or all of their
elections by mail."”> Although voters still have the option of going to a polling place or election
office, Washington, Oregon, and Colorado conduct all of their elections primarily by mail,”
while 19 other states allow voters to submit their ballots by mail in certain elections."”” In
fact, all states, and D.C., permit mail voting in connection with absentee voting."”® While a
complete accounting of this year’s ballots will take time, the Election Assistance Commission
found that mail-in ballots accounted for more than 25 percent of all votes cast in the 2014
election, and more than 20 percent of those cast in 2012."°

The appeal of vote-by-mail is no mystery. In addition to the convenience for voters,**’ some
research suggests vote-by-mail systems save money because jurisdictions no longer have to hire
as many poll workers.””! There are also some studies indicating mail balloting regimes increase
turnout (although there are other studies with contrary findings).***

Yet vote-by-mail raises election integrity issues because of concerns that ballots can be filled out
improperly or manipulated for ballot stuffing. “[V]otes cast by mail are less likely to be counted,
more likely to be compromised and more likely to be contested than those cast in a voting
booth,” statistics show. Election officials reject almost 2 percent of ballots cast by mail, double
the rate for in-person voting, wrote 7he New York Times in 2012.2% In 2014, 2.1 percent of
domestic absentee ballots were returned undeliverable, 0.6 percent were spoiled, and 1.4 percent
were rejected.?*

In fact, the first known cyberattack on a voting system involved mail-in ballots.?* In 2012, a
Miami grand jury revealed that a “clandestine, untraceable computer program” had submitted
more than 2,500 online requests for mail-in absentee ballots by voters who had not requested
them.?”® The scheme was uncovered after the county’s vendor became suspicious when it
appeared that an extraordinary number of absentee ballot requests were coming from the same
computer and being submitted at a rate that was not humanly possible.?”” The mastermind
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behind the crime was never found.””® And in Fort Worth, Texas, a woman pleaded guilty
in 2012 to using absentee ballots to vote under five different names.”* A search of News21’s
database of all election fraud cases from 2000-2012 shows that about 25 percent of them
involved mail-in balloting.*"

On a related, but different note, MIT professor Charles Stewart III notes that there are
numerous opportunities for a mail-in ballot to be lost. At the beginning, a request for a mail-
in ballot might not be received. Even after officials process the request, the voter might not
receive the requested ballot. Finally, election officials might not receive the completed mail-in
ballot, assuming it is filled out properly.”"! “The opportunities to lose votes appear to be greater
along the mail route than along the in-person route,” Stewart notes.*'?

Given their convenience and purported lower costs, vote-by-mail systems are only likely
to grow in popularity. Election officials should focus on the following two areas to bolster
security and to minimize lost votes:

Improve Security at Each Stage of the Mail-In Ballot Pipeline. Each stage of the mail-
in ballot pipeline has vulnerabilities, from ensuring security at the printer to verifying that
requests for absentee ballots are only made by eligible and registered voters to collecting the
ballots in a secure location.”"? Fortunately, technology can alleviate some of these concerns.
Just as Federal Express and Amazon use bar codes to track a package at each step in the
process, at least some jurisdictions in Washington, Colorado, and Oregon use ballot tracking
systems with bar codes (sometimes referred to as “Intelligent Mail Barcodes” or “IMB”) that
allow both voters and election officials to see where a ballot is, be it in a mail truck, drop box,*™
or election office.””> Knowing where the ballot is at any point is critical to the chain of custody
and in achieving integrity in the process, says Tammy Patrick, the former election official, who
also served on the U.S. Postal Service’s Mailer’s Technical Advisory Committee.?'®

Use Best Practices for Signature Verification. Washington, Colorado, and Oregon use
signature matches to protect integrity.?’” In Oregon, the secretary of state’s office outlines the
characteristics to be looked for by election officials reviewing signatures and the signature
reviewers receive the same training as law enforcement professionals.”® In Washington, election
workers receive signature-matching training*’ from a state patrol fraud unit.”** In Colorado,
signatures are examined by election judges from both political parties.**!

Six: Protect Against Insider Wrongdoing

All states have laws to guard against election fraud — for example, voting more than once
in an election, buying votes, and intimidating voters.*** Election fraud with respect to both
registration and voting is also a federal crime that can result in fines of up to $5,000 and up
to five years in prison.??® These serious penalties should deter many casual wrongdoers. But
politicians and party officials often have their very livelihoods — or quest for power — at
stake in elections, boosting their incentives for misconduct. It is not surprising that many
instances of election fraud, both historically and in the present day, involve the actions of
insiders. Recent abuses by insiders have included lawmakers lying about where they live,?**

2% and legislators running fraudulent

magistrate judges willfully registering ineligible persons,
absentee ballot schemes.?® In 2013, a pollworker in Ohio was famously found guilty of

using her authority and training to conduct voter fraud and take certain steps to evade
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detection.””” Culprits have even included the chief election officer of Indiana.?*® This is why
election officials and workers should receive special attention because their insider status
increases their opportunity to both abuse the system and avoid detection.”” Moreover,
when organizational leaders are involved in wrongdoing, it can create a culture for fraud,
encouraging others to commit misconduct.”*

Some common practices from the private sector to prevent fraud can be used by election
administrators and law enforcement. Among them:

Have Effective Preventative Controls. As an initial matter, election workers should be
fully aware of their responsibilities, the laws governing them, and the penalties for failing
to do so.”' Experts agree that when the leadership of an organization shows that it is
committed to integrity and punishing fraud, the chance that another insider will commit
fraud decreases.” More concrete prevention measures include: segregating duties among
employees so that one person does not have too much authority over sensitive transactions,
implementing a tiered system of authorization or clearance such that only certain people can
do certain tasks, and using appropriate physical controls such as locks, keys, safes, fences,
and guards.*”

Make Detection Swift and Certain. Swift detection is important because when a fraudulent
act is unnoticed, the perpetrator becomes emboldened and is likely to commit more fraud.?*
Good record keeping, sensible transparency procedures, and frequent audits or reviews are
all basic tools election administrators can employ to detect fraud.”> However, the internal
controls must be well-designed and followed because “[p]eople know when they are not
being watched, and when the auditor is not diligent in what they are doing.”**¢ Also, there
should be sufficient resources for independent or outside review of senior officials because
“perpetrators with higher levels of authority are typically in a better position to override
controls or conceal their misconduct.”*”

Tip lines enabling anonymous reporting of misconduct are used often in the private
sector, and they are now beginning to be deployed in election administration. Today, some
states including Georgia, Florida, and Louisiana have hotlines to report suspected voter
fraud.”® The president of the Association of Certified Fraud Examiners, James D. Ratley,
CFE, recommends that the tip line be open to election administrators and the public, and
operated by a neutral party and staffed by well-trained operators who know how to collect
the necessary information while protecting caller anonymity.””” But information gathering
means little unless leads are investigated properly. Investigators should have the necessary
resources to probe alleged misconduct and sufficient training to detect election fraud,
including instruction on how to ensure an investigation is not compromised or distracted
by political partisans.
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Make the Punishment Public. Publicity about those who commit fraud is an important
element of any prevention effort. Instead of perhaps hiding known fraud in an effort to avoid
embarrassment, knowledge of fraud activity should be made widely known. The reason
is that fraud detection, in and of itself, acts as a deterrent. Joseph Wells, an accountant
and former FBI agent who specializes in fraud, notes that “[wlhile [internal] controls are
necessary, that isn’t what really deters fraud; it’s the perception of detection. Succinctly stated,
those who perceive that they will be caught committing fraud are less likely to commit
it.”?* A belief that fraud will be uncovered may be especially important in the election
context. Because many of those who perpetrate fraud are high-level managers or those in
public leadership positions, public punishment is more salient as it might not only result in
criminal liability but also irreparable harm to reputation.?!

Conclusion

We do not have to choose between election integrity and election access. Indeed, free and fair
access is necessary for an election to have integrity. This report examined genuine risks to the
security of elections, highlighting current vulnerabilities as well as those that will be faced in
the future. Recommendations have been made about how to reduce each risk. We invite and
urge policymakers to tackle these problems.
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124 Paul Demery, Online fraud costs e-retailers $3.5 billion in 2012, INTERNET RETAILER (Mar. 28,
2013), heeps://www.internetretailer.com/2013/03/28/online-fraud-costs-e-retailers-35-billion-2012.

125 Simons & Jones, supra note 111, at 68; see, e.g., Identity Fraud is Up, but Banks are Up to the Challenge,
JAVELIN STRATEGY & RESEARCH (Mar. 14, 2013), https://www.javelinstrategy.com/news/1399/92/
Identity-Fraud-is-Up-but-Banks-are-Up-to-the-Challenge/d,pressRoomDetail.

126 Simons & Jones, supra note 111, at 69-70.

127 See David Jefferson, If I Can Shop and Bank Online, Why Can’t I Vote Online?, VERIFIED VOTING,
https://www.verifiedvoting.org/resources/internet-voting/vote-online/ (last visited Dec. 9, 2015);
see also Telephone Interview with David Jefferson, Computer Scientist, Lawrence Livermore
Nat’l Lab. (Mar. 4, 2015). Tests have shown that online election systems are widely susceptible
to hacking. In 2004, a group of experts called the Security Peer Review was asked to evaluate
the Secure Electronic Registration and Voting Experiment (SERVE), a project intended to allow
Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) voters to register and vote
online during the 2004 election cycle. The project was shut down after the computer scientists
in the Security Peer Review recommended that the system not be implemented because of the
“danger of successful, large-scale attacks.” Simons & Jones, supra note 111, at 71-72. In another
case, discrepancies were found in the ballot count of a 2008 test of an Internet voting pilot system
designed for UOCAVA voters, Bring Remote Access to Voters Overseas (BRAVO). As of August
2012, BRAVO had not released a formal report on the discrepancies. See id.

128 Jaikumar Vijayan, Internet voting systems too insecure, researcher warns, COMPUTERWORLD (Mar.
1, 2012), available at heep://www.computerworld.com/article/2501967/security0/internet-voting-
systems-too-insecure--researcher-warns.html; see also Jefferson, Mar. 4, supra note 127; Jefferson et al.,
supra note 92, at 63-64. David Jefferson and three other security experts contend that a large-scale
denial-of-service attack could render an online voting service unavailable on Election Day, which
would call into question the validity of the election and “effectively disenfranchise” large numbers of
UOCAVA voters. Alternatively, denial-of-service attacks could knock out or degrade network services
for areas where a particular demographic is known to vote for a particular party, possibly modifying
the outcome of the election. Jefferson et al., supra note 92, at 63-64.

129 Josera MiGGa Kizza, ETHICAL AND SocIAL IsSUES IN THE INFORMATION AGE 191 (4th ed. 2010).
130 Jefferson, et al., supra note 92, at 64.

131 Attacks from abroad on private and public systems are common. Examples include: a group of
Chinese hackers infiltrating the New York Times, see Nicole Perlroth, Hackers in China Attacked
The Times for Last 4 Months, N.Y. TimEs, Jan. 31, 2013, at Al, available ar http://www.nytimes.
com/2013/01/31/technology/chinese-hackers-infiltrate-new-york-times-computers.html; hackers
from multiple nations breaching the computer at the Department of Veterans Affairs, see Eric
Chabrow, VA Systems Hacked From Abroad, Data BREacH Topay (June 5, 2013), http://www.
databreachtoday.asia/va-systems-hacked-from-abroad-a-5814/op-1; suspicions of Chinese hackers
breaching the U.S. Postal Service’s computer networks, see Ellen Nakashima, China suspected
of breaching U.S. Postal Service computer networks, WasH. PosT (Nov. 10, 2014), htep://www.
washingtonpost.com/blogs/federal-eye/wp/2014/11/10/china-suspected-of-breaching-u-s-postal-
service-computer-networks/; and the hacking of Microsoft and NATO by Russian hackers, Tom
Risen, Russian Hackers Target NATO, Ukraine, U.S. NEws AND WorLD REPORT (Oct. 14, 2014),
htep://www.usnews.com/news/articles/2014/10/14/russian-hackers-target-nato-ukraine.
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132 See, e.g., Larry Greenemeier, Seeking Address: Why Cyber Attacks Are So Difficult to Trace Back to
Hackers, Sc1. Am. (June 11, 2011), hetp://www.scientificamerican.com/article/tracking-cyber-
hackers/. According to some experts, our inability to detect the infiltration of an online election
system is perhaps its most serious risk. See, ¢.g., Jefferson, Mar. 4, supra note 127 (“No one would
ever know [if an election was compromised] . . . . The undetectability is critical.”).

133 See 21 SYMANTEC, INTERNET SECURITY THREAT REPORT § (2016), available at https://www.
symantec.com/content/dam/symantec/docs/reports/istr-21-2016-en.pdf. According to some
experts, our inability to detect the infiltration of an online election system is perhaps its most
serious risk. See, e.g., Jefferson, Mar. 4, supra note 127 (“No one would ever know [if an election
was compromised] . . . . The undetectability is critical.”).

134 The worm reportedly infected up to 15 million machines in 2009. Simons & Jones, supra note 111,
at 74.

135 See id.

136 One recent example is the “FREAK flaw,” a vulnerability in the Internet protocol used for
accessing websites that allows hackers to instruct web browsers to weaken the encryption of their
own information. See, e.g., . Alex Halderman & Vanessa Teague, 7he New South Wales iVote
System: Security Failures and Verification Flaws in a Live Online Election, 9269 LECTURE NOTES
IN CoMPUTER Scr., Apr. 2015, 35, 40-1, available at http://arxiv.org/abs/1504.05646; see also
Craig Timberg, FREAK’ flaw undermines security for Apple and Google users, researchers discover,
WasH. PosT (Mar. 3, 2015), http://www.washingtonpost.com/blogs/the-switch/wp/2015/03/03/
freak-flaw-undermines-security-for-apple-and-google-users-researchers-discover/; E-mail from J.
Alex Halderman, Dir. of Ctr. for Computer Sec. and Soc’y, Univ. of Mich., to Nelson Castafio,
Research and Program Assoc., Brennan Ctr. for Justice (Sept. 19, 2015, 15:39 EDT).

137 See Simons & Jones, supra note 111, at 75.
138 See id. at 76.

139 Many of the experts consulted for this report also contributed to a report making
recommendations on E2E-V and Internet voting systems commissioned by the U.S. Vote
Foundation. As a result, our recommendations are similar to those contained in that report. The
report can be found here: https://www.usvotefoundation.org/sites/default/files/ E2EVIV_full
report.pdf.

140 See Kiayias et al., End-to-End Verifiable Elections in the Standard Model, 9057 LECTURE
NotEs 1N CoMPUTER Scr., Apr. 2015, 468, 468, available at http://link.springer.com/
chapter/10.1007%2F978-3-662-46803-6_16.

141 KINIRY ET AL., supra note 112, at iii-iv (Executive Summary).
142 Id.

143 See KINIRY ET AL., supra note 112, at 18-41 (providing general characteristics of, as well as detailed
examples of, E2E-V Internet voting systems).

144 See id. at 19-20; Telephone Interview with Philip B. Stark, Professor of Statistics, Univ. of Cal.
Berkeley (Mar. 30, 2015).
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145

JosH BENALOH ET AL., END-TO-END VERIFIABILITY 2 (2014), available at https://elections.
virginia.gov/Files/Media/SB11Workgroup/EndtoEndVerifiabilityFeb2014.pdf; see also E-mail
from David Jefferson, Computer Scientist, Lawrence Livermore Nac'l Lab., to author (Sept. 24,
2015, 13:24 EDT) (on file with author); Telephone Interview with J. Alex Halderman, Dir. of
Ctr. for Computer Sec. and Soc’y, Univ. of Mich. (Mar. 2, 2015); see also KINIRY ET AL., supra
note 112, at 110-11.

146 Experts are concerned that “well-meaning” legislators and election officials will “deploy Internet

147

148

149

150
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152

153

voting systems too early and too quickly, based on misleading information from prospective
vendors . . . that is not balanced with independent advice from cybersecurity experts.” KINIRY ET
AL., supra note 112, at 107. Professor Halderman also warns that some vendors are starting to use
“the terms ‘E2E’ and ‘verifiable’ to refer to much weaker protections.” Halderman, supra note 136.

In 2011, the National Institute of Standards and Technology (NIST), by request of the EAC,
conducted a review of online voting technologies and the existing threats for these systems.

The NIST researchers found significant issues in protecting voters’ computers from attacks,
implementing wide scale voter authentication processes, and auditing online voting systems. They
thus recommend that research and testing continue if we hope to achieve a secure online voting
system. NELSON HAsTINGS, RENE PERALTA, STEFAN POPOVENIUC, & ANDREW REGENSCHEID,
NAT’L INST. OF STANDARDS AND TECH., SECURITY CONSIDERATIONS FOR REMOTE ELECTRONIC
UOCAVA Voring 1, 59 (2011), hetp://www.nist.gov/itl/vote/upload/NISTIR-7700-feb2011.pdf.

Halderman, supra note 145; Scott Wolchok et al., supra note 112, at 124 (explaining that the
“lack of problems found in testing does not imply a lack of problems in the system”).

See P.L. Vora et al., Evaluation of Voting Systems, 47 Comm. oF THE ACM, Nov. 2004, at 144,
144, available at hetp://euro.ecom.cmu.edu/people/faculty/mshamos/200411cacm-vspr-article.
pdf; see also Halderman, supra note 145 (urging study of all three areas).

L. Jay Aceto, Michelle M. Shafer, Edwin B. Smith IIT & Cyrus J. Walker, /nternet Voting
Security Auditing from System Development Through Implementation: Best Practices from Electronic
Voting Deployments, 205 LECTURE NOTES IN INFORMATICS, July 2012, 146, 150, available at
htep://www.e-voting.cc/wp-content/uploads/downloads/2014/10/20120620_EVOTE2012_
Proceedings_V-final.pdf; see also Halderman, supra note 146; Jefferson, Mar. 4, supra note

127; Scott Wolchok et al., supra note 112, at 124 (noting that testers should be aware of the
drawbacks inherent in a testing environment before conducting a test; for example, testers often
have “more limited resources and weaker incentives compared to real attackers”).

See KINIRY ET AL., supra note 112, at 28.

Also, studies on E2E-V show that voters do not understand how to do what they need to do for
the system to be successful, and lack the motivation to learn. See JERemy EpsTeIN, END TO END
CRryPTOGRAPHIC INTERNET VOTING CONSIDERED HARMFUL (Oct. 14, 2009), hetp://csrc.nist.
gov/groups/ST/e2evoting/documents/papers/EPSTEIN_TradeoffsPanel.pdf; see also Telephone
Interview with Jeremy Epstein, Senior Computer Scientist, SRI International (Mar. 13, 2015);
Telephone Interview with Josh Benaloh, Senior Cryptographer, Microsoft Research (Mar. 3,
2015); Jefferson, Mar. 4, supra note 127.

See P.L. Vora et al., supra note 149, at 144; see also Jefferson, Mar. 4, supra note 127.

154 WeNDY R. WEISER & LAWRENCE NORDEN, BRENNAN CTR. FOR JUSTICE, VOTING Law

CHANGES IN 2012, at 4, 12 (2011), available at http://www.brennancenter.org/sites/default/files/
legacy/Democracy/ VRE/Brennan_Voting_Law_V10.pdf.

32 | Brennan Center for Justice


https://elections.virginia.gov/Files/Media/SB11Workgroup/EndtoEndVerifiabilityFeb2014.pdf
https://elections.virginia.gov/Files/Media/SB11Workgroup/EndtoEndVerifiabilityFeb2014.pdf
http://www.nist.gov/itl/vote/upload/NISTIR-7700-feb2011.pdf
http://euro.ecom.cmu.edu/people/faculty/mshamos/200411cacm-vspr-article.pdf
http://euro.ecom.cmu.edu/people/faculty/mshamos/200411cacm-vspr-article.pdf
http://www.e-voting.cc/wp-content/uploads/downloads/2014/10/20120620_EVOTE2012_Proceedings_V-final.pdf
http://www.e-voting.cc/wp-content/uploads/downloads/2014/10/20120620_EVOTE2012_Proceedings_V-final.pdf
http://csrc.nist.gov/groups/ST/e2evoting/documents/papers/EPSTEIN_TradeoffsPanel.pdf
http://csrc.nist.gov/groups/ST/e2evoting/documents/papers/EPSTEIN_TradeoffsPanel.pdf
http://www.brennancenter.org/sites/default/files/legacy/Democracy/VRE/Brennan_Voting_Law_V10.pdf
http://www.brennancenter.org/sites/default/files/legacy/Democracy/VRE/Brennan_Voting_Law_V10.pdf

155
156

157

158

159

WEISER & OPSAL, supra note 3, at 3.

Voting Laws Roundup 2017 Preview, BRENNAN CTR. FOR JUSTICE (Jan. 18, 2017), https://www.
brennancenter.org/analysis/voting-laws-roundup-2017-preview.

For example, Texas and Tennessee both recently imposed strict photo ID requirements,

but these laws do not apply for absentee voters. See, e.g., Voter ID Laws Passed Since 2011,
BrRENNAN CTR. FOR JUSTICE (Nov. 12, 2013), https://www.brennancenter.org/analysis/voter-
id-laws-passed-2011. Section Five of this report goes into greater detail on the vulnerabilities
of mail balloting systems. See a/so Beth Hundsdorfer & George Pawlaczyk, Alorton trustee and
Cahokia man charged with vote fraud, BELLEVILLE NEws-DEMoCRAT (May 8, 2015), http://
www.bnd.com/news/local/crime/article20547705.html; Alleged Miami-Dade Absentee Ballot
Fraudster Agrees to a Plea Deal, HurrrosT M1ami (Oct. 8, 2013), htep://www.huffingtonpost.
com/2013/10/08/deisy-cabrera_n_4065379.html; Voter Fraud News, REpuBLicaN NaT’L Law.
Ass'N, hteps://www.rnla.org/votefraud.asp (last visited Dec. 9, 2015).

In striking down North Carolina’s strict photo ID law, applicable only to in-person voting,

the Fourth Circuit Court of Appeals noted that “the State has failed to identify even a single
individual who has ever been charged with committing in-person voter fraud in North Carolina.
On the other [hand] the General Assembly did have evidence of alleged cases of mail-in absentee
voter fraud.” NAACP v. McCrory, 831 F.3d 204, 235 (4th Cir. 2016) (citations omitted).

Matt A. Barreto, Stephen A. Nuno & Gabriel R. Sanchez, The Disproportionate Impact of
Voter-ID Requirements on the Electorate - New Evidence from Indiana, 42 PS: PoL. Sc1. & PoL.
111, 115 (2009); R. Michael Alvarez, Delia Bailey & Jonathan N. Katz, 7he Effect of Voter
Identification Laws on Turnour 20 (Cal. Inst, of Tech., Soc. Sci. Working Paper No. 1267R,
2008), available ar http://ssrn.com/abstract=1084598; see generally RicHARD SOBEL, CHARLES
HamiLroNn HousToN INSTITUTE FOR RACE & JusTice, THE Hica CosT oF ‘FrREE’ PHOTO
VOTER IDENTIFICATION CARDS (2014), available at http://www.charleshamiltonhouston.org/
wp-content/uploads/2014/08/FullReportVoterI DJune2014.pdf; Nate Silver, Measuring the Effect
of Voter Identification Laws, N.Y. TimEs (July 15, 2012), heep:/fivethirtyeight.blogs.nytimes.
com/2012/07/15/measuring-the-effects-of-voter-identification-laws/.

160 BRENNAN CTR. FOR JUSTICE, CITIZENS WITHOUT PROOF: A SURVEY OF AMERICANS POSSESSION

161

oF DocUMENTARY PROOF OF CITIZENSHIP AND PHOTO IDENTIFICATION 3 (20006), available
at htep://www.brennancenter.org/sites/default/files/legacy/d/download_file_39242.pdf; see

also Wendy Weiser, Keesha Gaskins, & Sundeep Iyer, BRENNAN CTR. FOR JUsTICE, Citizens
Without Proof Stands Strong: A Response to Von Spakovsky and Ingram, http://brennan.3cdn.
net/1493a222e1998b3043_78m6bndfg.pdf (last visited Dec. 9, 2015). Additionally, multiple
studies have corroborated the findings of the Brennan Center’s report. The percentage of voters
who do not have proper identification required under strict voter ID laws varies based on
demographic. For a compilation of studies on voter ID, see the Brennan Center’s Research on
Voter ID portal at http://www.brennancenter.org/analysis/research-and-publications-voter-id.

See generally Lonna Rae Atkeson et al., A New Barrier to Participation: Heterogeneous Application
of Voter Identification Policies, 29 ELECTORAL STUDIES 66 (2010); Veasey v. Abbott, 796 F. 3d
487, 507 (5th Cir. 2015) available ar https://www.brennancenter.org/sites/default/files/legal-
work/Fifth_Circuit_Opinion.pdf; Barreto et al., supra note 159; see Richard Sobel & Robert
Ellis Smith, Voter-ID Laws Discourage Participation, Particularly among Minorities, and Trigger a
Constitutional Remedy in Lost Representation, 42 PS: PoL. Sc1. & PoL. 107 (2009).
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162 See Veasey v. Abbott, 830 F.3d 216 (5th Cir. 2016), cert. denied, No. 16-393, 2016 WL 5394945
(U.S. Jan. 23, 2017) (Texas law); McCrory 831 F.3d at 239 (North Carolina law).

163 See Veasey v. Abbott, No. 2:13-cv-00193 (S.D. Tex. Aug. 10, 2016), available at https://www.
brennancenter.org/sites/default/files/legal-work/2016.08.10_Order-InterimPlan.pdf (establishing
alternatives to the Texas photo ID requirements); see McCrory, 831 F.3d 204 at 239 (enjoining
the North Carolina photo ID requirements.).

164 See Frank v. Walker, Nos. 16-3003 & 16-3052, 2016 WL 4224616, at *1 (7th Cir. Aug. 10,
2016), en banc review denied, 835 F.3d 649 (7th Cir. 2016) (keeping the ID requirement in place
for the November 2016 election.); see also One Wisconsin Inst., Inc. v. Thomsen, No. 15-CV-
324-]JDP, 2016 WL 4250508, at *5-6 (W.D. Wis. Aug. 11, 2016).

165 See Veasey 830 F.3d at 265; Veasey v. Abbott, 796 F.3d 487, 493 (5th Cir. 2015), reh’g en banc
granted, 815 F.3d 958 (5th Cir. 2016); Veasey v. Perry, 71 F. Supp. 3d 627, 659, 698 (S.D. Tex.
2014); Texas v. Holder, 888 F. Supp. 2d 113, 144 (D.D.C. 2012) (finding the Texas photo ID
law impermissible under the preclearance provisions of the Voting Rights Act)..

166 See, e.g., PEw RESEARCH CENTER FOR THE PEOPLE & THE PRESS, BROAD SUPPORT FOR PHOTO
ID VortinG REQUIREMENTS 1 (2012), http://www.people-press.org/files/legacy-pdf/10-11-12%20
Voter%20ID%20release.pdf.

167 See, e.g., Administering Michigan’s Voter Identification Requirement— Election Day Procedures for
Election Inspectors, STATE oF MICHIGAN, BUREAU OF ELECTIONS—LANSING (2013), https://www.
michigan.gov/documents/sos/Photo_ID_Proc_for_Elec_Inspector_212804_7.pdf.

168 La. StaT. ANN. § 18:562.
169 R.I. Gen. Laws §17-19-24.3 (2011).

170 See generally, Veasey No. 2:13-cv-00193, available at https://www.brennancenter.org/sites/default/
files/legal-work/2016.08.10_Order-InterimPlan.pdf (allowing voter to present secondary forms
of ID). https://www.brennancenter.org/blog/early-voters-texas-dont-have-all-right-information.

171 See Myrna Pérez & Jennifer L. Clark, Early Voters in Texas Don’t Have All the Right Information,
BrennNAN CtR. FOR JusTiCE (Oct. 25, 2016).

172 N.H. Rev. StaT. ANN. §659:13(c)(2) (2015).

173 Ed Vogel, Miller calls for voter photo ID law in Nevada, Las VEGas REviEw-JourNaL (Nov. 27,
2012), http://www.reviewjournal.com/news/elections/miller-calls-voter-photo-id-law-nevada;
see also Jim Ragsdale, New technology to be tested at Minnesota electoral polls, STaAR TRIBUNE, July
27, 2013, at B, available at http://www.startribune.com/politics/statelocal /21725804 1. html.
Secretary of State Ross Miller’s proposal was defeated partly because of the estimated price of
implementing these policies. See Laura Myers, NAACP’s Vegas confab focuses on voter suppression,
Las VEcas REviEw-JourNAL (July 16, 2014), hetp://www.reviewjournal.com/news/las-vegas/
naacp-s-vegas-confab-focuses-voter-suppression. Other reasons include the delays that could be
caused by having to take photos at the polls. See Ragsdale, supra. Moreover, some argue, polling
places that serve large populations of people of color and Native Americans would be more
likely to experience long lines as a result of this policy because these groups are less likely to
have DM V-issued cards. Aura Bogado, Nevada Led the Country in Expanding the Vote. Now, It’s
Eyeing Voter ID, CoLorLINES (Dec. 3, 2012), http://colorlines.com/archives/2012/12/nevada_
democrat_moves_towards_voter_identification_scheme.html.
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174 See e.g., Karen Farkas, Electronic poll books seem conceptually simple but may be vulnerable ro
hacking and cyber-attacks, experts say, THE PLAIN DEALER (Mar. 16, 2013), http://www.cleveland.
com/cuyahoga-county/index.ssf/2013/03/electronic_poll_books_seem_conceptually_simple_
but_may_be_vulnerable_to_hacking_and_cyber_attacks_ex.html; see also Jay Weiner, Vorer
ID is not the only troublesome issue in Kiffmeyer bill, election groups say, MinnPosT (Feb. 7,

2011), http://www.minnpost.com/politics-policy/2011/02/voter-id-not-only-troublesome-issue-
kiffmeyer-bill-election-groups-say. Additional costs may often include training for election
officials and poll workers, Internet connection, and maintenance for the machines. See Katy
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