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This “Preliminary Report” was drafted at the request of Secretary Brunner. Drafted with
Jessie Allen (a former attorney at the Brennan Center), it aims to facilitate discussion at the
March 12-13, 2009 elections summit by summarizing and organizing some of the data,
concerns, and suggestions on election reform that surfaced at the first, December 2, 2008
elections summit, and in subsequent interviews. The sources for the information and ideas
in this report include the statements of those who participated in the December summit;
written testimony provided for the December summit; interviews conducted by Brennan
Center staff with election officials, other Ohio public officials, voting rights advocates,
members of the media, and Ohio voters;' and figures and analyses supplied in response to
requests made to the Ohio Secretary of State’s office,” the Farly Voting Information Center,
the Pew Center for the States, and Professors Edward Foley, Paul Gronke, Candice Hoke,
David Kimball, Quin Monson, Norman Robbins, and Dan Tokaji, among others.

This report does not advocate a particular agenda; the policy suggestions we present reflect
the diversity of opinion amongst summit participants and interviewees and, as the reader
may note, are occasionally conflicting. We hope that the ideas presented by this diverse
group of stakeholders can assist in building an informed consensus for election reforms
where they are needed.

I A list of individuals we interviewed can be found in Appendix 1 of this report.
2 A copy of our request to the Secretary of State’s Office, as well as a list of the data that was supplied can be
found in Appendix 2 of this report.
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Preface
By Lawrence Norden, Chair of the 2008 Ohio Elections Summit

Ohio’s 2008 election has been widely hailed as a success.” Voting rights advocates, members
of the press, county election officials, and academics point to a number of changes in 2008
that they believe improved election administration in Ohio. Though there was some
disagreement about what changes were positive developments and what were not, the most
commonly mentioned “improvements” were the following: the use of eatly in-person
absentee voting and increase in mail-in voting, which many advocates, election officials and
academics credited with reducing lines on Election Day; and permitting high school students
to work on a limited basis, which some election officials believe improved operations at the
polling place; pushing back the filing deadline for Statewide Initiatives, allowing county
boards more time to prepare for elections; improved and standardized poll worker training,
including the development of a poll worker flip chart; and the use of “error-notice”
technology in every polling place in Ohio, which some academics believe cut down on the
number of lost votes due to voter-error.”

To her substantial credit, Secretary of State Jennifer Brunner made clear soon after the
election that despite its overall administrative success, she wanted to assess carefully what
could be done better in future elections. She sought input about the 2008 election from a
wide variety of observers on the question of how best to improve Ohio’s election system.
On December 2, 2008, Secretary Brunner convened a bipartisan group of election officials,
academics, advocates, legislators, and concerned citizens from around Ohio for an all-day
summit whose goal was “improv|ing] the election process for the voters of Ohio.””

3 Editorial, A Well Run Election, TOLEDO BLADE, Nov. 9, 2008; Jocelyn Travis, Secretary of State Jennifer Brunner's
election performance should put to rest calls for revamping vote process in Obio, Letters Unlimited, The Cleveland Plain
Dealer (Nov. 18, 2008, 5:25 AM EST),

http://blog.cleveland.com/letters /2008 /11/sectetary_of_state_jennifer_br.html; This Election Was No Mickey
Mouse Affair, AKRON BEACON JOURNAL, Nov. 16, 2008; Mark Niquette, Election Problems? Not in Obio,
COLUMBUS DISPATCH, Nov. 5, 2008, available at

http:/ /www.dispatchpolitics.com/live/content/local news/stories/2008/11/05/copy/election problems.htm
I?sid=101; Michael Powell and Larry Rohter, Across Obio, Tough Battle Is Fought by Campaign V olunteers for Both
Parties, N.Y. TIMES, Nov. 5, 2008, at P8.

* E-mail from Daniel Tokaji, Associate Director, Associate Director, Election Law at Moritz College of Law
(Mar. 3, 2009) (on file with the Brennan Center); E-mail from Sibley Arnebeck, Office Manager, Common
Cause/Ohio (Feb. 27, 2009) (on file with the Brennan Center) [hereinafter Sibley Armebeck E-mail); E-mail from
Norman Robbins, Former Study Leader, Greater Cleveland Voter Coalition (Feb. 23, 2009) (on file with the
Brennan Center) [hereinafter Norman Robbins E-mail]; E-mail from Jane Platten, Director, Cuyahoga County
Boatd of Elections (Mar. 3, 2009); E-mail from Catherine Turcer, Legislative Director, Ohio Citizen Action
(Feb. 23, 2009) (on file with the Brennan Center) [hereinafter Catherine Turcer E-mail]; E-mail from Donita
Judge, Staff Attorney, Advancement Project (Feb. 25, 2009) (on file with the Brennan Center) [hereinafter
Donita Jndge E-mail]; B-mail from Candice Hoke, Director, Center for Election Integrity (Feb. 25, 2009)
[hereinafter Candice Hoke E-mail]; E-mail from Dale Fellows, Member, Lake County Board of Elections (Feb.
28, 2009) (on file with the Brennan Center) [hereinafter Dale Fellows E-mail).

5> Mark Niquette, Brunner Announces Bipartisan Summit to Study Election, 1 oting Process, COLUMBUS DISPATCH, Nov.
7, 2008, available at

http:/ /www.columbusdispatch.com/live/content/local_news/stoties/2008/11/07/election_summit.htmlPsid
=101.
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The December summit was intended to be an initial step in a longer process. Accordingly,
Secretary Brunner has since announced a new election conference scheduled for March 12-
13, 2009, which is intended to focus on some of the issues covered in the December summit
in more depth. The March summit also aims to build greater consensus on some of the
challenges and potential for improvement in Ohio elections.’ Secretary Brunner has again
called on some of the most prominent election officials, voting rights advocates, academics,
and legislators in the state and nation to lead these discussions.

In order to draft this Preliminary Report in time for the March summit, we limited its scope.
We were not, for example, able to cover every election issue discussed in the December
summit. Rather, we focused on four areas of election administration issues that most
interviewees listed among their highest priorities for reform in Ohio: the Statewide Voter
Registration Database; Provisional Voting and Voter ID; Eatly In-Person and Mail-In
Absentee Voting; and Poll Worker Recruitment and Training. Other important challenges
facing Ohio that were discussed in the December summit -- including post-election audits
and recounts, voting machine allocation, the use of paper ballots in DRE jurisdictions, and
ballot access. These topics will be explored fully in the Final Report to Secretary Brunner.

Second, although we solicited comments for the report from as many people as we could,
we did not have the opportunity to accept feedback from everyone who might have liked to
review the report. As this is a preliminary version of the report, anyone can provide
comments to be incorporated into the Final Report, which we hope to release in the coming
weeks.

¢ Press Release, Ohio Sec’y of State, Ohio Elections Conference Agenda Announced (Feb. 13, 2009),
http:/ /www.sos.state.oh.us/SOS /PressReleases/2009/20090213.aspx.
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I. Introduction

This preliminary report has two, occasionally competing, goals. It aims to survey in some
detail the policy concerns regarding Ohio’s election system that emerged from the December
summit. Additionally, it strives give coherent shape to the varied responses voiced by
summit participants and subsequent interviewees. Our goal was to produce a document that
faithfully records different points of view on Ohio election policy in an organized format
that will be useful to election officials.

Substantively, the report is structured around four aspects of election administration; each
emerged as an important focus for future election policy. The four subject areas are: the
statewide voter registration databases (the “Statewide Database”), Provisional voting and
voter 1D, early in-person and mail-in absentee voting, and poll worker recruitment and
training. Policy developments in these areas will shape Ohio’s election system. There is not
necessarily consensus on the direction of reform. There is, however, agreement: change is
needed in each of these key areas.

This is not an advocacy document. It does not promote a particular policy agenda. Within
each of its four main sections, however, the report reveals some areas of common concern,
large and small, without obscuring existing differences in the views expressed. Moreover, it
is possible to identify some broad principles for policy development that were articulated by
many different voices, cutting across the different substantive topics and sometimes coming
from opposing viewpoints on the content of needed reforms. There is value in articulating
these general principles both because they highlight shared values that can foster
cooperation, and because they function as a screening device that may help measure the
viability and functionality of suggested reforms.

Five of these themes can be presented as general instructions for future policy development:
1 Base decisions about election policy and practice on systematic data analysis.

Summit participants and interviewees with otherwise very different perspectives voiced a
common concern that election policy decisions be driven by systematic factual analysis. In
many substantive contexts, election officials, advocates and academics all noted areas where
more information was needed and where assumptions substituted for objective data, and
noted instances in which more information was needed. For example, a deputy election
board director noted that criminal convictions alone are not reliable indicators of election
fraud; a political scientist proposed studies of counties and precincts with unusually high
rates of provisional balloting and a number of participants called for a technical study of the
Statewide Database’s security, accuracy and reliability, analogous to research conducted
previously on voting machines. At the end of each section, the report lists areas participants
identified where additional research information would be fruitful.”

7 Note that those lists are not intended to indicate that no such research currently exists. We have not
undertaken a comprehensive review of existing analyses. If readers of this report are aware of relevant studies,
we welcome comments identifying them.
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2. Consider carefully the impact of policy changes in the real world of election
administration.

The need to assess the real world impact of policy changes was a theme sounded in various
contexts and from multiple ideological perspectives. County election officials expressed
considerable frustration with the disruption caused by last minute changes in election policy.
Whether they supported or derided voter ID requirements, advocates and election officials
agreed that some of the current ID rules were so arcane and confusing that they almost
guaranteed some misadministration. At the same time, while county officials appreciated
statewide standards and wanted to clarify statewide election rules, they worried that
sometimes one-size-fits-all rules increased inequities when applied in different contexts, or
when they prevented responding in common sense pragmatic fashion.

3. Aim to count every vote cast by a person qualified to participate in that
electoral contest.

Of course this is a guiding principle, by definition, of voter protection advocates. But it is
worth noting that to a person, election officials emphasized that they were personally
committed to the same basic goal. Moreover, some differences of opinion about the value
of existing election structures appear to come more from different understandings of their
enfranchising or disenfranchising function than from any disagreement that the primary goal
of election administration is to enfranchise eligible voters. So, for instance, some election
officials’ approval of Ohio’s relatively high rate of provisional balloting is based on the
perception that those provisional voters would otherwise be unable to vote at all, while
advocates’ and academics’ concern that provisional ballot numbers are too high comes from
the assumption that in states with lower provisional rates a greater proportion of the
electorate is voting by regular ballots. Harking back to the first principle that policy should
be based on systematic assessment, then, this is a difference of opinion that should be
resolvable by empirical research — because the value of full enfranchisement cuts across the
opposing viewpoints.

4. Recognize that election officials — including poll workers — take seriously
their duty to make sure all eligible voters, and only eligible voters, are allowed
to vote, and support and facilitate their performance of that dual obligation.

Several participants stressed how important it is that policy makers recognize how seriously
election officials — including poll workers — regard their work. For instance, one election
official expressed the view that the new documentary voter ID requirements overlook poll
workers’ ability and desire to identify and prevent any attempted voting fraud. Based partly
on that view, he supports a return to poll book signatures for identification. In contrast, an
official who supports documentary ID suggested that a state policy aimed at providing
consistent treatment of absentee voters who omit some identification information prevents
local officials from contacting these voters by phone to resolve the problems, resulting in
needless disenfranchisement. Recognizing their shared desire to let local election officials do
their jobs in a common sense fashion is unlikely to make these two interviewees agree on
what substantive reforms are needed, but it does clarify a very real criterion for effective
policy — whichever substantive direction is ultimately chosen.
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5. Make cost and funding an explicit part of election policy analysis.

Local election officials repeatedly sounded this theme, as did academics and advocates.
County boards are responsible for carrying out mandates from state and federal government,
often without funding to support those mandates. One advocate expressed the view that
financing is part of voting rights, and urged an advocacy campaign for federal funding.

Across the board, election officials felt that it was only good policy to factor in efficiency
tradeoffs when changing local and statewide election practices. Clearly, Constitutional
violations cannot be sustained in the name of cost savings. But election officials strongly felt
that cost-benefit analysis should be included in analyses of possible ways to implement
federal and state mandates. The cost of new initiatives and reforms, at a time of shrinking
budgets and cutbacks, must be considered and weighed against the initiatives’ potential
benefits. If additional financial burdens are imposed on county boards without provision for
additional resources or other cost savings, voters will frequently suffer: the reform will be
poorly administered because of insufficient resources, or resources will have to be directed
away from other critical functions.

Recent (and not so recent) battles over changes to both Ohio’s election law and election
practices have been troubling to anyone who studies or works in elections and cares about
the integrity and strength of our Democracy. Too often, these battles have either been
motivated by partisanship, or perceived by large portions of the public to have been
motivated by such concerns. Too frequently, big changes have been proposed without
careful study of relevant data, or without consideration of the views of those who study
elections most closely and implement the changes on the ground. Our hope is that this
document — with a review of election data from 2008, as well as detailed descriptions of the
challenges and policy proposals described by a diverse group of stakeholders who
understand Ohio’s election processes intimately — can assist in building an informed
consensus for election reforms where they are needed.
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II. Statewide Voter Registration System
A. Background

The Help America Vote Act of 2002 (“HAVA?”) requires the Ohio Secretary of State’s
Office to maintain a uniform, interactive statewide voter registration system to serve as the
official central source of voter registration information.” Ohio constructed its Statewide
Database from the bottom up, working to link together its existing county databases.” When
a new Ohio voter fills out a registration form, local officials input the data into their county
systems. The record is then uploaded to the Statewide Database maintained by the Secretary
of State’s Office.'” Counties use the Statewide Database to help eliminate cross-county
duplicate voter registration records and to verify previous registration status of provisional
voters necessary to validate their ballots.

There are several procedures by which the Statewide Database should be maintained and
updated. The Secretary of State’s Office attempts to locate duplicate registration entries, and
local officials notice of duplicates. The Secretary of State’s Office also attempts to match the
information in each registration record with information from the Ohio Bureau of Motor
Vehicles (“BMV”) and the U.S. Social Security Administration. The Secretary of State’s
Office notes within an individual voter’s record whether the data has been confirmed or
mismatched." Tocal election officials update their local voter databases regularly, both by
flagging records of those no longer eligible to vote,'” and by adding new registrants. For
example, local county boards of elections identify ineligible voters who become ineligible:
upon notification of death by the Department of Vital Statistics or a family member of the
deceased, determination of incompetence by a county Probate Court Judge, incarceration
pursuant to a felony conviction, notice by a voter requesting removal from the rolls, or after
a voter has failed to respond to a “postage prepaid, pre-addressed return card sent by
forwardable mail” and has not voted in two consecutive Federal general elections following
the date of the notice.”” Changes made through local list maintenance are also automatically
reflected in the Statewide Database. Updates from the county databases are uploaded to the
Statewide Database at least once a week."

There appears to be agreement among election officials, advocates, and academics that
adequate design and maintenance of the Statewide Database is one of the most important
issues to be addressed in Ohio in the coming months. A functioning database is critical to

842 U.S.C. § 15483.

9 STEVEN F. HEUFNER ET AL., FROM REGISTRATION TO RECOUNTS: THE ELECTION ECOSYSTEMS OF FIVE
MIDWESTERN STATES 31 (2007), available at http:/ /motitzlaw.osu.edu/electionlaw/joyce/book.pdf. Nearly
every Ohio county had some form of a computerized database when Ohio began to put together its Statewide
Database.

10 Affidavit of Gus Maragos, Ohio Republican Party v. Brunner, No. 2:08CV913 (S.D. Ohio Oct. 8, 2008)
Doc. 44-2).

1y,

12 According to the Secretary of State’s Business Procedures Manual records ate never physically deleted, but
rather flagged as “removed.” OFFICE OF THE OHIO SEC’Y OF STATE, STATEWIDE VOTER REGISTRATION
DATABASE (SWVRD) SYSTEM MANUAL 10 (Jan. 2008), available at
http://www.sos.state.oh.us/SOS/Upload/elections/directives /2008 /Dir2008-52.pdf.

1342 U.S.C.§ 1973gg-6(d)(1).

141,
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elections: under Ohio law, citizens’ ability to vote and have their votes counted depends on
whether their current names and addresses are propetly included on an updated list, and that
ineligible individuals are the only names removed through purging. Election officials report
that maintaining databases is one of their most costly and labor intensive tasks."

There was also agreement among interviewees that the statewide voter registration system
needs repair. There was less agreement, however, on the type and degree of problems, as
well as the most effective potential solutions. Nevertheless, academics, advocates, and
county election officials identified at least three general areas where they would like to see
improvement:

e procedures and technology to better ensure accuracy and integrity of voter
information and consistency across county and State systems;

e a more transparent Statewide Database that will permit user-friendly searches,
queries, exports and report-writing; and

e procedures to better ensure security and privacy of voter data and privacy on the
Statewide Database.

Some advocates and election officials also identified procedures they would like to see
adopted to guide ‘big picture’ reforms. Included among the suggestions offered and
supported by interviewees'® were these:

e Designation of a public study group, convened by the Secretary of State, to review
current practices and make recommendations to the General Assembly on possible
legislative improvements to the statewide voter registration system and voter
registration data entry and management practices, including but not limited to the
eventual adoption of Statewide Automatic Registration and/or Election Day
Registration.

15 Matthew Damschroder, Deputy Director of the Franklin County Board of Elections notes that his county’s
registration volume has grown since 2004, while its board of elections has the same number of full time
employees assigned to voter registration activities. Nearly half are now assigned exclusively to maintaining the
Statewide Database (he reports that most of this time is dealing with potential “duplicate” registrations) as
opposed to maintaining the county’s local database (for activities such as entering in newly registered voters).
Telephone Interview with Matthew Damschroder, Deputy Director, Franklin County Board of Elections (Jan.
27,2009) [hereinafter Matthew Damschroder Intervien]; Telephone Interview with Patty Johns, Director, Wayne
County Board of Elections (Jan. 20, 2009) [hereinafter Patty Johns Interview|; Telephone Interview with Jane
Platten, Director, Cuyahoga County Board of Elections (Feb. 5, 2009) [hereinafter Jane Platten Interview);
Telephone Interview with Marilyn Jacobcik, Deputy Director, Lorain County Board of Elections (Feb. 10,
2009) [hereinafter Marilyn Jacobeik Interview).

16 Matthew Damschroder Interview, s#pra note 15; Candice Hoke E-mail, supra note 4; E-mail from Peg
Rosenfeld, Elections Specialist, Ohio League of Women Voters (Feb. 23, 2009) (on file with Brennan Center)
[hereinafter Peg Rosenfeld E-mail; Norman Robbins Email, supra note 4; E-mail from Michael Stinziano,
Director, Franklin County Boatd of Elections (Feb. 23, 2009) (on file with Brennan Center) [hereinafter Michael
Stinziano -mail]; Catherine Turcer Email, supra note 4; Interview with Wendy Weiser, Deputy Director, Brennan
Center for Justice (Feb. 23, 2009); Donita Judge E-mail, supra note 4; E-mail from Ellis Jacobs, Senior
Attorney, Advocates for Basic Legal Equality (Feb. 26, 2009); E-mail from with Timothy Burke, Member,
Hamilton County Board of Elections (Feb. 23, 2009) (on file with the Brennan Center)(hereinafter Tzmothy
Burke E-mail).
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e Convening of an independent technical study, similar to the EVEREST voting
system top-to-bottom review, to determine the Statewide Database’s security,
accuracy, reliability, and compliance with federal and state voting rights laws.

B. Issues to Address
1 Accurate, Consistent Voter Registration Information

Voting rights advocates and election officials stress the importance of accurate and
consistent information in the county and state systems.'” All agreed that there were several
causes for inaccurate, incomplete, or inconsistent information in the Statewide Database: the
most common reason stems from the fact that the Statewide Database was built with
different software than the county databases; the fact that a number of different vendors
manufactured the county databases complicates matters further.® Professors Candice Hoke
and David Jefferson note in their forthcoming book that the tasks of building, maintaining
and updating a statewide database are “exceedingly error prone for states with more than a
handful of counties . . . [a] large number of small but vital incompatibilities inevitably appear
when data from separate sources have to be unified.”"”

Several county election officials complained about the inefficiency and possible
disenfranchisement caused by the current process for dealing with potential “duplicate”
voters.” These officials estimated that they received tens of thousands of duplication
notices, identifying potential duplicate entries, every year.” Because the type of information
maintained is often inconsistent from one database to the next, it is sometimes difficult to
judge whether a voter record flagged as a potential duplicate should be cancelled, merged, or
kept. The number of potential duplicates swells in the months before major elections (a
particularly busy time in county election offices), as the number of voters registering tends to
increase dramatically. Frequently, a new registrant with a relatively common name (for
instance, “Joe Smith”) or other common information (for instance, duplicates of the last
four digits of the Social Security number) can trigger duplication notices to several counties.
Each county is then left to investigate and address duplicates on its own.

Advocates were especially concerned about reports from voters who had attempted to
confirm their registrations on the Secretary of State’s online database query website (the

17 Patty Johns Interview, su#pra note 15; Matthew Damschroder Interview, supra note 15; Telephone Interview
with Norman Robbins, Former Study Leader, Greater Cleveland Voter Coalition (Feb. 2, 2009) [heteinafter
Norman Robbins Interview); Telephone Interview with Michael Stinziano, Director, Franklin County Board of
Elections (Jan. 9, 2009) |hereinafter Michael Stingiano Interview); Peg Rosenfeld E-mail, supra note 16.

18 Six different voter registration database vendors were used to create the county databases in Ohio. These
vendors include: Triad, ES & S, DIS, Diebold, Sequoia, and SELF. Voting Industry News, Listing of Ohio
Counties and Voter Reg Vendors (Dec. 30, 2004),

http:/ /www.votingindustry.com/Ohio_Cornetr/OhioCounties&Vendors.doc.

19 S¢e CANDICE HOKE & DAVID JEFFERSON, VOTING AND REGISTRATION TECHNOLOGY ISSUES, LESSONS
FROM 2008 AT PART 111, (Supp. AMERICA VOTES! ABA Publications 2009) [hereinafter Hoke & Jefferson|
(annexed as Appendix 3 )

20 Matthew Damschroder said that although he finds the process inefficient, he does not believe it
disenfranchises voters. Matthew Damschroder Interview, supra note 15; Patty Johns Interview, supra note 15.
2l Jane Platten Interview, supra note 15; Matthew Damschroder Intetview, supra note 15; Patty Johns Interview,
supra note 15.

10 Ohio Elections Summit
Lawrence Norden, Chair



“State Database Query”), and found that their names were not listed.”” This may have
translated to problems at the polls as well. Election Protection, the nation’s largest non-
partisan voter protection coalition, reported that 26% of the nearly 8,000 voter calls they
received from Ohio voters on and before Election Day were related to voter registration.
“Many of the problems at the polling place were . . . problems with the voter registration
system,” Election Protection wrote. “In 2008, long time Ohio voters who have voted at the
same precinct for many years showed up at their polling place to find out that their names
have disappeared from the rolls . . . some voters were listed on the statewide voter
registration database but not on the precinct list, some were listed on the statewide
registration database but not the county’s database and some voters showed up on the
county’s list, but not the statewide lists.”” County election officials and advocates offered™
at least three possible explanations for most of the reported discrepancies between the
voter’s Election Day experience and actual election records were probably due to one of
three major types of causes:

1. the fact that there is occasionally a lag time between when a county enters a new
registrant into its database and the point at which that information is uploaded to the
Statewide Database and is searchable using the Secretary of State’s Office website;

2. occasional data entry errors or inconsistencies and consequent poll worker inability
to find the voter’s name in the voter register (for example, reversed numerals in a
voter’s social security number, or an incorrectly entered name, as has been
documented);” and

3. in some cases, some kind of data format issue where information is entered correctly
but still causes conflicts (for instance, for women who are registered and appear in
the poll book under their maiden name, but present themselves at the polls with
voter identification bearing their married name).”

Another problem with maintaining accurate registration lists is that many registration forms
have to be rejected because they contain incomplete or inaccurate information. In 2008 in
Cuyahoga County, for instance, 16,000 registrations, or about 6% of all registration forms,
were found to be defective or “fatal pending.””” Of these, about half were due to problems
with the addresses supplied. At least one advocate says that many of these errors are
probably caused by voters or data entry clerks reversing digits in the house or street number,

22 Norman Robbins Interview, supra note 17; Telephone Interview with Catherine Turcer, Legislative Director,
Ohio Citizen Action (Jan. 20, 2009) [hereinafter Catherine Turcer Intervien]; Telephone Interview with Peg
Rosenfeld, Elections Specialist, League of Women Voters of Ohio, (Feb. 3, 2009) [hereinafter Peg Rosenfeld
Intervien]; Candice Hoke Email, supra note 15.

23 ELECTION PROTECTION, 2008 POST-ELECTION PRELIMINARY ANALYSIS: OHIO 8 (2008) (annexed as
Appendix 4).

2 Norman Robbins Interview, supra note 17; Matthew Damschroder Interview, supra note 15; Patty Johns
Interview, supra note 15; Marilyn Jacobcik Interview, supra note 15; Candice Hoke Email, s#pra note 15.

25> GREATER CLEVELAND VOTER COALITION, ANALYSES OF VOTER DISQUALIFICATION, CUYAHOGA
COUNTY, OHIO, NOVEMBER 2004, at 5 (2000), available at

http:/ /www.clevelandvotes.otg/news/teports/ Analyses_Full Repotrt.pdf [bereinafter GREATER CLEVELAND
VOTER COALITION CUYAHOGA REPORT] (annexed as Appendix 5).

26 14

27 “Fatal Pending” is the status given to a record that is defective because it lacks full and accurate information.
Spreadsheet from Norman Robbins, Former Study Leader, Greater Cleveland Voter Coalition (annexed as
Appendix 0).
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but might sometimes be caused by flaws in the county systems used to verify the legitimacy
of street addresses.”® Unfortunately, because new registrants frequently do not provide a
phone number (it is listed as “optional” on registration forms), the county board of elections
has no way of notifying these voters of problems, or of supplying an opportunity to correct
or verify the information.

Some voting rights groups suggested that there might be additional, more troubling reasons
that voters’ names could not be found on the voter rolls.” These potential reasons include
voters who may have been improperly purged or voters whose information was never
entered (or belatedly entered) into the county registration systems, as shown in a 2004 study
of about 9,600 registmtions.30 For instance, the Greater Cleveland Voter Coalition estimates
that in Cuyahoga County in 2004 alone, over 900 provisional ballots were apparently rejected
for one of these reasons; the Coalition notes that it made similar preliminary findings in
2008, and is currently working with the Cuyahoga Board of Elections to confirm these
findings.”

One advocate pointed to the nearly 39,000 provisional ballots that were later rejected as
possible evidence that voters who should have been listed in the database were either not
listed, or were listed with incorrect information.”” He recommended greater quality control
in the county and statewide databases, including greater proactive outreach to solicit and
incorporate changes in registrants’ information before Election Day.

Interviewees offered several proposals to ensure greater accuracy and consistency in voter
registration information.

Redesign of Ohio driver’s license. Advocates note that the present design of Ohio’s
driver’s license makes it very easy for voters or registrars to list the wrong number on
registration forms. Currently, the license has a number directly above the picture which is
NOT the driver’s license number.” If voters or registrars record this number as the license
number, it will at worst preclude the voter from being propetly registered or at best
contribute to inaccuracy in the registration database. Redesigning the license to make the
license number the sole number on the face of the license (or in a more prominent size and
location, if the other additional number is needed on the license face) would contribute to
the accuracy of the database and protection of voting rights. At the very least, advocates say,
there needs to be much better public education about this problem.*

Redesign of voter registration forms. As already discussed above (p.12), about 6% of all
registrations received by the Cuyahoga County Board of Elections in 2008 were rejected
because of incomplete or inaccurate information. At least 1/3 of these forms were rejected

28 Norman Robbins Interview, s#pra note 17.

2 Id.; Candice Hoke E-mail, supra note 4.

30 Greater Cleveland Voter Coalition Cuyahoga Reportt, s#pra note 25.

31 1d.; Norman Robbins E-mail, s#pra note 4.

32 Norman Robbins Interview, s#pra note 17.

33 See Ohio Sec’y of State, Directive 2008-80: Voter Identification Requirements, at 12 (Sept. 5, 2008), available
at http:/ /www.sos.state.oh.us/SOS/Upload/elections/ directives /2008 /Dir2008-80.pdf.

3 Interview with Justin Levitt, Counsel, Brennan Center for Justice at NYU School of Law, (Feb. 23, 2009);
Candice Hoke Email, s#pra note 15.
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because voters failed to fill-in information required under state law. Advocates and
academics urged the Secretary of State to work with usability and design experts to redesign
registration forms with the goal of minimizing voter error.”

Encourage collection of additional contact information. When there is an error on a
registration form or in county registration records, county boards of elections currently have
few practical means to reach the voter — particularly if the error is in the address field.
Advocates suggest adding the notation “encouraged” to the existing “optional” notation in a
color-highlighted box for a phone number on the registration form, or dropping the
“optional” notation entirely. For the same reasons, the registration form might also attempt
to collect a voter’s email address.

Minimize “no matches” at State level by flagging and addressing problems before
attempting to match. In 2008, the information in many registration entries, in Ohio and
across the country, could not be matched with records in motor vehicle or Social Security
databases: though there is substantial dispute that these “failed matches” indicate eligibility
concerns rather than problems with the matching protocol, the issue nevertheless generated
substantial controversy. A number of advocates suggested using the Statewide Database to
flag potential typos, and to prepare data for matching, so as to decrease the matching error
rate.” These advocates noted that there are protocols that can be used to standardize and
double-check data (such as all caps, no punctuation, checksums on driver’s license numbers,
validation rules for dates of birth) before attempting to match with Social Security or BMV
databases, thus minimizing matching errors. The state could implement a post-failed-match
human review of all initial failed matches to look for typos and other errors that could have
caused the mismatch, before notifying anyone of the failed match.

Establish data entry protocol for local officials, to flag and address problems before
attempting to match. Advocates further endorsed the creation of a data entry protocol for
local officials to reduce errors: for instance, requiring teams of workers to conduct data
entry, so that work is reviewed by one other person before it is finalized.” Advocates also
endorsed the suggestion that original forms be digitized, with the image appended to a
record in the database, to facilitate double-checking down the road.™® This procedure has
already been implemented in several counties.”

3 Peg Rosenfeld Interview, supra note 22; Telephone Interview with Paul Gronke, Director of the Early Voting
Information Center at Reed College (Feb. 13, 2009) [heteinafter Paul Gronke Interview|; Candice Hoke Email,
supra note 15.

3 Norman Robbins Interview, s#pra note 17; Interview with Adam Skaggs, Counsel, Brennan Center for Justice
at NYU School of Law (Jan. 9, 2009) [hereinafter Adam Skaggs Intervien).

37 Norman Robbins Interview, supra note 17, Adam Skaggs Interview, supra note 36; Marilyn Jacobcik, Deputy
Director of the Lorraine County Election Board, notes that for many counties with limited staffs this
suggestion will be impractical. She notes that the “check” on data entry is the acknowledgement card mailed to
the voter, who can notify the Board of Elections of errors upon receipt of the card or on Election Day. E-mail
from Marilyn Jacobcik, Deputy Director, Lorraine County Board of Elections (Mar. 2, 2009) (on file with the
Brennan Center) [hereinafter Marilyn Jacobeik E-matl).

3 Norman Robbins Interview, s#pra note 17; Adam Skaggs Interview, s#pra note 36.

3 Matthew Damschroder of Franklin County said that his county digitizes every voter registration card and
attaches it to the voter record so that it can be viewed/printed at any time. Because most, if not all, counties
have digitized signatures for poll books, he believes many counties are following the same procedure as
Franklin County. A survey is needed to quantify exactly how many counties are following this procedure. E-
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Use the U.S. Postal Service and other sources to provide voters with opportunities to
update voter information. Some eclection officials and many advocates supported the
creation of a rule that would require regular updates of the county and Statewide Databases
by notifying voters of the opportunity to update their voter information when they have
changed their addresses with the postal service through the National Change of Address
(“NCOA”) program,” or have updated their addresses with the BMV (for citizens at least 18
years only)" — and for providing such voters with the appropriate form.” Some election
officials further supported notifying voters of the need to update their voter registration
information when the actual date of birth, drivers license number, and/or social security
number were not known or were known to be inaccurate or incomplete — and for
providing the appropriate form to do so.” At least one advocacy group questioned whether
this final recommended notification was a good idea, particularly if it could lead voters to
believe that they might be purged if they did not update their information; other groups said
it would be easier and less expensive to simply allow the boards of elections to phone these
voters and correct the information in-house.” Advocates agreed that if such notices are
required, there should be guidelines to ensure that they are written simply, in a tone that will
not lead voters to believe they have been removed from the rolls.”

Use information from other databases to improve county and statewide voter records.
At least one election official suggested that when it is certain® that a record in the Statewide

mail from Matthew Damschroder, Deputy Director, Franklin County Board of Elections (Feb. 11, 2009) (on
file with the Brennan Center) [hereinafter Mazthew Damschroder E-mail).

40 Some NCOA changes are temporary or only for mail and do not affect voter registration; this must be made
clear in any notice to voters.

41 In fact, this is already mandated under the NVRA. Any change of address form for BMV purposes should
automatically change voter registration, unless the voter opts out. 42 U.S.C. § 1973gg-3(d). In Ohio, a voter
may opt-in to a program that will make this happen automatically IF the registrar remembers to ask the voter
“do you want to register to vote or update your registration?” This practice appears to be out of compliance
with the NVRA.

42 E-mail from Justin Levitt, Counsel, Brennan Center for Justice (Feb. 17, 2009) (on file with the Brennan
Center) [hereinafter Justin Levitt E-mail); Michael Stinziano E-mail, supra note 16; Matthew Damschroder
Interview, supra note 15.

4 Matthew Damschroder Interview, s#pra note 15; Timothy Burke E-mail, supra note 16; Candice Hoke
stressed that forms must be written in plain language, have a template that is vetted and tested among voters,
and have the same accessibility and comprehensibility concerns as voter registration forms and ballots. Candice
Hoke Email, s#pra note 15.

# Elizabeth Westfall of the Advancement Project noted that HAVA required some such voters to be “flagged”
to produce ID before voting, though Ohio’s voter identification requirements may independently fulfill the
federal mandate. E-mail from Elizabeth Westfall, Deputy Director, Voter Protection Program of the
Advancement Project (Nov. 19, 2008) (on file with the Brennan Center). Professor Candice Hoke of the
Center for Election Integrity stated that if such notification was required, it should be made clear to both
voters and county election officials that failure to update this information would not be grounds for purging.
Candice Hoke Email, s#pra note 15; Peg Rosenfeld of the Ohio League of Women Voters suggested that, at
least for this final type of notification, a phone call and correction of information in-house would be the best
option. E-mail from Peg Rosenfeld, Elections Specialist, Ohio League of Women Voters (Jan. 20, 2009) (on file
with the Brennan Center).

4 Adam Skaggs Interview, supra note 36; Candice Hoke Email, s#pra note 15.

46 The Brennan Center has laid out best practices for determining whether records actually match. For a high
degree of certainty, the following data, at a minimum, should be the same: last name, first name, middle name,
prefix, suffix, date of birth and address or driver’s license number. MYRNA PEREZ, BRENNAN CENTER FOR
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Database matches a record maintained by the BMV — based on fields such as first and last
name, date of birth, and social security or driver’s license digits —the Ohio Secretary of
State’s Office should fill in any missing information on the voter’s record from information
in the BMV systems, to update both the State and county voter databases.” While advocacy
groups we interviewed did not necessarily oppose this recommendation, there were concerns
that such a process could easily create more inaccuracies in the Statewide Database unless
proper controls were put in place.”® In particular, they insisted that such a process should
not be automated without oversight, and several groups suggested a better practice might be
to contact voters to confirm that additional information was correct before updating.”

Greater Quality Control at State Level. At least one advocate suggested that the Secretary
of State’s office (and/or County Boards) could check for inadvertent purges (which
Cleveland Votes documented as having occurred in 2004)” by creating a list of voters
deleted from the database in a six month period and comparing that list against a separate
list of “intentional deletions” (e.g. for death, moving out of state, felony incarceration, etc.)
created by the counties during the same six month period. The purpose would be to ensure
that there were no voters who had been unintentionally deleted without a legal reason. The
advocate argued that these procedures could be temporary, if several cross-checks showed
virtually no inadvertent purges. Alternatively, at the very least, the Secretary of State’s office
could post a list of all voters deleted from the state database on her website, increasing
transparency and allowing voters to search to make sure their names were not taken off the
rolls erroneously.”

Greater Quality Control at Local Level Some advocates suggested that the Secretary of
State’s office and county election officials conduct periodic quality control checks or audits
to ensure that registration cards were “fully accounted for” on the Statewide Database, and
that there were no inadvertent deletions or other errors.”® Along these lines, other advocates
suggested that county boards be required to supply registration groups with periodic reports
on the outcomes of registration forms those groups submitted,” so that errors or deletions
could be corrected before a major election.”® Some county election officials objected to
these steps as creating unnecessary work.”

JUSTICE AT NYU SCHOOL OF LAW, VOTER PURGES 29 (2008), available at
http://www.brennancenter.org/content/resource/voter purges/ [hereinafter VOTER PURGES REPORT]
47 Matthew Damschroder Interview, s#pra note 15

8 Justin Levitt E-mail, supra note 42; Candice Hoke Email, s#pra note 15.

4 Adam Skaggs Interview, supra note 36; Interview with Myrna Perez, Counsel, Brennan Center for Justice at
NYU School of Law (Feb. 17, 2009).

50 GREATER CLEVELAND VOTER COALITION CUYAHOGA REPORT, supra note 25.

51 E-mail from Adam Skaggs, Counsel, Brennan Center for Justice at NYU School of Law (Feb. 13, 2009) (on
file with author).

52 Norman Robbins Interview, supra note 17; See also ref. 12; Candice Hoke Email, s#pra note 15.

53 This might require Ohio to identify forms by which groups submitted them; Norman Robbins Interview,
supra note 17.

5% This could also alert registration groups to increase their own quality control to check more carefully for
incomplete or erroneous registrations. For instance, neatly 5,000 registrations submitted in Cuyahoga County in
2004 lacked a signature, which created a substantial amount of extra work for the county board. Greater
Cleveland Voter Coalition Cuyahoga Report, supra note 25.

% Patty Johns Interview, supra note 15; Marilyn Jacobcik E-mail, supra note 37.
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Release of Provisional Ballot Information. Advocates also requested the public release of
the names, addresses, and birthdates of those who cast provisional ballots that were
rejected,” so that independent groups could check for database or registration entry errors,
to ensure that no provisional ballots were incorrectly required or rejected.  Other officials,
and some advocates, however, interpret HAVA to preclude public access to this
information.” The Secretary of State has issued an advisory that states that only the name
and precinct of provisional voters should be released to the public.” (Issues relating to
provisional ballots are more thoroughly discussed in the Provisional ballots & 1 oter 1D section
below).

More State Responsibility for List Maintenance. As discussed below, some election
officials and advocacy groups have argued in favor of the creation of a public study group,
convened by the Secretary of State, to review current practices and make recommendations
to the General Assembly on possible legislative improvements to the statewide voter
registration system and on voter registration data entry and management practices. At least
some election officials and advocacy groups hoped that this would eventually lead to the
State taking over the practice of addressing potential duplicate registrations or data entry
altogether, or review of deletions.”

Automatic and Portable Registration. Several interviewees argued in favor of
modernizing the registration system to the point where the state ensures that all eligible,
unregistered voters are in the database, and that voters’ address information is updated with
information updated when they move.” The promise of such a system is that it would,
among other benefits, eliminate the need to deal with “duplicate” registrations created when
someone registers a second time after moving within the state, and rid county election
officials of the responsibility of dealing with a crush of new registrations, often delivered by
third-party registration groups, immediately before a high-turnout election. In addition, if
election officials proactively updated voter address information, it would minimize the
number of voters having to vote provisional ballots on Election Day because they moved
without submitting a change of address form to election officials. Nevertheless, at least one

5 Norman Robbins Interview, s#pra note 17; Donita Judge E-mail, supra note 4.

57 In fact, in one case where such checks were carried out, over 1400 incorrectly deleted registrations were
restored to the database. In another case, a BOE belatedly admitted that 624 provisional ballots were
incorrectly rejected in 2004. Greater Cleveland Voter Coalition Cuyahoga Report, s#pra note 25. Many
advocates argue that findings like these show there is a greater public interest in release of such data than in the
interest of keeping names, addresses, birthdates private (as such information is generally freely available on the
internet) or whether a particular provisional ballot was rejected).

58 Franklin, Hamilton, Lucas counties interpret HAVA in this way. HAVA section 42 U.S.C. 15482(a) states in
relevant part, “Access to information about an individual provisional ballot shall be restricted to the individual
who cast the ballot.”

%9 Ohio Sec’y of State, Advisory 2008-22: Privacy of Provisional Voter and Provisional Ballot Information at 3-
4 (Sept. 4, 2008), available at http:/ /www.sos.state.oh.us/SOS /Upload/ elections/advisoties /2008 / Adv2008-
22.pdf.

% Norman Robbins agrees, with the exception of the State taking over data entry altogether. Norman Robbins
Email, supra note 4; Matthew Damschroder Interview, supra note 15.

¢ Norman Robbins Email, supra note 4; Telephone Interview with Edward Foley, Director, Election Law at
Moritz College of Law (Feb. 16, 2009); Justin Levitt E-mail, supra note 42; E-mail from Jonah Goldman,
Director, National Campaign for Fair Elections (Feb. 20, 2009) (on file with the Brennan Center).
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county election official expressed skepticism about adopting such a system, fearing, among
other things, that it would create very large rolls of voters who never intended to vote.”

2. Creating a More Transparent Statewide Database

Several county election officials complained that the Statewide Database was not user-
friendly, and did not allow them to conduct the user-defined searches and queries that would
allow them to easily identify voter records that needed to be updated.” For the most part,
academics and advocates that we interviewed agreed that that Statewide Database should be
more accessible to searches and queries by local election officials and public users. They
argued that “the more user-friendly a database is, the more it can be trusted,”® and, in
particular, the easier it would be to conduct audits and other quality controls to ensure that
information in the Statewide Database was accurate.”

Many county election officials also wanted the Secretary of State to create a system for
notifying boards of elections when information in the Statewide Database did not match
records maintained by the Bureau of Motor Vehicles (the “BMV”), and providing the
capacity to easily generate a list of such records, so that they could attempt to contact the
voters to update and/or complete the voters’ records.*

Interviewees made the following suggestions for creating a more transparent Statewide
Database:

Create A More User-Friendly Database for Election Officials. Several election officials
and advocacy groups hoped that the Secretary would ensure that a new version of the
Statewide Database would have all of the characteristics of a modern enterprise database,
including the capacity to handle user-defined searches, queries, “soft searches,” exports, and
reports, and that both the Secretary’s office and county boards would have the ability to use
these functions.” At least one advocate has suggested that this should be done with the
assistance of outside technical consultants who have top security and programming
qualifications.”®

62 Patty Johns Interview, supra note 15.

63 Michael Stinziano E-mail, s#pra note 16; Matthew Damschroder Interview, supra note 15. Several Princeton
University specialists in information technology policy have observed this type of data-searching difficulty in a
number of government databases, and offer remedial recommendations. David Robinson et al., Government
Data and the Invisible Hand, 11 Yale J. Law & Technology (2008).

4 Catherine Turcer E-mail, supra note 4.

% Norman Robbins Email, supra note 4.

66 Marilyn Jacobcik Interview, s#pra note 15; Matthew Damschroder Interview, s#pra note 15; Jane Platten
Interview, supra note 15.

67 Jane Platten Interview, supra note 15; Candice Hoke Email, s#pra note 15; Justin Levitt E-mail, supra note 42;
Matthew Damschroder Interview, s#pra note 15; Patty Johns Interview, supra note 15; E-mail from Jeff
Wilkinson, Deputy Director, Richland County Boatd of Elections (Feb. 23, 2009) (on file with Brennan Center)
[hereinafter Jeff Wilkinson E-mail]; Dale Fellows Email, supra note 4.

8 See Hoke & Jefferson, supra note 19, at Part III; Candice Hoke Email, s#pra note 4.
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Create a More User-Friendly Database for Voters. Advocates complained that the
current website that voters use to check their registration® is both hard to find and too
difficult to use; they further note that it cannot be used at all to notify the State or boards of
clections of mistakes.”” These advocates note that the easier the system is for voters to use,
check information and notify officials of the need to correct mistakes, the less likely that the
system will contain errors.”” For a more detailed discussion of what the State and local
boards of elections can do to create a more user-friendly database for voters, see Pew’s Being
Online is Not Enough, annexed to this report as Appendix 7.”

Provide Counties with “No Match” Information. County election officials we spoke to
were unanimous in their view that “no match” information alone should not be used to keep
citizens from voting. In fact, at least one federal court has determined that such an attempt
would violate federal law.” Nevertheless, several county election officials wanted the
Secretary of State to create a system of notifying boards of elections when information in the
Statewide Database did not match records maintained by the Bureau of Motor Vehicles (the
“BMV”), so that they could attempt to contact the voter to update and/or complete the
voter’s records.”” Some advocacy groups and election officials opposed these regular
notifications. In particular, at least one election official believed they already had enough
information, and believed the Social Security and BMV databases to be so riddled with
mistakes” and omissions that a list of “no matches” would only provide them with extra
work.” In fact, a Social Security Administration report for year-to-date 2008 at the end of
September 2008 showed a 31% failed match rate.” While academics and advocates we
spoke to generally support the idea of the Secretary of State sharing data on “no matches,”
some expressed concern that sharing of this information could lead to improper purges.”

% The current public access portal to the Statewide Database is available at:

http://www.sos.state.oh.us/SOS /voterquety.aspxPpage=361 (last visited Jan. 30, 2009).

70 Justin Levitt E-mail, s#pra note 42; Catherine Turcer Interview, supra note 22; Candice Hoke Email, supra
note 15; Peg Rosenfeld Interview, s#pra note 22.

"l Professor Candice Hoke and others note that for security reasons, it is essential that voters not be able to
access the live database and make changes themselves. In 2008, the EAC released a report with
recommendations for a number of best practices to protect both data and reliability of the voter information
website; Justin Levitt E-mail, supra note 42; Catherine Turcer Interview, supra note 22; Candice Hoke Email,
supra note 15; Peg Rosenfeld Interview, supra note 22.

72 PEW CENTER ON THE STATES, BEING ONLINE IS NOT ENOUGH: STATE ELECTIONS WEB SITES (Oct. 2008),
available at http:/ /www.pewcenteronthestates.org/uploadedFiles/ VIP_FINAL_101408_WEB.pdf.

73 Washington Ass’n of Churches v. Reed, 492 F.Supp.2d 1264 (W.D. Wash. 2000); but see Florida State
Conference of the NAACP v. Browning, 522 F.3d 1153 (11th Cir. 2007).

74 Marilyn Jacobcik Interview, supra note 15; Matthew Damschroder Interview, s#pra note 15. Jane Platten,
Director of the Cuyahoga County Board of Elections, said that no match records should be provided as a
resource of information for ongoing maintenance of the registration rolls. Jane Platten Interview, s#pra note 15.
7> The Social Security Administration has acknowledged that matches between its database and voter-
registration records have yielded a 28.5 percent error rate. Kim Zetter, Voter Database Glitches Conld Disenfranchise
Thonsands, WIRED, Sept. 17, 2008,

http:/ /www.wited.com/politics/onlinerights /news/2008/09 /voter_tegistration?currentPage=all .

76 Patty Johns Interview, supra note 15.

77 Spreadsheet of States” Use of Social Security Database, Oct. 2007 — Sept. 2008, N.Y. TIMES,
http://graphics8.nytimes.com/packages/pdf/national/09voting states.pdf, annexed as Appendix 8.

78 E-mail from Peg Rosenfeld, Elections Specialist, League of Women Voters of Ohio (Jan. 20, 2009) (on file
with author) [hereinafter Peg Rosenfeld E-mail); Norman Robbins Email, s#pra note 4.
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3. Ensuring Security and Privacy of Statewide Database

A number of election officials and advocates expressed concerns about ensuring the security
and privacy of information on the Statewide Database.” In particular, interviewees
expressed concern that without adequate security, a wrongdoer could wreak havoc on an
election, purging names from the rolls or changing information, and disenfranchising tens of
thousands of voters.” Interviewees also expressed concern that, in the wrong hands,
personal information on the database could lead to identity theft and other privacy abuses.”
These concerns have been covered at length nationally in reports by organizations like the
Association for Computing Machinery.”

Advocates and county election officials had little knowledge of the security practices
currently in place at the Secretary of State’s office.”” They offered a number of suggestions
for promoting security and privacy of Statewide Database information, and urged the public
adoption of these steps so that privacy and security advocates and members of the public
could be reassured about the integrity of this information:

Promulgate a Rule Limiting Access to Statewide Database. Some clection officials and
advocates suggested that the Secretary promulgate a rule detailing requirements for the
clearance of employees authorized to view, search, enter, edit and delete information in the
county and Statewide Databases, as well as security measures for the protection of all
information in these databases.™

Mandate Audit Logs. Some advocates believed that the Statewide Database should have
secure audit logs that would allow monitoring of the activity of employees to protect against
and, if necessary, correct either nefarious or innocent but misguided conduct.”” To be

7 Candice Hoke Email, s#pra note 15; Norman Robbins Email, s#pra note 4; E-mail from Matthew
Damschroder, Deputy Ditrector, Franklin County Board of Elections (Feb 23, 2009) [hereinafter Matthew
Damschroder E-mail)

80 Candice Hoke Email, s#pra note 15; Norman Robbins Email, supra note 4.

81 Candice Hoke Email, s#pra note 15; Norman Robbins Email, supra note 4; Catherine Turcer E-mail, supra
note 4.

82 ASSOCIATION FOR COMPUTING MACHINERY, STATEWIDE DATABASES OF REGISTERED VOTERS: STUDY OF
ACCURACY, PRIVACY, USABILITY, SECURITY, AND RELIABILITY ISSUES (20006), available at
http://www.acm.otg/usacm/PDFE/VRD_report.pdf [heteinafter ACM Repord], annexed as Appendix 9; Lillie
Coney, Senior Policy Analyst, The Electronic Policy Information Center, Testimony to Election Assistance
Commission (Aug. 23, 2005), available at http:/ /www.epic.org/privacy/voting/eac-8 23.pdf., annexed as
Appendix 10.

85 Candice Hoke Email, supra note 15; Telephone Interview with Jeff Wilkinson, Deputy Director, Richland
County Board of Elections (Feb. 10, 2009) [hereinafter Jeff Wilkinson E-mail); Peg Rosenfeld E-mail, supra note
16; Jeff Wilkinson E-mail, s#pra note 67; Timothy Burke E-mail, supra note 16; Matthew Damschroder E-mail,
supra note 79.

84 Candice Hoke Email, s#pra note 15; Norman Robbins Email, supra note 4; Matthew Damschroder said that
with limitations, he would endorse the rule. Specifically, there possibly should be some restrictions on which
employees can make changes, view Social Security numbers, etc., but there should be no preclearance to view a
voter’s name, address, birth year, voting history, etc. Matthew Damschroder E-mail, s#pra note 79.

85 Candice Hoke Email, supra note 15; Norman Robbins Email, s#pra note 4; the Brennan Center has
recommended similar practices for monitoring purges of the registration lists. VOTER PURGES REPORT,
supra note 46.
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reliable, however, these logs must be impervious to manual modifications and must be
subject to independent as well as bi-partisan auditing.

Preserve Archives of Deleted and Modified Records. This suggestion, supported by
most advocates and election officials we interviewed, would allow quality assurance and
auditing to ensure that voter information was not improperly modified or flagged as
“removed.””

Conduct Audit Independent of the Database Activity to Achieve Public
Accountability. As noted above (p.17), many advocates and election officials have stressed
the need for transparency and accountability in vital Database functions. Some have
recommended that an independent audit of operator logs and other Database management
activities should occur routinely, and with a public report that is issued directly to the public
without modification by state officials.”’

Develop a Privacy Policy. A number of studies have documented that government
officials often omit specifications relevant to ensuring that the architectural design of
government databases sufficiently protect individuals’ personal data.”* A new study
commissioned by the U.S. Election Assistance Commission (“EAC”) also notes that many
States have maintained Database practices that may endanger personal information and
threaten identity theft.” Election officials and advocates we asked agreed that the Secretary
of State should provide voters registering to vote with information about the State’s privacy
policy detailing the use limitations and security safeguards in place to protect the voter’s
personal information.”

C. Examination of the Voter Registration System Needed

Several academics, advocates and election officials urged further study of the Statewide
Database and voter registration system in Ohio to assist in making additional changes.” In
particular, two ideas for study were suggested and supported (in some form) by a number of
interviewees:

1 Types of Studies Needed

86 Candice Hoke Email, s#pra note 15; Norman Robbins Interview, s#pra note 17; Peg Rosenfeld E-mail, supra
note 16; Jeff Wilkinson E-mail, s#pra note 67.

87 Candice Hoke Email, s#pra note 15; Norman Robbins Interview, s#pra note 17.

88 See., e.g., ACM Reportt, supra note 82 at 39-42.

8 UNITED STATES ELECTION ASSISTANCE COMMISSION, VOTER INFORMATION WEBSITES STUDY (Nov.
2005), available at http:/ /www.eac.gov/program-areas/research-resources-and-reports/completed-research-
and-reports/program-areas/research-resources-and-

reports/2008 nov voter info website study/attachment download/file., annexed as Appendix 11

% The ACM study includes numerous useful suggestions. ACM Reportt, supra note 82, at 28.; See also DEBRA S.
HERRMANN, COMPLETE GUIDE TO SECURITY AND PRIVACY METRICS (Auerbach Publications) (2007); Candice
Hoke Email, supra note 15; Peg Rosenfeld E-mail, supra note 16; Norman Robbins Email, supra note 4;
Matthew Damschroder E-mail, s#pra note 79.

91 Candice Hoke Email, s#pra note 15; Norman Robbins Interview, supra note 17; Matthew Damschroder
Interview, supra note 15; Peg Rosenfeld Interview, supra note 22; Telephone Interview with Daniel Tokaj,
Associate Director, Election Law at Moritz College of Law (Jan. 7, 2009) [hereinafter Daniel Tokaji Interview].
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Designation of a public study group to examine the Registration Process. Many
interviewees supported the idea of the Secretary of State convening a public study group,
composed of leaders from both political parties, elections officials, and advocacy groups, to
review current practices and make recommendations to the General Assembly on possible
legislative improvements to the statewide voter registration system.” Among other topics
that might be explored by such a group:

e Development of better voter registration data entry and management practices,
which many election officials and advocates believe could make reconciling and
maintaining the various county and state databases easier;

e Adoption of Automatic and Portable Registration, which has been promoted by a
number of advocacy groups” and election officials as a way of increasing voter
participation, eliminating the need for third-party voter registration groups, and
eliminating the cost, burden, and planning difficulties for county boards of elections
caused by the last minute deluge of applications for voter registration.”

e Consideration of FElection Day Registration, which many advocacy groups and
academics note is permitted in nine other states, and has a strong track record of
increasing voter participation;”

Independent Technical Study of Statewide Database. Some academics and advocates
also urged the convening of an independent technical study (analogous to, but probably less
costly than the EVEREST voting system top-to-bottom review).” In such a study, the
investigators should determine the Statewide Database’s security, accuracy, reliability, and
compliance with federal and state voting rights laws; assess Database managerial policies and
practices in light of new technical findings; recommend interim management practices for
mitigating deficiencies; and offer recommendations on how the State should proceed in light
of the findings.

2. Topics for Additional Research

Whether part of the mandate of a “public study group” or conducted separately, academics,
advocates and election officials identified a number of items that they thought productive to
research, in the hopes that hard data in these areas would help resolve political differences
and assist in creating good policy.

92 Candice Hoke Email, s#pra note 15; Norman Robbins Interview, s#pra note 17; Matthew Damschroder
Interview, supra note 15; Wendy Weiser Interview, supra note 16; Catherine Turcer Interview, supra note 22;
Timothy Burke E-mail, supra note 16; Donita Judge E-mail, supra note 4; Ellis Jacobs E-mail, supra note 16; Peg
Rosenfeld E-mail, supra note 16, Michael Stinziano E-mail, supra note 16.

93 Advocacy groups that promote automatic and portable registration are: the Brennan Center for Justice at
NYU School of Law, the Lawyers Committee for Civil Rights Under Law, Ohio Votes, etc.

9 See WENDY WEISER, RENEE PARAIDS, AND MICHAEL WALDMAN, BRENNAN CTR. FOR JUSTICE AT NYU
SCHOOL OF LAW, VOTER REGISTRATION MODERNIZATION (2008) (annexed as Appendix 12).

95 Daniel Tokaji, A New Absentee 1 oting Directive in Obio, Equal Vote-Moritz College of Law (Nov. 3, 2008, 22:13
EST), http://motitzlaw.osu.edu/blogs/tokaji/2008/11/new-absentee-voting-directive-in-ohio.html (Annexed
as Appendix 13).

% See Hoke & Jefferson, supra note 19, at text accompanying note 103; Norman Robbins Email, s#pra note 4.
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Audits of Statewide Database. Most of the disagreements about the problems with the
Statewide Database are based on hunches and anecdotal information, without numbers
detailing the type and extent of problems. In addition to the Technical Study of the
Database, discussed above, a number of advocates suggested that periodic external,
independent audits of the database as a whole -- to obtain basic statistics on the extent to
which records contain incomplete or invalid information — are critical to improving the
system. These advocates stressed that the audits should not be used to jeopardize the
eligibility of any individual voters, but to let the database managers know, realistically, the
extent of problems with the existing data.

Investigate discrepancies. A number of advocates called for an investigation of the
reasons for “disappearance” of legitimate voters from the Database, and for investigation of
the differences and inconsistencies between BOE and SoS registration lists.”” They hoped
that based on this investigation, the Secretary of State could mandate routine corrective
actions.

Investigate extent of faulty registrations. Taulty registrations, not including duplicates,
are those with missing information (e.g. birthdate, signature) or faulty information (address
errors yielding non-existent addresses). Data from Cuyahoga county in 2004, in which over
15,000 faulty registrations were submitted, gives some idea of the potential extent of this
problem. One advocate argues that a statewide tally of all county data in 2008 might well
reveal some 60,000 faulty registrations, which would strengthen the argument for corrective
actions already discussed in this section.”

Investigate “failed matches.” Several interviewees hoped that research could show the
number of records checked against the Social Security Database and BMV Database, the
number of failed matches returned, and — through sample spot-checks, if necessary — an
accounting of the reasons for the failed matches. The interviewees also hoped to see this
data broken down by county and precinct, for a better understanding of the type of voter
affected by this problem. Many of these same interviewees hoped to receive a full
accounting from the Social Security Administration and the Ohio BMV of errors in their
databases, based on past experience.

Study the feasibility of Election Day access to Statewide Database. Some advocates
hoped that the Secretary of State would study the feasibility of giving counties access and use
of either the Statewide Database, or replicated copies of the Database. These advocates
hoped that eventually, this information could be disseminated to the polling places on
Election Day. Such dissemination might help officials resolve problems related to voters
arriving at the wrong polling place, and could make Election Day Registration much easier.”

7 Peg Rosenfeld E-mail, s#pra note 16; Candice Hoke Email, supra note 15.

% Norman Robbins Interview, s#pra note 17.

9 Peg Rosenfeld of the Ohio League of Women Voters notes that the Columbus League already has access to
both the Franklin County and Statewide Databases on Election Day at their phone bank, and believes all that
would be necessary to implement this suggestion would be to have one or more laptop computers with access
to the Databases at each precinct. Peg Rosenfeld E-mail, s#pra note 78.
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I11. Provisional Ballots and Voter Identification
A. Background

Both provisional voting and voter ID have been the subject of considerable controversy in
Ohio. It was the 2002 Help America Vote Act (HAVA) that ushered in widespread multi-use
provisional voting.'” Under HAVA, Ohio was required to expand the use of provisional
ballots to cover voters who affirm that they are registered in a particular location, but do not
appear on the registration list, and first-time voters who do not present HAVA mandated
ID."”" HAVA also required documentary identification from a small subset of voters.'”
Ohio’s use of provisional balloting and documentary ID, however, goes beyond HAVA’s
requirements.

In Ohio, voters who must cast a provisional rather than a regular ballot include individuals:

e whose names are not in the poll books;
e who do not present proper ID;'”

e who have requested an absentee ballot but appear at the polls to vote;

. . . . 1()
e whose notice of registration was deemed undeliverable;'"*

e who are challenged by an election judge at the polls;
e who are subject to a pending challenge by another voter;'”
e who have changed their name;'” or

107
¢ who have moved to a new precinct.

To vote a provisional ballot, these individuals must complete a written affirmation that they

are registered and eligible to vote, and provide as much identifying information as they
108

can.

To vote by regular ballot, Ohio voters must present “a current and valid photo identification
[issued by a government agency],'” a military identification, or a copy of a current utility bill,
bank statement, government check, paycheck or other government document . . . that shows
the name and current address of the elector.”'"

There are some longstanding conflicts among election officials, advocates and academics
about key issues driving both provisional balloting and ID in Ohio. Despite these

10042 U.S.C. § 15482. A more limited form of provisional voting previously allowed registered Ohio voters
who moved to update their registration on Election Day. 42 U.S.C. § 15482.
10142 US.C. § 15483.

10242 U.S.C. § 15483(b).

103 OHIO REV. CODE ANN. § 3505.18

104 OH1O REV. CODE ANN. § 3505.19

105 OH1O REV. CODE ANN. § 3503.24

196 OHIO REV. CODE ANN. § 3503.16

107 Id

108 OHIO REV. CODE ANN. § 3505.181.

109 OHIO REV. CODE ANN. § 3501.01 (definitions).

110 OHIO REV. CODE ANN. § 3505.18(A)(1).
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differences, the election officials, advocates and academics we interviewed agree on a
number of broad issues that need to be investigated and even on the direction of some
needed reforms. Issues of concern include:

e The comparatively high rate of provisional balloting in Ohio (at least to the extent
that rate reflects voters who could vote by regular ballot at their assigned precinct);

e The confusing complexity of current provisional balloting and ID rules;

e Local inconsistency in the rate and administration of provisional balloting, including
the validation rate of provisional ballots cast; and

¢ Disqualification of procedural ballots cast outside voters’ assigned voting locations

B. Issues to Address
1 Ohio’s High Rates of Provisional Balloting

Provisional voting in Ohio is widespread and increasing. Ohio voters cast 206,155
provisional ballots in the November 2008 election, 3.6% of all ballots returned. That 3.6%
figure is half a percentage point higher than the rate of provisional balloting in Ohio’s 2006
general election, up from 2.7% in 2004.""" 1In 2006, only 5 states had higher rates of
provisional voting than Ohio."” Ohio is also one of the country’s leaders when it comes to
the rate at which provisional ballots are counted. Of the provisional ballots cast in
November 2008, 81% were counted.'” Ohio was number six in the country on this score in
2004, counting 78.4% of provisional ballots cast. (Compare, e.g., New York and Missouri,
which counted only 40%.)"* In 2006, only 10 states had higher rates of counting provisional
ballots. '

Comparative 2008 data are not yet available from many states, but barring major divergence
from recent experience, Ohio will maintain its position as one of the heaviest users of
provisional ballots in the country. In many states, rates are far lower. For instance, looking
at two states for which 2008 provisional ballot data are available, provisional ballots in
Missouri accounted for only 0.2% of turnout, and in Virginia that figure was 0.1%.""° Thus

111 Prior to HAVA, Ohio’s use of provisional voting was still significant, though more confined. In both the
1996 and 2000 general elections, provisional ballots constituted just 2.1% of total ballots cast. Ohio Sec’y of
State, Provisional Ballots — General Election 1996 (unpublished data table) (on file with the Brennan Center);
Ohio Sec’y of State, Provisional Ballots — General Election 2000 (unpublished data table) (on file with the
Brennan Center) (annexed as Appendix 25).

112 They were Alaska (6.46%), Arizona (9.68%), California (5.22%), Colorado (3.77%), and Washington
(8.31%). Voters in the District of Columbia cast provisional ballots at a rate of 3.67%. UNITED STATES
ELECTION ASSISTANCE COMMISSION, 2006 ELECTION ADMINISTRATION AND VOTING SURVEY 19 (2007)
[hereinafter EAC 2006 Survey] (annexed as Appendix 14).

113 Ohio Sec’y of State, Absentee and Provisional Ballot Report: November 4, 2008,

http:/ /www.sos.state.oh.us/SOS/ elections/ electResultsMain /2008 ElectionResults /absentProv110408.aspx
[hereinafter Secretary of State 2008 Absentee and Provisional Repord] (annexed as Appendix 25).

114 UNITED STATES ELECTION ASSISTANCE COMMISSION, 2004 ELECTION DAY SURVEY REPORT, PART 2
SURVEY RESULTS, at 6-9 (2005) (annexed as Appendix 15).

115 EAC 2006 Survey, supra note 112, at 19.

116 See Sarah D. Wire, Statewide 1 oter Turnont Records Set in Missonri, THE COLUMBIAN MISSOURIAN, (Nov. 5,
2008), available at http:/ /www.columbiamissoutian.com/stoties/2008/11/05/missouti-sees-record-numbet-
votets/ (estimating 7,000 provisional ballots for a 2.9 million votet turnout); Virginia State Boatd of Elections,
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the proportion of Ohio voters who cast provisional ballots in the 2008 general election was
18 times greater than in Missouri and 36 times greater than in Virginia.

Not everyone agrees that Ohio’s wide use of provisional ballots is necessarily a bad thing.
Some election officials see high provisional voting rates (coupled with high rates of counting
provisional ballots) as a success story. They interpret the growing use of provisional ballots
to mean that many Ohioans who would otherwise be turned away from the polls altogether
are now getting the opportunity to vote, albeit provisionally, and note the collateral benefits
of provisional ballots.""” Secretary Brunner clarified in a directive that Ohio boards of
clections “may” use provisional ballots as registration forms. A positive result of using
provisional ballots might therefore be that, at least in some counties, individuals who are not
registered to vote will be registered the next time they attempt to vote.""® Moreover, as one
election board member pointed out, when voters fill out the provisional ballot envelope at
the polls it creates more accurate voter files."” However, even some of these officials
concede that there are some dangers in having such a high percentage of voters use
provisional ballots, at least under the current complex Ohio rules.'”

A variety of problems and risks can flow from the heavy use of provisional ballots in Ohio
elections. These include increased uncertainty and delays in election outcomes (including
likely litigation), the injection of partisanship into provisional balloting rules, reduced voter
confidence, and the greater cost and increased staff time required to administer large
numbers of provisional ballots. Advocates and academics pointed out that in states with
lower provisional voting rates, there is no evidence that would-be voters are being
disenfranchised. Instead, they see low provisional voting rates as indicating that in many
states a greater proportion of the electorate is voting with regular ballots.'

Election officials were less disposed to view high rates of provisional balloting as inherently
problematic. As Timothy Burke, Member of the Hamilton County Board of Elections,
emphasized, these officials see provisional ballots as a good thing to the extent that they save
votes that would otherwise be lost to administrative mistakes — some of which are
inevitable.'”” Election officials also stressed that, contrary to what advocates sometimes

November 2008 Election Results, https://www.votetinfo.sbe.virginia.gov/election/DATA/2008/07261 AFC-
9ED3-410F-B07D-84D014AB2C6B/ Official/95_s.shtml (annexed as Appendix 16).

17 Marilyn Jacobcik, Deputy Director, Lorain County Board of Elections, Remarks at the Ohio Elections
Summit (Dec. 2, 2008)
http://www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t [hereinafter Marilyn Jacobcik Remarks; Telephone Interview with Dale
Fellows, Member, Lake County Board of Elections (Feb. 11, 2009) [hereinafter Dale Fellows Interview).

118 Ohio Sec’y of State, Directive 2008-81: Guidelines for Provisional Voting, at 7 (Sept. 5, 2008), available at
http:/ /www.sos.state.oh.us/SOS/Upload/elections/ directives /2008 /Dir2008-81.pdf.

119 Dale Fellows Interview, s#pra note 117.

120 Telephone Interview with Jane Platten, supra note 15; Matthew Damschroder Interview, supra note 15;
Telephone Interview with Dale Fellows, Member, Lake County Board of Elections (Feb. 11, 2009).

121 Edward Foley, Director, Election Law at Moritz College of Law, Remarks at the Ohio Elections Summit
Dec. 2, 2008), video available at

http:/ /www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t [hereinafter Edward Foley Remarkes).

122 Telephone Interview with Timothy Burke, Member, Hamilton County Board of Elections (Feb. 12, 2009)
[heteinatter Timothy Burke Intervien)
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seemed to presume, election boards want to count every provisional ballot they can under
the law.'” Election officials are therefore concerned with provisional ballot rates to the
extent they indicate that people who could and should vote by regular ballot are voting
provisionally.'**

Some uncertainty and delay necessarily accompany high rates of provisional voting. Because
provisional ballots are counted after regular votes are tallied, when contests are close,
widespread provisional balloting delays the ability of election officials to provide final
election results. Such delays can deplete voter confidence and lead to partisan disputes over
the rules for administering provisional ballots, as all sides understand that counting or not
counting a particular vote can affect the outcome of a contest. Professor Edward Foley
pointed out that they also increase the likelihood of post-election litigation.”” With Ohio’s
higher rates of provisional voting, a lawsuit like the one currently being fought to determine
the outcome of the Minnesota Senate race is actually much more likely to happen in Ohio.
The Minnesota case was a fluke — the product of a razor thin electoral margin. In Ohio,
with over 200,000 provisional ballots, any statewide race won with less than those 200,000
potential votes is subject to question and likely to end up in court.

Alternatively, when races are decided on Election Night, provisional voters may be left
feeling that their votes did not count. Because provisional ballots are counted after Election
Day, when regular ballots create decisive victories, those who voted provisionally may feel
shut out of the process, even though their ballots may be counted in the official tally. The
regular ballots created the election’s political results, and provisional ballots are a kind of
symbolic afterthought. As Donita Judge of Advancement Project explained, “People come
out to vote on Election Day, and they want to be counted on that day.”"*

The process of counting provisional ballots is itself necessarily open to ambiguity and error
in a way that regular ballot counting is not. Because of the longer and more involved steps
in processing provisional ballots, they are open to multiple interpretations and vulnerable to
disqualification through administrative missteps by voters, poll workers, and election officials
that do not threaten votes cast by regular ballot. In December, Ohio’s Supreme Court ruled
that 1,000 provisional ballots cast by eligible voters in Franklin County must be disqualified
under Ohio law solely because of errors in the way voters printed or signed their names on
the ballot envelopes.””” If these votes could have been cast via regular ballot, those voters
would have avoided disenfranchisement. Other aspects of this issue are discussed below in
the sub-section on the wrong precinct rule and in the section on poll worker error.

123 1d.; Telephone Interview with Eben “Sandy” McNair, Member, Cuyahoga County Board of Elections (Feb.
12, 2009); Matthew Damschroder Interview, supra note 15; Dale Fellows Interview, supra note 117.

124 Telephone Interview with Eben “Sandy” McNair, Member, Cuyahoga County Board of Elections (Feb. 12,
2009) [hereinafter Sandy McNair Intervien]; Timothy Burke Interview, supra note 122; Matthew Damschroder
Interview, supra note 15.

125 Edward Foley Remarks, s#pra note 121.

126 Telephone interview with Donita Judge, Staff Attorney, Advancement Project (Feb. 12, 2009) [hereinafter
Donita Judge Interview].

127 State ex rel. Skaggs v. Brunner, 549 F.3d 468 (2008).
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Finally, as one election official noted, provisional balloting creates a great deal of additional
work and is resource intensive.'”® Ohio’s high rates of provisional voting mean longer hours
for poll workers and election officials on election night and afterwards. The widespread use
of provisional voting makes election administration more difficult, more time consuming,
and more expensive. Some election officials were quick to emphasize that the additional
expense and effort were well worth it, if voters who would otherwise be disenfranchised
were allowed to vote.'”” But election officials would gladly reduce the number of provisional
ballots cast if that result could be achieved with HAVA compliance and without
disenfranchising eligible voters.

Summit participants and interviewees offered a range of proposals to reduce Ohio’s reliance
on provisional ballots:

Establish pre-election quality control procedures and outreach activities to perfect
registrations. Some voters who cast provisional ballots do so because their names are not
on the poll lists. As one official emphasized, election boards cannot help voters who never
attempt to register.””’ For instance, in Lorain County in November 2008, 697 of the 4,500
provisional ballots cast were disqualified because voters were found to be unregistered."
Many of these were cast by individuals who had failed to timely register or who had
registered but were purged from the rolls following a statutory period of inactivity following
notice."” However, a certain but unknown subset are from individuals who attempted to
register, but did not appear on the rolls. Registration verification procedures reveal that
some percentage of valid registration applications in Ohio is lost in the process of database
entry.”” In other cases, voters may properly and timely complete registration forms at BMV
locations or with third party registrars that are never delivered to election officials.'”*
Additionally, some voters are kept off the rolls due to their failure to fill out their registration
applications fully and correctly. As discussed in the section on Ohio’s registration system,
additional quality control at the local level could increase the number of registrants whose
applications are correctly processed.'” Additional local outreach by telephone and mail to fix
incomplete or incorrectly filled out registrations would reduce the numbers of these would-
be registrants who must vote provisionally. As one election official pointed out, that kind of
outreach would require additional cost and staff time.””® The earlier expense could save

128 Matthew Damschroder Interview, s#pra note 15.

129 Dale Fellows Interview, s#pra note 117; Marilyn Jacobcik Remarks, s#pra note 117; Timothy Burke Interview,
supra note 122.

130 Marilyn Jacobcik Remarks, s#pra note 117.

131 14

132 Id.; Matthew Damschroder Interview, s#pra note 15.

133 Norman Robbins Interview, supra note 17.

134 Matthew Damschroder Interview, s#pra note 15.

135 Norman Robbins, Study Leader, Greater Cleveland Voter Coalition, Remarks at the Ohio Elections Summit
(Dec. 2, 2008), video available at
http://www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t [hereinafter Normman Robbins Remarks|; Peg Rosenfeld Interview, supra
note 22.

136 Telephone Interview with Steven Harsman, Director, Montgomery County Board of Elections, (Feb. 11,
2009) [hereinafter Steven Harsman Interview).
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election board time and resources later, however, by reducing the number of provisional
ballots they must process, and some election officials liked the idea."”’

Make registration portable without resorting to provisional ballots. Some academics
suggested creating a separate registration-update ballot, to be used by voters who want to
vote in their new neighborhood without re-registering at their new address before the
election.””  Alternatively, movers could be allowed to correct their registration at the polls,
and if they had proof of residency, be allowed to vote a regular ballot. Both of these
suggestions would both reduce the numbers of HAVA-mandated provisional ballots and
clarify how many provisional ballots are in use for reasons other than Ohio’s policy of
registration portability. At least one election official, however, worried that this would
introduce even more complexity and confusion into an already baroque FElection Day

139
process.

Allow counties to offer all voters the option of voting by regular ballot at a satellite
vote center. One official suggested that counties be allowed to direct voters who were not
on the rolls at their assigned precinct, or the precinct where they turned out, to a satellite
location.'” At this central location, election officials would have access to the statewide
voting list and to all the various ballot formats and be able to assist the voter to cast a regular
ballot in the correct precinct format.

Allow voters returning unused absentee ballots to vote by regular ballot. Some
interviewees believe that the recent turn to “no fault” absentee voting, and the greatly
increased numbers of voters requesting absentee ballots, is responsible for some of the
increase in provisional ballots.""' They hypothesize that voters request absentee ballots, then
forget or simply do not fill them out and show up at the polls, only to find that they must
now vote provisionally. Some interviewees would be in favor of allowing voters who have
unused absentee ballots to bring them with them to the polls and, upon turning them in,
vote by regular ballot.' At least one election official was leery of this suggestion, however,
pointing out that it would be difficult for poll workers to know that the absentee ballot being
presented belonged to that voter and was not a duplicate.'”

Conduct studies and research to find out why provisional voting rates are so high in
some parts of the state. As discussed in greater detail below in the section on local
variations in provisional balloting, rates of provisional voting vary dramatically from county
to county and within states. One academic emphasized that in order to figure out how to
reduce the use of provisional ballots, it is necessary to understand what triggers are used in

137 Timothy Burke Interview, supra note 122; Telephone Interview with Betty McGary, Director, Butler County
Board of Elections (Feb. 13, 2009) [hereinafter Betty McGarry Interview)].

138 Telephone Interview with Edward Foley, Director, Election Law at Moritz College of Law (Jan. 7, 2009)
[hereinafter Edward Foley Interview|, Telephone Interview with David Kimball, Associate Professor, Political
Science at U. of Missouri-St. Louis (Feb. 3, 2009) [hereinafter David Kimball Interview).

139 Marilyn Jacobcik Remarks, s#pra note 117.

140 Dale Fellows Interview, su#pra note 117.

141 Jane Platten Interview, supra note 15; Matthew Damschroder Interview, s#pra note 15.

142 Donita Judge Interview, s#pra note 126, Peg Rosenfeld Interview, supra note 22; Timothy Burke Interview,
supra note 122.

143 Dale Fellows Interview, s#pra note 117.
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the jurisdictions where it is most extreme.'* Professor David Kimball pointed out that a

strong predictor of a county’s high rate of provisional voting in 2006 or 2008 was its high
rate of provisional voting in 2004."® He suggested that counties and precincts with
particularly high provisional ballot rates should be studied in order to determine what was
causing the high rates.

Increase voter education efforts. Election officials believe that one way to decrease
provisional balloting under the current statutory construction is to inform voters that they
need to update registration information when they move and check their registration
information and the location of their assigned polling place online before going out to

146
vote.

Enact Election Day Registration. Some interviewees pointed out that shifting to election
day registration — or doing away with registration altogether — would do away with the
need to use provisional ballots at all."*’

2. Local Variations in Provisional Voting

Ohio County Election Board reports and advocates’ investigations have revealed significant
differences in the numbers of provisional ballots issued and counted and the procedures
used to administer provisional voting.'” The challenge faced by state law makers and
election officials is how to provide uniform standards that can be equitably applied to every
voter in what are often very different particular circumstances. One official commented
that, in the area of determining the validity of provisional ballots, “the more direction [local
officials] receive in how to handle ballots, the less consideration we are able to give to our
voters.”'”  On the other hand, the principles of equal protection require standard
procedures for using and counting provisional ballots. " In order to do that academics and
advocates point out that it is necessary to understand more about the current differences in

. . .. . 151
Ohio counties’ provisional voting.

A chart showing the range of provisional voting rates in Ohio’s counties, and the different
rates at which those provisional votes were counted is attached to this report as Appendix
17. Rates of provisional balloting in Ohio’s 2008 election varied from 1.3% in Coshocton
County to 4.9% in Athens County, which is home to Ohio University. In other words, while
only one in every hundred voters in Coshocton voted provisionally, nearly one in twenty

144 David Kimball Interview, s#pra note 138.

145

146 Jane Platten Interview, supra note 15; Matthew Damschroder Interview, supra note 15.

147 Daniel Tokaji Interview, supra note 91, Peg Rosenfeld Interview, su#pra note 22.

148 See ADVANCEMENT PROJECT, PROVISIONAL VOTING: FAIL-SAFE VOTING OR TRAPDOOR TO
DISENFRANCHISEMENT? (Sept. 2008), available at http:/ /www.advancementproject.otg/pdfs/Provisional-
Ballot-Report-Final-9-16-08.pdf [hereinafter Advancement Project Repord] (annexed as Appendix 19).

149 Marilyn Jacobcik remartks, supra note 117.

150 E-mail from Edward Foley, Director, Election Law at Moritz College of Law (Feb. 15, 2009) (on file with
the Brennan Center) [hereinafter Edward Foley E-mail).

151 David Kimball Interview, s#pra note 138, ADVANCEMENT PROJECT REPORT, s#pra note 148; Norman
Robbins Interview, supra note 17.
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Athens County voters cast a provisional ballot."”” Among Ohio’s five urban counties,

differences in provisional voting rates are not as dramatic, but still apparent. Four have rates
above the statewide average of 3.6%. They are Cuyahoga (4.4%), Hamilton (4.6%), Lucas
(4.7%), and Franklin (4.8%). Summit County, however, had a substantially lower rate of
provisional ballots cast — 2.9%.

The rates at which Ohio counties invalidated provisional ballots cast are even less consistent
— ranging from 0% in Monroe County to 44% in Brown County. Notably, several of the
more populous counties had rejection rates near the high end of the state continuum. Only
eight counties rejected provisional ballots at a higher rate than Cuyahoga, which disqualified
27.5% of provisional ballots cast there. Nearby Lorain County rejected 26% and Lucas
County 23%. Franklin County, however, which encompasses another major urban center,
had a rejection rate of only 15.4%.'”

A chart prepared by Professor David Kimball, and annexed as Appendix 20, shows that in
Ohio high rates of provisional voting are correlated with the proportion of non-white
residents in a county’s population. According to Cuyahoga board member Eben ‘Sandy’
McNair, provisional voting in that county is correlated with the proportion of African
Americans in precincts’ voting age population, as shown by comparing the two maps
annexed as Appendix 21. An advocacy group’s analysis of provisional ballot rejection rates in
Cuyahoga County in November 2004 also found such a correlation."”* Some advocates
believe that high rates of provisional ballot use and rejection are correlated with high
numbers of low income voters.”” One advocate suggested other factors as potential
correlates of high rates of provisional ballot use and/or rejection, namely the density and

mobility of a voting population and the use of multi-precinct polling places.”® Some
clection officials suggest that the complexity of Ohio’s provisional ballot rules — and the
confusion that results — is another potential factor in local differences.”” Whatever the

causes of the local differences, they tend to be stable over time. As Professor David Kimball
pointed out, with occasional variations, counties generally post relatively high or low
provisional balloting rates election after election.'™ Again, however, the fact that counties
encompass diverse populations may conceal other demographic and social predictors of
provisional balloting that would be revealed by comparing data at a more local level."”

Interviewees agreed that it was crucial to move beyond speculation about the causes of local
variations in provisional balloting and develop systematic studies of what is going on locally.

152 David Kimball, Associate Professor of Political Science, U. of Missouri-St. Louis, Chart detailing rates of
provisional voting and counting in Ohio’s 2008 general election (unpublished data table) (on file with the
Brennan Center) (annexed as Appendix 17); Provisional 1 oting in Obio scatter plot charts appended as Appendix
18.

153 Secretary of State 2008 Absentee and Provisional Report, s#pra note 113; Norman Robbins, Former Study
Leader, Greater Cleveland Voter Coalition, Provisional and Absentee Ballot Rejections (unpublished data table)
(on file with the Brennan Center) (annexed as Appendix 23).

15 GREATER CLEVELAND VOTER COALITION CUYAHOGA REPORT, s#pra note, 25.

155 Norman Robbins Interview, s#pra note 17, Donita Judge Interview, supra note 126.

156 Donita Judge Interview, supra note 126.

157 Jane Platten Interview, supra note 15, Matthew Damschroder Interview, supra note 15.

158 David Kimball Interview, s#pra note 138.
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In order to find out more about the wide divergence in provisional ballot practice,
interviewees made the following suggestions:

Make provisional voting data available at the precinct level. Some interviewees said
that because Ohio counties are likely to encompass diverse populations in terms of
population density, economic and social indices, and mobility, data at the precinct level is
needed in order to investigate the demographic and social correlates of provisional ballot use
and counting.'”

Follow up with data on the reasons why provisional ballots were used and rejected.
Advocates believe that understanding why provisional ballots were issued in the first place is
crucial to understanding the local differences in their use and validation.'"'

Ask county boards of elections with very high and very low levels of provisional ballot
use and rejection to describe their provisional ballot practices and poll worker
training procedures. Interviewees suggested that counties on either end of the use and
counting spectrum should be asked to detail the procedures and practices they employ
regarding provisional voting.'®

Make information about individual provisional ballots available for study. Some
advocates called for the treatment of provisional ballot envelopes as public records — so
that they could learn the names of provisional voters, whether or not a votet’s provisional
ballot was counted, and if it was rejected the reason for rejection. This issue has a complex
legal and policy background.l(’?’ In 2007, in response to public record requests for this

160 David Kimball Interview, s#pra note 138; Norman Robbins Interview, su#pra note 17; Donita Judge
Interview, supra note 126.

161 Donita Judge Interview, supra note 126; Norman Robbins Interview, s#pra note 17; Peg Rosenfeld E-mail,
supra note 16.

162 David Kimball Interview, s#pra note 138; Norman Robbins Interview, s#pra note 17.

163 Ohio’s public records law provides that governmental records ate available to the public. See OHIO REV.
CODE ANN. § 149.011(G) (West 2009). Generally, a registered voter’s name, address, and birthdate are public
information on the voter files. Voting history — that is, whether or not a voter has voted in an election, not how
that person voted -- is similatly public in many states. Information from provisional ballots, however, is further
governed by HAVA, which mandates the establishment of

a free access system (such as a toll-free telephone number or an Internet website) that any individual
who casts a provisional ballot may access to discover whether the vote of that individual was counted,
and, if the vote was not counted, the reason that the vote was not counted (42 U.S.C. 15482.5(B))

and further, that

the appropriate state or local official shall establish and maintain reasonable procedures necessary to
protect the security, confidentiality, and integrity of personal information collected, stored, or
otherwise used by the free access system established under paragraph (5)(B). Access to information
about an individual provisional ballot shall be restricted to the individual who cast the ballot.

There are differences of opinion on what information is protected under these sections of HAVA
(implemented in OHIO REV. CODE ANN. § 3505.181(B)(5)(b) (West 2009)). Some believe the laws restrict
access only to confidential identification numbers that provisional voters must provide, out of a concern for
identify theft, and the contents of provisional ballots themselves, in order to protect the secrecy of the ballot
and urge release of other information. Donita Judge Interview, s#pra note 126; League of Women Voters of
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information, some election officials treated such information as public records.'”* Other
counties and some advocates, however, interpreted the law to preclude public access to the
names of provisional voters, the outcome of individual provisional ballots and the basis for a
ballot’s rejection.'” In 2008 Secretary Brunner issued an advisory interpreting the law to
allow the public release of provisional voters’ names and the numbers of provisional votes
cast and the reasons for the rejection of provisional ballots, but to prohibit making public
the counting or invalidation of an individual votet’s provisional ballot and the reasons for its
acceptance or rejection.'*

3. The Complexity of Provisional Ballot Procedures and ID Requirements

There was universal agreement among interviewees that the rules and procedures governing
both provisional voting and voter ID are too complex, make poll workers’ jobs extremely
difficult, and lead to confusion and errors. Even the Ohio Supreme Court in Skaggs ».
Brunner noted that Ohio’s “generally murky” provisional ballot statutes “present a quagmire
of intricate and imprecisely stated requirements, including internal inconsistencies and
multiple affirmations and declinations.”'®”  Both voters and election workers often
misunderstand provisional voting and voter identification standards. Even when the rules
are fully understood, their complexity makes them difficult to administer.

One election official commented that provisional ballot laws are too complex to explain to
poll workers and even harder for poll workers to explain to voters.'” The statutory list of
specific circumstances requiring provisional voting would be hard for anyone to commit to
memory. A provisional ballot is required when:

1. a voter declares he is a registered voter but his name does not appear on the voter
roll;

an election official “asserts that the individual is not eligible to vote;
a voter does not have or does not provide proper identification;

a voter voted by absentee ballot;

a voter’s registration notification was returned as undeliverable;

a voter changed his address;

a voter changed his name;

a voter was challenged without resolution; or

the challenged voter’s hearing was postponed.'™

95169

RS I A ol

Ohio, The Four Rs of Election Reform, submitted in connection with the Dec. 2, 2008 Summit (on file with the
Brennan Center). Others, including Secretary Brunner (see Advisory 2008-22), and election officials in Franklin,
Hamilton & Lucas Counties read the laws to prevent releasing voters’ contact information as wall as whether
their votes were counted. See also ADVANCEMENT PROJECT REPORT, supra note 148 at 12.

164 In response to a public records request, Cuyahoga County election officials produced provisional ballot
envelopes. ADVANCEMENT PROJECT REPORT, s#pra note 148 at 12.

165 HAVA provision 42 U.S.C. § 15482(a) states in relevant part: “Access to information about an individual
provisional ballot shall be restricted to the individual who cast the ballot.”

166 Ohio Sec’y of State, Advisory 2008-22, Privacy of Provisional Voter and Provisional Ballot Information
(Sept. 4, 2008), http:/ /www.sos.state.oh.us/SOS/Upload/elections/advisories /2008 / Adv2008-22.pdf.

167 State ex. rel. Skaggs v. Brunner, 2008 WL 5157872 (Dec. 5, 2008), at 10.

168 Jane Platten Interview, supra note 15; Steven Harsman Interview, supra note 136.

16942 U.S.C. § 15482 (a)(2002); See also OHIO REV. CODE ANN. § 3505.18(A)(7) (LexisNexis 2007).

170 OHIO REV. CODE ANN. § 3505.181(A) (LexisNexis 2007).
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In addition, Ohio law imposes specific duties on poll workers to direct voters to their correct
precinct polling locations before issuing provisional ballots and directions for what voters
must be told regarding provisional ballots” validity."”" The poll worker is supposed to
determine where an individual is eligible to vote on the basis of the “precinct voting location
guide,”'”” which is an electronic or paper record that lists “the correct jurisdiction and polling
place” for addresses in the county, or another means of “determinfing] the correct
jurisdiction and polling place of any qualified elector who resides in the county.”'”

The rules for counting provisional ballots are both lengthy and unspecific. They require
election officials to “determine whether a provisional ballot is valid and entitled to be
counted,” by examining voter records and the information contained in the lengthy written
affirmation executed by the provisional voter."* The code sets out a list of information that
should be included in the ballot affirmation, but Ohio counties may create their own
versions of the affirmation. In Skaggs v. Brunner, the Ohio Supreme Court was asked to
decide whether mistakes and omissions on the affirmation could disqualify a provisional
ballot under some circumstances, and prohibited counting some 1000 otherwise valid
provisional ballots because voters had filled out their ballot affirmations incorrectly. '™

Voter identification rules are similarly complex, and further complicate provisional ballot
use, because one reason for issuing a provisional ballot is a lack of proper ID."® A county
election official and an advocate both noted that the basic list of acceptable forms of voter
ID seems to lack a guiding principle. '’ In particular, it is not clear whether the ID required
of voters at the polls is being used to identify the individual, to establish residence, or both.
The list of acceptable documents is diverse and hard to communicate in any summary
fashion. Most of the documents listed must carry a current address; acceptable military 1D,
however, carries no address, and the law allows a voter to use a driver’s license or state
issued identification card with an obsolete address, so long as the address printed in the poll
list is current. At the same time, some forms of identification in wide use are excluded. For
example, ordinary student picture ID from private universities is not sufficient.”” Adding
another layer of complexity, the list of ID sufficient for voting at the polls is different from
the ID required to obtain an absentee ballot or register to vote.

A central question is whether, and to what extent voters are disenfranchised due to
confusing and complex identification requirements.'” Research into Indiana’s 2008 primary
election showed that 14% of provisional ballots cast were due to lack of required ID (399, or
14%) of a total 2,770 ballots. The rejection rate for the identification inspired ballots (80%)

17t OHIO REV. CODE ANN. § 3505.181(C)(1) (West 2009).

172 14

173 OHIO REV. CODE ANN. §.3505.181(E)(2) (West 2009).

174 OHIO REV. CODE ANN. §3505.183(B)(1) (West 2009).

175 Skaggs v. Brunner, 2008 WL 5157872 (Dec. 5, 2008); but see, Northeast Ohio Coalition for the Homeless v.
Brunner, Case No. C2-06-896, order of Oct. 27, 2008.

176 OHIO REV. CODE ANN. § 3505.18 (A)(2)-(6) (West 2009).

177 Jane Platten Interview, supra note 15; Peg Rosenfeld Interview, supra note 22.

178 Written Statement of Karen Neuman and Sarah Brannon, Fair Elections Legal Network 1-2 (on file with the
Brennan Center and annexed as Appendix 24).

179 ADVANCEMENT PROJECT REPORT, s#pra note 148.
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was somewhat higher that that of provisional ballots overall (73%)."" One advocate pointed
out that elderly people, as a group, are disadvantaged by current requirements.'®’ These
voters are both less likely to have drivers licenses and more likely to have difficulty obtaining
alternative forms of identification because they lack mobility. Senior citizens in group
homes have little access to utility bills. Advocates also argue that low income voters of color
and city dwellers in general are less likely to have the most common form of identification, a
driver’s license, and may be discouraged from coming to the polls."” Some election officials,
however, said that based on their own experience in their counties few voters were
disenfranchised for lack of identification.'®’

Election officials and advocates pointed out that complex rules governing both ID and
provisional ballots are particularly problematic for poll workers."™ These volunteers
administer elections only once or twice a year.'” Under the circumstances, it is difficult for
them to familiarize themselves with the intricate rules that apply to provisional balloting and
voter ID and to keep up with changing procedures. As Marilyn Jacobcik, Deputy Director
of the Lorraine County Election Board, put it, “We ask a great deal of poll workers, and then
make changes each election . . . often adding requirements with marginal benefits.”"®
Moreover, as she pointed out, poll workers are dealing with the complexities of 1D
requirements and provisional ballot affirmations in the context of a busy polling place, with a
number of voters waiting to vote and requiring extraordinary help, sometimes while
observers are creating additional demands on their attention. '*” With these realities in mind,
clection officials caution that changes to the rules concerning provisional balloting and
identification should be made only after careful consideration and “in sufficient time to fully
educate voters, poll workers and BOE staff.”"™ Brian Shinn, Assistant General Counsel to
the Secretary of State, emphasized that, in addition, reforms need to be sensitive to the
impact on the entire election code of changes in any given section, as the code functions as
an integral whole.'

There are differences of opinion on the direction even well-considered simplification should
take and whether it should expand or limit the use of provisional ballots and documentary
ID. Some election officials see provisional voting as a tool for enfranchising voters at risk,

180 Michael J. Pitts, Empirically Assessing the Impact of Photo 1dentification at the Polls, ]. 1. & Pol. (forthcoming 2008),
available at http:/ /papets.sstn.com/sol3/papers.cfmPabstract_id=1287735.

181 Peg Rosenfeld Interview, s#pra note 22.

182 ADVANCEMENT PROJECT REPORT, s#pra note 148, Norman Robbins Intetview, s#pra note 17.

183 Marilyn Jacobcik Remarks, s#pra note 117; Steven Harsman Interview, supra note 136, Dale Fellows
Interview, supra note 117 .

184 Jane Platten Interview, s#pra note 15; Steven Harsman Interview, supra note 136.

185 Peg Rosenfeld Interview, supra note 22; Marilyn Jacobcik Remarks, s#pra note 117.

186 Marilyn Jacobcik Remarks, supra note 117.

187 1]

188 Id.; Remarks of Brian Shinn, Assistant General Counsel, Ohio Sec’y of State at Ohio Elections Summit
(Dec. 2, 2008), video available at
http://www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t.

189 Remarks of Brian Shinn, Assistant General Counsel, Ohio Sec’y of State at Ohio Elections Summit (Dec. 2,
2008), video available at

http:/ /www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t.
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whereas many advocates and some other officials believe that, at least in its current form,
provisional voting is less a “fail safe” voting protection than a “trap door to
disenfranchisement.”"” While some election officials believe the new voter identification
requirements are a natural outgrowth of twenty-first century technology and culture,"
others view the move to documentary identification as unnecessary and wrongheaded.'”
Nevertheless, from all of these divergent perspectives, everyone agrees that at least some
changes are needed to simplify the rules, procedures and forms that administer provisional
voting and voter identification.

Interviewees made the following suggestions for simplification:

Reform the ID law to focus on identification and make explicit the law’s purpose to
confirm voters’ identity rather than their addresses. Interviewees pointed out that a
particularly confusing aspect of the current ID law is its inconsistent address requirements.
One election official suggested that the statute spell out the focus on identity to make it
easier for poll workers to understand that a drivers license with an obsolete address is
sufficient. ' In the same vein, some officials and advocates agreed that — assuming
personal identification was the goal — the address requirement should be scrapped and the
law should be expanded to include the usual gold standard of ID, a U.S Passport. '”* Moving
away from the address requirement would also allow inclusion of another common form of
identification, the student ID. One advocacy group proposed changing the ID law to
expressly allow for the use of student IDs issued by public and private schools and
institutions of higher learning in Ohio. '

Return to signature identification. Several advocates'” and some election officials"”’ were
in favor of going back to signatures as a way of establishing voters’ identity at the polls. This
would do away with the complex documentary ID requirements altogether and also simplify
and reduce provisional voting by removing one complicated provisional ballot trigger.
These interviewees point out that signing the poll book was a longstanding untroubled
identification procedure, that there is no evidence of significant voter fraud, and that in any
case documentary identification prevents only voter impersonation, a type of fraudulent
voting that is virtually unknown.'” They argued that a return to simple poll book signatures
would speed up the voting process and noted that if a poll worker has any doubts about a

190 See ADVANCEMENT PROJECT REPORT, s#pra note 148.

191 Marilyn Jacobcik Remarks, s#pra note 117; Dale Fellows Interview, supra note 117, Steven Harsman
Interview, supra note 136. These officials regard the basic requirement that voters produce ID documents as
reasonable.

192 Timothy Burke Interview, supra note 122, Eben “Sandy” McNair Interview, s#pra note 123. Advocates also
view the move to documentary identification as unnecessary. ADVANCEMENT PROJECT REPORT, s#pra note
148; Peg Rosenfeld Interview, supra note 22, Telephone Interview with Norman Robbins, s#pra note 17.

193 Jane Platten Intetview, s#pra note 15.

194 Jd.; Matthew Damschroder Interview , supra note 15; Timothy Burke Interview, supra note 122; Eben
“Sandy” McNair Interview, supra note 123.

195 Written Statement of Karen Neuman and Sarah Brannon, s#pra note 178.

19 Donita Judge Interview, supra note 126; Peg Rosenfeld Interview, supra note 22; Norman Robbins Interview,
supra note 17.

97 Timothy Burke Interview, supra note 122; Eben “Sandy” McNair Interview, s#pra note 123.

198 ADVANCEMENT PROJECT REPORT, s#pra note 148; Timothy Burke Interview, supra note 122; Eben “Sandy”
McNair Interview, supra note 123; Peg Rosenfeld Interview, supra note 22.
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signature’s authenticity, the poll worker may challenge the voter."” Indeed, some election
officials commented more generally in regard to provisional ballot and documentary 1D
policies that increasingly complex and detailed statutory requirements seemed to assume that
local election officials and poll workers will not be vigilant and respond in the face of threats
to election integrity. They emphasized that election boards and poll workers take their jobs
very seriously and do react protectively when they perceive potential misbehavior.””

Move to voter ID cards. Some officials advocate shifting to a single required ID document
— an identification card issued by the voter’s election board.”! Advocates, however, question
how voters would obtain these cards and how accessible they would be, particulatly to
people who do not drive. Would they require appearing at an office to have a photo taken?
Would a voter need a new card every time he or she moved?””

Simplify the Basis for Issuing Provisional Ballots. One advocate suggested defining the
basis for provisional voting (in addition to HAVA mandated reasons) as simply: The voter’s
name is not on the rolls or the voter’s name is marked on the poll list as having received an
absentee ballot.””

Clarity rules for counting provisional ballots. Some interviewees felt that it was
important to set clear, uniform statewide standards for deciding which provisional ballots to
count.”™ Election officials emphasized that the goal of those rules should be to count as
many eligible votes as possible.”” One official pointed out that centralized directions
inevitably rigidified the process and made it harder for local election officials to find ways to
recognize and accommodate voters’ good faith errors in order to count their ballots. She
suggested that local boards be required to adopt a common sense policy that recognizes that
voters make inadvertent errors and to use a routine method to contact voters to attempt to
cotrect mistakes and omissions in order to count as many ballots as possible.””

Count provisional ballots cast anywhere in the county of registration. Advocates and
some officials propose doing away with the “wrong precinct” rule invalidating provisional
ballots cast outside the voter’s assigned polling place.”” This proposal is discussed in greater
length in the section below. As a matter of simplification, it would mean one less check for
election workers counting provisional ballots. On the other hand, it would require additional
work to identify and remake the votes cast in the races in which the provisional voter was
eligible to participate.
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4. Provisional Ballot Administration and the Wrong Precinct Rule

Ohio is one of 30 states that invalidate provisional ballots cast by voters in the wrong
precinct.zo8 That is, in order to count, provisional ballots must be cast at the polling location
assigned by the county board of elections to the precinct (i.e., the administrative subdivision)
that encompasses the voter’s residence. Ohio’s wrong precinct rule was upheld against a
facial HAVA challenge in 2004. Sandusky County Democratic Party v. Blackwell, 387 F.3d 565
(6th Cir. 2004). Statewide, in the 2008 general election, 14,335 voters’ provisional ballots were
thrown out because they had been cast in the “wrong precinct.”™”  Sixty-one percent of
those discarded provisional ballots were cast in Cuyahoga, Franklin, Hamilton, Lucas,
Montgomery and Summit counties.”’’ Provisional ballots disqualified as cast in the wrong
precinct accounted for 8% of all provisional ballots issues in Ohio on Election Day and 36%
of all rejected provisional ballots.”' Rejection rates varied considerably, county by county. In
Cuyahoga County, 13% of Election Day provisional ballots were disqualified as having been
cast in the wrong precinct, compared with only 5% in Franklin County.”* In Ohio’s other
large urban counties, rejection rates were as follows: Hamilton — 10%, Lucas — 13%,
Montgomery — 9%, and Summit — 7%.>"

Nearly every election official and advocate we interviewed believes that the current practice
of rejecting provisional ballots merely because they were cast in the wrong precinct needs to
be re-examined.”* Some election officials and all the advocates and academics we
interviewed think the wrong precinct rule should be changed to count votes in contests for
which the voter was eligible to participate — regardless where in the county or on what style
ballot those votes are cast.””> Others would at least count such votes on ballots cast in the
cotrect polling place but at the wrong table or on the wrong style ballot.*"®

One advocate group and one election official we interviewed interpret the October 27, 2008
court order in Northeast Ohio Coalition for the Homeless v. Brunner— and the underlying
Ohio statutes — to mean that if poll workers fail to direct a voter to her correct assigned
polling place, that voter’s provisional ballot should be counted, even if it was cast in the

208 ADVANCEMENT PROJECT REPORT, supra note 148 at 7.

209 Ohio Secretary of State’s Office, Election Results, General Election 2008, Provisional Ballot Statistics,
http://www.sos.state.oh.us/sos/upload/ elections/2008/gen/ provisionals.pdf. Note that this number, and
calculations in this section generally, include ballots cast in the wrong county because the data compiled by the
Secretary’s office do not isolate ballots cast in the wrong precinct but the correct county.

210 4. By way of compatison, these counties accounted for 54% of provisional ballots issued at the polls on
Election Day.

211

212 4. In Cuyahoga County, wrong precinct rejections made up 46% of total rejected provisional ballots; in
Franklin, that figure was just 22%.

213 [
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215 Steven Harsman Interview, s#pra note 136; Dale Fellows Interview, supra note 67, Timothy Burke Interview,
supra note 122, Donita Judge Interview, s#pra note 126; Norman Robbins Interview, supra note 17; Peg
Rosenfeld Interview, supra note 22.
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wrong precinct.”’” Other election officials, however, who oppose the wrong precinct rule on
policy grounds, nevertheless believe that the current code requires them to reject all
provisional ballots cast in the wrong precinct — even when the cause is poll worker error.”"
After reviewing complaints filed by voters in November 2008 and research into provisional
balloting in previous elections, advocates believe that thousands of disqualified provisional
ballots fall into this category.”"”

Election officials, academics and advocates offered several different suggestions for
reforming the wrong precinct rule and/or clarifying how that rule interacts with poll
workers’ duty to direct voters to the correct polling place.

Repeal the wrong precinct rule. Election officials we interviewed supported the legislative
removal of the wrong precinct rule.”” Fifteen states count provisional ballots cast outside a
voter’s home precinct.””’ That is, they count votes on those ballots for contests in which the
voter was eligible to participate. All the advocates and academics and some of the election
officials we interviewed support Ohio’s adoption of rules that would count such provisional

222
votes.

Change the wrong precinct rule to a wrong polling place rule. One election official
suggested that a compromise position would be to mandate counting all provisional ballots
cast in the correct polling place, whether or not they were at the assigned precinct table or
on the assigned precinct ballot style.”” This is the policy followed in Missouri.

Adopt an explicit policy that ballots cast in the wrong precinct due to poll worker
error should be counted. Advocates, academics and some election officials agreed that if
the wrong precinct rule remained in force, provisional ballots should be counted if they were

217 Donita Judge Interview, supra note 126; Eben “Sandy McNair Interview, s#pra note 123. OHIO REV. CODE §
3505.181(C)(1) provides that if a poll worker determines that a voter is not eligible to vote at the polling place
where the voter appeated, the poll worker “shall direct the individual to the polling place for the jurisdiction in
which the individual appears to be eligible to vote.” In Northeast Ohio Homeless Coalition, the court ruled
that “no provisional ballot cast by an eligible elector should be rejected because of a poll worker’s failure to
comply with duties mandated by Ohio Rev. Code § 3505.181, which governs the procedure for casting a
provisional ballot.” It is unclear, however, whether the court intended this ruling to extend to provisional
ballots cast in the wrong precinct due to poll worker error — or what the standard of proof might be for
determining whether poll worker error was at fault. An earlier order in the same case had adopted and annexed
a directive by Secretary Brunner providing that “a board of elections shall neither open nor count the
provisional ballot” if the voter “is not eligible to cast a ballot in the precinct or for the election in which the
individual cast the provisional ballot.” The court’s ruling that no ballot should be rejected due to poll worker
error refers to that earlier order but does not discuss how, or whether, it is affected by the new order
forbidding disqualification due to poll worker error;
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218 Timothy Burke Interview, s#pra note 122; Dale Fellows Interview, supra note 67; Steven Harsman Interview,
supra note 136.

219 Donita Judge Interview, supra note 126.
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cast in the wrong precinct because poll workers failed to issue the proper instructions.”” (In
the view of one election official and some advocates, this is the rule already imposed by the
complete Ohio election code and the Homeless Coalition court order.”) Some interviewees
took the view that since voters do not choose where to vote, but, in fact, vote where poll
workers send them, much, if not most, wrong precinct voting was the result of poll worker
error.”” As Steven Harsman explained, an eligible voter could do everything he is asked to
do on Election Day, and still end up having his provisional ballot disqualified.”” One
advocacy group therefore proposed that in the absence of evidence that a voter was directed
to the correct polling place and refused to go, provisional ballots cast in the wrong precinct

should be presumed to be the result of poll worker error, and counted.””

Document poll workers’ fulfillment of the duty to direct voters to the correct voting
location. 1f the wrong precinct rule remains in force, some interviewees supported adding a
line or box to the provisional ballot envelope that would reflect the proper precinct, and
whether the voter was directed to the correct voting location for that precinct.”” The space
would be filled in by the poll worker and signed by the voter, indicating that the poll worker
directed the voter to the precinct the worker determined was the voter’s assigned voting
location, and whether the voter refused to go. If the envelope indicates that the poll worker
directed the voter to the right location and that the voter refused to go, the ballot should be
disqualified. But if the envelope indicates that the poll worker directed the voter to the
wrong location, or if the field is left blank, the ballot should count even if it was cast in the
wrong location or cast on the wrong precinct’s ballot style.””

Improve poll worker training and the administration of provisional balloting on
Election Day. Advocates recommend that boards instruct poll workers that if a voter’s
name is not on the rolls, the wotker contact the local board, where officials can check to see
whether the voter is in the correct polling location. At least one election official, however,
believes this is not practicable.z”’2 Under the current election code, poll workers should have

224 Donita Judge Interview, supra note 126, Norman Robbins Interview, supra note 17, Peg Rosenfeld Interview,
supra note 22; Betty McGary, supra note 137; Timothy Burke Interview, supra note 122.
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counting provisional votes cast in the wrong polling place. See Hawkins v. Blunt, No. 04-4177-CV-C-RED
(W.D. Mo. Oct 12, 2004) (unpublished).

229 Donita Judge Interview, supra note 126. Eben “Sandy” McNair Interview, su#pra note 123; Peg Rosenfeld
Interview, supra note 22; Timothy Burke Interview, supra note 122; Steven Harsman Interview, supra note 136;
Norman Robbins Interview, s#pra note 17.

230 Donita Judge Interview, supra note 126; Timothy Burke, Member of the Hamilton County Board of
Elections agrees that this made sense. Timothy Burke Interview, s#pra note 122. Dale Fellows, Member of
Lake County Board of Elections suggested that rather than changing the ballot envelope, which is mostly filled
out by the voter, that poll workers affix a separate sticker to the envelope with this information. Dale Fellows
Interview, supra note 67.

231 ADVANCEMENT PROJECT REPORT, supra note 148.

232 Matthew Damschroder E-mail, supra note 39.
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the ability to check for the voter’s assigned precinct,”” preferably with a computer or
handheld device that has access to statewide information.”* One advocate pointed out that
such a procedure is important even in the absence of a wrong precinct rule, and will in any
case reduce reliance on provisional ballots, because most voters would then be able to cast
regular ballots at their assigned polling place.” At least one local election board has put into
practice increased training and election-day resources to assist and encourage poll workers to
correctly direct voters to their assigned precinct voting locations.” This practice is discussed
in greater detail on pp ____ in the Poll Worker Recruitment and Training section.

C. Topics for Additional Research

Interviewees identified a range of subjects that they thought should be researched in order to
support effective and equitable policy decisions regarding provisional balloting and ID
requirements.

Investigate the reasons provisional ballots are cast. Interviewees thought it would be
useful to know more about why provisional ballots are used. In particular, they emphasized a
need to investigate the extent to which the new documentary ID requirement forced
otherwise eligible voters to cast provisional ballots and what percentage of provisional
ballots were cast because voters had moved.”’

Investigate the reasons provisional ballots are rejected. Likewise, interviewees thought
it would be beneficial to learn counties’ reasons for rejecting provisional ballots, including
how identification requirements interact with other reasons for disqualifying provisional
votes. Another specific question is what proportion of ballots rejected as cast in the wrong
precinct were cast by voters in their correct polling place.”

Conduct reviews to find out why provisional voting rates are so different in different
parts of the state. Advocates suggested looking more deeply into the provisional ballot
results and procedures in Ohio counties at the extreme ends of provisional ballot use and
counting. Several academics emphasized that in order to figure out how to reduce the use of
provisional ballots, it is necessary to understand what triggers that use in the jurisdictions
where it is most extreme.”” Professor David Kimball pointed out that a strong predictor of
a county’s high rate of provisional voting in 2006 or 2008 was its high rate of provisional
voting in 2004.”* He suggested that counties and precincts with particularly high provisional
ballot rates should be studied in order to determine what was causing the high rates. Studies
should aim to determine to what extent variations are the product of the statutory

233 See OHIO REV. CODE ANN. § 3505.181C(1).

234 Donita Judge Interview, supra note 12656.

235 [

236 Betty McGary Interview, supra note 137.

237 ADVANCEMENT PROJECT REPORT, s#pra note 148; Daniel Tokaji Interview, s#pra note 91; Edward Foley
Remarks, supra note 121.

238 Donita Judge Interview, supra note 126.

239 David Kimball Interview, s#pra note 138.
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provisional balloting scheme’s interaction with different populations of voters and the role
of local administrative practices, if any.

Study the demographic, social and economic correlates with provisional ballot rates.
Interviewees also recommended studying the relationships between provisional voting rates
and counting in different locations and demographic, social and economic variables, such as
race, income, population density, and population mobility. **

Study all of the above in at least some locations at the precinct or zip code level.
Academics and advocates urged that to uncover relationships between provisional balloting
and different social variables, it was necessary to investigate their correlation at a more local
level rather than only county by county.

Study the effects of voter ID requirements on different groups. Advocates and
academics thought it would be useful to study the impact the new voter ID law has on
voters generally, and the differential impact, if any, on different social, economic, racial, and
age groups. Though there has been some research on voters’ reactions to ID requirements,
academics say that not enough is known about this issue and more investigation is needed in
order to determine the effects of Ohio’s current ID requirements.”” Academics suggested
conducting surveys of poll workers and registered voters after an election, combined with an
analysis of provisional ballots to determine to whether the new ID law is preventing voting
via regular ballot, and if so, what aspects of the law are the cause. What are poll workers’
understandings of the ID requirements? How many provisional ballots were provided
because voters did not have the requisite ID? How many voters were turned away for lack
of ID? How many did not go to the polls because they did not have — or did not believe
they had — the proper ID?

241 David Kimball Interview, s#pra note 138; Donita Judge Interview, supra note 126; Norman Robbins
Interview, supra note 17 ; Matthew Damschroder E-mail, supra note 39.
242 Daniel Tokaji Interview, supra note 91.
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IV.  Early In-Person and Mail-In Absentee Voting

Few areas of election administration have seen bigger changes in Ohio over the last few
years than absentee voting, and few changes have had a bigger impact on the entire electoral
process. The recent changes to Ohio’s absentee voting laws are generally seen in a positive
light, by both voting rights advocates and election officials. Most importantly, many credit
the expansion of absentee voting with keeping Ohio generally free of long lines at the polls
on Election Day in 2008 with the expansion of absentee voting.

A. Background

The number of absentee ballots cast in Ohio during federal election years rose from under
350,000 in 2000 to more than 1.7 million in 2008.** In 2008, the number of absentee ballots
cast was nearly 3 times the number of absentee ballots cast in 2004.”** Ohio ranks 25th in
the country in the rate of in-person absentee voting. It experienced the fifth highest growth
rate in in-person absentee voting, compared to the percentage of eatly voters in 2004.”*

1 The Current Law

In 2005 the Ohio legislature amended the State’s absentee voting law to allow any voter to
cast an absentee ballot without providing a reason or excuse for doing so.”** In addition to
expanding “vote by mail” to all Ohioans who choose it, this change, in effect, dramatically
expanded pre-Election Day, in-person voting. The result is somewhat similar to what other
states call “early voting,” because Ohio’s absentee voting law has long included an in-person
provision that allows voters to cast their absentee ballots at county election offices up to 35
days before general election and 25 days before a presidential primary election, “or as many
days as reasonably possible for special elections held on days other than the general election
and primary.”*"’

2. Consensus on Need for Refining Law

While neatly everyone we interviewed had positive things to say about the expansion of
voting in Ohio, most also felt that the last few elections raised serious questions about some
aspects of absentee voting as currently constituted. Both advocates and election officials
argued that further changes to Ohio’s laws and practices in this area were necessary. In
particular, interviewees raised the following concerns:

243 Ohio Sec’y of the State’s Office, Data of Absentee Ballots Cast and Counted 2000-2008 (on file with the
Brennan Center) (annexed as Appendix 26).

244 The number of absentee ballots in odd years also increased over the past decade, though at not quite as
dramatic a rate. Not surprisingly, the number of absentee ballots cast in odd years is significantly lower than
federal election year numbers; in 2007, the number of absentee ballots cast barely topped 250,000.

245> Michael McDonald, United States Election Project, 2008 Early Voting Statistics,
http://elections.gmu.edu/eatly_vote_2008. html.

246 Mark Niquette, Primary 1 oting Begins Tuesday; Relaxed Absentee Ballot Rules Will Be Put to Test, COLUMBUS
DISPATCH, Mat. 27, 20006, at 1C.

247 OHIO REV. CODE ANN. § 3509.01 -.02 (West 2009)
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e For in-person absentee voting, long lines in 2008, particularly in large counties like
Franklin and Cuyahoga;

e For mail-in absentee voting, the relatively high number of ballots and votes not
counted;

e For all absentee voting, the long lead time (35 days) prior to the Election Days;

e TFor all absentee voting, the security and the integrity of elections.

B. Issues to Address

In-person absentee voting and mail-in absentee voting are covered by the same sections of
the Ohio election code.”® Because they present such different challenges, interviewees
generally discussed them separately, as we do below.

1 Early In-Person Absentee Voting
Long Lines for In-Person Absentee Voting

Elections officials, advocates and academics praised the creation of what is, in effect, in-
person absentee voting at one location in every county in Ohio.””’ They pointed to the large
numbers of Ohio voters who voted absentee in-person as proof of its appeal, and they noted
its advantages over mail-in absentee voting; in particular, they pointed out that a larger
percentage of in-person voters who voted in-person would ultimately have their votes
counted (the reasons for this are discussed below, in Maz/-In Absentee 1 oting at p.52).

However, supporters of in-person absentee voting noted that there were very long lines in
most large counties during the absentee voting period, forcing some people who chose to
vote early to wait many hours to cast a ballot.” Some proponents of in-person absentee
voting argued that the solution to long lines during the absentee voting period was to expand
the number of in-person absentee voting sites, at least in large counties.” This would
require a change to Ohio’s current law.”

While in-person absentee voting received support from most interviewees, some advocates
and election officials pointed to a number of potential problems associated with increasing
the number of in-person absentee voting sites. The most common concern was how to
choose additional polling sites fairly, and how the counties and states could avoid political

248 OHIO REV. CODE ANN. § 3509.01-.09 (West 2009).

249 See, e.g., remarks of Dan Tokaji, Associate Director of Election Law at Moritz College of Law at Ohio
Elections Summit (Dec 2, 2008), video available at

http:/ /www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t.; Remarks of Greg Moore, Executive Director of the Nat’l Voter Fund
of the NAACP at Ohio Elections Summit (Dec 2, 2008) video available at
http://www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&eclear_media_archive_search=t.; Catherine Turcer Interview, s#pra note 22; Matthew Damschroder
Interview, supra note 15.

250 Niquette, supra note 4.

251 Norman Robbins E-mail, supra note 16; Candice Hoke Email, s#pra note 15.

252 Ohio law permits only one site to be established on any day on which an elector may vote in person at the
board office. OHIO REV. CODE ANN. § 3501.11(Z) (West 2009).
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and partisan manipulation of that selection process. Those concerned about this pointed out
that in certain states, like Texas or Indiana, the process for selecting early voting sites has led
to charges of favoritism and litigation.” Others responded that the current process was
already unfair to voters in large counties, who were forced to wait in line for several hours
during the in-person absentee voting process, while those in smaller counties did not.”*

In addition to the questions about placement of in-person absentee voting sites, some
officials raised concerns about the potential costs associated with expanding the number of
eatly voting sites.”” The Director of one County Board of Elections noted that in-person
absentee voting was extremely expensive for her county.” Requiring the county to expand
to three or four in-person absentee voting sites could triple or quadruple those costs, and
she did not believe it would substantially reduce the lines associated with in-person absentee
voting.”” One county commissioner expressed the opinion that early absentee voting could
be cost effective 7fit led to reduced costs on Election Day — something that he felt had yet to
take place.”

The cost challenge appears to be in two categories: direct costs and opportunity costs. The
most significant of the direct costs of in-person absentee voting is for personnel. The
personnel employed during in-person absentee voting are not subject to the per diem cap
established by State law for compensating poll workers and must be paid at least the
minimum wage. Instead of working just one day, these workers may be employed for the
tull 35 day period during which in-person absentee voting is available. In Franklin County,
compensation for officials operating the in-person absentee voting location at the Franklin
County Veterans Memorial topped $142,000 to service approximately 55,000 in-person
absentee voters.” Most counties relied on their existing full and regular season staff to
administer in-person absentee voting, resulting in opportunity costs of lost productivity for
these individuals on the other tasks of administering the election. These other tasks either
received less attention than was planned, or required other staff to work additional hours. >

Interviewees offered several suggestions for reducing the long lines during the in-person
absentee voting period. Most noted that the demand for in-person absentee voting would
probably not equal 2008 until the next presidential election, though some argued that the

253 Peg Rosenfeld Interview, s#pra note 22; Matthew Damschroder Interview, supra note 15; Jane Platten
Interview, supra note 15; Information collected by the Early Voting Information Center indicates that there is
no standardized procedure by which satellite centers are established. Some states leave this choice up to local
election officials or boards, while others place either ceilings (e.g. Kansas) or floors (e.g. Texas) based on
population. Details of the Early Voting Information Center’s findings regarding state practices in this area are
annexed to this report as Appendix 27.

254 Daniel Tokaji Remarks, s#pra note 249.

25 Jane Platten Interview, supra note 15; Telephone Interview with Dan Troy, past President, County
Commissioners’ Association of Ohio (Jan. 8, 2009).

256 Jane Platten Interview, supra note 15.

257 Id.

258 Dan Troy, past President, County Commissioners’ Association of Ohio, Remarks at the Ohio Elections
Summit (Dec. 2, 2008) video available at

http:/ /www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t.

259 Matthew Damschroder E-mail, supra note 39.
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2010 general election might generate heavy in-person absentee voting, particularly if one of
the statewide contests was perceived as being close.”!

Expanding In-Person Absentee Voting

Interviewees who supported the expansion of in-person absentee voting offered a number
of suggestions for tackling the challenges associated with doing so.

Determining the number of in-person absentee voting sites in each county. Some
advocates of increased numbers of in-person absente evoting sites agreed that it was not
necessary to require a larger number of absentee voting sites in every county.”” Several
smaller counties reported that they did not have long lines during the absentee voting
period.”” Jonah Goldman of the Lawyers’ Committee for Civil Rights Under Law noted,
however, that the length of lines might not be the only way to judge whether there should be
additional in-person absentee voting sites. He also pointed out that in some counties, some
voters may not be able to take advantage of in-person absentee voting because they cannot
travel to the county boards of elections or because the hours of voting are insufficient.””*
Professor Paul Gronke, Director of the Early Voting Information Center at Reed College,
noted that the state could come up with a formula for determining the number of early
voting sites required in each county: for instance, requiring one in-person absentee voting
site for every X number of registered voters or Y number of precincts, as is done in some

states.”®

Placement of early voting sites. Professor Gronke noted that among the states that allow
in-person absentee voting, there are no consistent rules regarding the number or placement
of absentee voting stations.”® A number of states currently restrict these facilities to county
elections offices, while others provide for satellite locations in other governmental offices
(most commonly, public libraries). A small number of states provide for other satellite
locations.”” While many states leave the decision of placement of absentee voting sites to
local election officials, several interviewees worried about how such a process might work in
Ohio.*”® They noted that with county boards evenly divided by political parties, disputes
between the parties would ultimately be decided by the Secretary of State, and that in such
instances, the decisions about where to place absentee voting sites could easily be perceived
as politically motivated.”” Some states provide that counties should make these decisions,

261 Jane Platten Interview, supra note 15; Paul Gronke Intetview, s#pra note 35.

262 Norman Robbins E-mail, s#pra note 16; Candice Hoke Email, s#pra note 15.

263 Telephone Interview with Wayne Olsson, Director, Defiance County Board of Elections (Feb. 10, 2009);
Telephone Interview with Kim Rudd, Deputy Director, Crawford Board of Elections (Feb. 10, 2009).

264 Jonah Goldman E-mail, supra note 61.

265 Paul Gronke Interview, supra note 35.

266 [

267 Collectively, certain counties in eighteen states (AK, AZ, AR, CA, CO, FL, GA, HI, ID, IL, IN, IA, KS§,
NV, NM, NC, ND, UT, WY) establish eatly in-person voting locations at their city halls and county
courthouses, administration buildings, senior citizen and community centers, family care and medical centers,
schools, municipal airports and shopping malls.

268 Peg Rosenfeld Interview, s#pra note 22, Paul Gronke Interview, supra note 35, Matthew Damschroder
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but allow for an appeal process in the case of disagreernents.270 Other states have addressed

this problem by requiring a unanimous or majority vote rule for placement of absentee
voting sites.””" At least two interviewees suggested the development of a formula that would
help determine locations based on population density (for instance, requiring that no center
could be more than X miles for a center of population with y density or above).””” No
matter who decides where such early voting sites might be placed, there could well be Voting
Rights Act limitations on the placement of eatrly vote centers, particularly if African
American communities were disproportionately left without a center.””

Expansion of a single early voting site. To avoid the potential problems associated with
choosing additional absentee voting sites, but to provide relief to large counties, one
academic suggested expanding existing sites to include more machines and poll workers to
accommodate a larger number of voters.””* Some election officials, such as Jane Platten in
Cuyahoga County, did not believe this would alleviate the problem of long lines in big
counties. She noted that during absentee voting, Cuyahoga operated at maximum capacity at
the county elections office. She did not believe given the physical constraints of the building
that it would be possible to increase the number of machines in use or voters being
processed per hour (which she estimated peaked at close to 600 voters per hour).””

Addressing the Cost of In-Person Absentee Voting Expansion

A number of officials expressed concerns about the potential cost of expanding in-person
absentee voting. They noted that running in-person absentee voting sites requires more
staffing, voting locations, materials and coordination at the same time they are preparing for
Election Day. In light of tightening county election budgets, they offered some suggestions
for reducing costs.

Expand vote by mail. At least one official hoped to decrease the demand for in-person
eatly voting by increasing participation in mail-in absentee voting.””® Suggestions for
expanding mail-in absentee voting are discussed in detail at p.57 below. Also discussed in
that section are objections by some advocates and academics to expanding vote by mail at
the expense of in-person voting,.

Reduce the number of Election Day polling places. At the Election Summit, Dan Troy,
past president of the County Commissioners’ Association of Ohio, among others, suggested
that the cost of increased sites for in-person absentee voting could be offset by a decrease in
the number of polling sites on Election Day. In fact, Cuyahoga County is currently in the
process of reducing the number of precincts in the county from 1436 to 1100.””" Voting
rights advocates and academics, while not opposed to studying the issue of decreasing the
number of polling sites or moving to Election Day “vote centers,” expressed skepticism

270 See, e.g., NORTH CAROLINA NC 163-227-2.

271 Chart provided by Eatly Voting Information Center attached as Appendix 27.
272 Paul Gronke Interview, s#pra note 35; Justin Levitt E-mail, s#pra note 42.

273 Justin Levitt E-mail, supra note 42.

274 Paul Gronke Interview, s#pra note 35.

275 Jane Platten Interview, supra note 15.

276 [

217 [

46 Ohio Elections Summit
Lawrence Norden, Chair



about such proposals and cautioned that any such moves should occur only after extensive
study and small-scale experimentation in off-year elections. In particular, they expressed
concerns that decreasing the number of polling sites on Election Day could lead to extreme
hardship and possible disenfranchisement of disabled and elderly voters, as well as those
without their own cars, particularly if this meant that such voters had to travel further to
vote.”® Professor Paul Gronke noted that focusing on the creation of early voting centers
with better accessibility could actually make it easier for elderly, disabled and handicapped

voters to vote.””

Shorten the voting period for in-person absentee voting. A number of advocates and
election officials (including the Secretary of State) have suggested that the in-person absentee
voting period be reduced from 35 days before a general election to somewhere between one
week and 17 days before a general election. This would, of course, eliminate at least two to
three weeks of costs associated with the current in-person absentee voting period. A more
detailed discussion of this suggestion, as well as opposing viewpoints, can be found below in
the section “Length of In-Person Absentee Voting Period.”

Length of In-Person Absentee Voting Period

Some interviewees argued that the current period for in-person absentee voting was
probably too long for reasons other than cost.* They questioned whether voters who cast
ballots so far ahead of Election Day had the opportunity to inform themselves fully about all
of the contests and issues, particularly given the clustering of ads and election guides right
before the election. Would early voters have “buyer’s remorse” weeks later, when the
candidates and initiatives received greater scrutiny?®® A number of interviewees also
acknowledged Republican objections to what is sometimes referred to as the “Golden
Week.” During the first seven days of absentee voting before a general election when the 35-
day in-person absentee voting period overlaps the period before the voter registration
deadline, and in which voters may register and vote on the same day. Some have expressed
concerns that this could lead to voter fraud, because county boards are not able to verify
registration information before allowing newly registered voters to vote using the same
verification methods employed for other new registrants.”* Advocates pointed out that

278 Daniel Tokaji Interview, supra note 91; Telephone interview with Jocelyn Travis, Director, Ohio Votes, (Feb.
17, 2009); Jonah Goldman E-mail, s#pra note 61; Catherine Turcer E-mail, supra note 4; Donita Judge E-mail,
supra note 4.

279 Paul Gronke Interview, s#pra note 35. Professor Edward Foley suggests using public libraries for eatly
voting centers, noting that librarians could be trained in “poll worker” type responsibilities. Edward Foley E-
mail, supra note 150.

280 Dale Fellows, Member, Lake County Board of Elections (Feb. 28, 2009) (on file with the Brennan Center);
Matthew Damschroder E-mail, s#pra note 39.

281 Daniel Tokaji Remarks, s#pra note 249; Steve Hoffman, Editorial Writer for the Akron Beacon Journal,
Remarks at the Ohio Elections Summit (Dec. 2, 2008) video available at
http://www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t.

282 Deroy Murdock, Boon for 1V oter Frand, Bust for Democracy, SEATTLE POST-INTELLIGENCER, Oct. 2, 2008,
available at http:/ / seattlepi.nwsource.com/opinion/381501_murdockonline03.html; Amy Mettick, Obio’s Battle
Over Early Voting, WALL ST. J. Sep 25, 2008, available at http:/ /blogs.wsj.com/washwire/2008,/09/25/ohios-
battle-over-eatly-voting/.
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there was little evidence of fraud during the 2008 Golden Week.” These advocates believed
the overlap between voter registration and the absentee voting period resulted in increased
voter participation and hoped that the state would continue the practice, examining data
from this period (including allegations of voter fraud and the effect on voter turnout) before
considering whether to end the practice.

In fact, relatively few voters registered and/or voted in the first seven days of absentee
voting. There were over 67,000 in-person absentee voters during the Golden Week period,
but only 12,800 voters both registered and cast ballots in that period.”™ This fact cuts both
ways in the debate over Golden Week and the length of time that in-person absentee voting
should be allowed. On the one hand, with so few people both registering and voting during
the Golden Week, that there could not have been the kind of widespread fraud some
forecast in the heat of the 2008 campaign. On the other hand, the small number of Ohio
residents who chose to register and vote during this time raises serious questions about
whether the benefit of an extended in-person absentee voting period is outweighed by its
cost.”™ Tt is notable that in 2008, litigation concerning the overlap week and the validity of
ballots cast during that time was ongoing throughout the week. In future cycles, more voters
might take advantage of registration and voting during this time, if the validity of their votes
was not in question.

The Lawyers’ Committee for Civil Rights Under Law suggested that Ohio adopt a system
similar to what currently exists in North Carolina: shorten the early voting period to two
weeks and end it a day or two before Election Day, but allow people to register when they
show up to vote during the early voting period. Advocates note that in North Carolina this
resulted in a dramatic increase in the number of first-time registrants and voters.”*

Shorten the In-Person Absentee Voting Period. Of the 32 states that currently allow no
excuse in-person absentee voting, 11 states have in-person absentee voting periods of 15
days or less.” Some have proposed shortening Ohio’s early voting period to 15 days.”
Based on data from 2008, this would appear to save county boards money and affect a
relatively small number of voters (Paul Gronke notes that based on the turnout data
currently available, it appears that less than "4 of the ballots received during the early voting

285 Kimball Perry, Only One Voter Fraud Case Found, CINCINNATI ENQUIRER, Jan. 27, 2009, available at
http://news.cincinnati.com/atticle /20090127 /NEWS01/301270059; Stephen Majots, Obio GOP Plays 1 oter
Frand Card, LEGAL TIMES, Oct. 13, 2008, available at http:/ /www.law.com/jsp/atticle.jsprid=1202425227082;
Catherine Turcer Interview, s#pra note 22; Norman Robbins Interview, supra note 17; Greg Moore Remarks,
supra note 249.

284 Ohio Sec’y of the State’s Office, Ohio Absentee Voting Report 2008 (on file with the Brennan Center).

285 [

286 Jonah Goldman E-mail, supra note 61; During North Carolina’s early voting period in the presidential
primary in 2008, over 261,505 people voted in advance of their May 6 primary and almost 9 percent of those
(22,505) took advantage of the opportunity to register at the same time. E-mail from Steve Carbo, Senior
Program Director, Demos (Aug. 14, 2008) (on file with the Brennan Center).

27 AK, AR, CO, FL, CA, ND, UT, OK, KS, HI, GA have in-person early voting periods of 15 days or less.
The Early Voting Information Center provided details of eatly voting practices in each state. They can be
found in Appendix 27 of this report.

288 Professor Foley, for instance, advocates a longer period of time for mail-in voting (perhaps three weeks), but
only one week for well-staffed in person voting. Edward Foley E-mail, supra note 279; Matthew Damschroder
E-mail, supra note 39.
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period were received prior to the final two weeks).”” However, it would eliminate the one

week “overlap” or “Golden Week” period during which voters could register and vote on
the same day. While some Ohioans would see eliminating the overlap period as a benefit,
several academics and advocates are opposed to its elimination, arguing that it increased
participation among groups of voters who traditionally do not vote.

Allow boards of elections to end absentee voting the weekend before Election Day.
Some election officials proposed ending absentee voting the weekend before Election
Day.” They noted the logistical challenges of running early voting at county headquarters
while preparing for Election Day. Among other things, they noted that in-person absentee
voting took away valuable staff for up to fourteen hours a day, when staff were desperately
needed for Election Day set-up and other logistical challenges. Of the 31 states that have in-
person absentee voting, 8 states end the in-person absentee voting period at least two days
before Election Day.”! Some voting rights advocates and academics were opposed to this
proposal, noting that the heaviest days of in-person absentee voter participation during the
absentee voting period were the Saturday, Sunday and Monday before Election Day.”* They
saw ending in-person absentee voting on the Sunday before Election Day as potentially
teasible, however, provided the absentee voting period was sufficiently long and included at
least one weekend.”” The Lawyers’ Committee was not opposed to ending the eatly voting
period eatlier, as long as the state adopted an early voting program that allowed voters to
register during that period, as is done in North Carolina.””

2. Mail-In Absentee Voting

Several advocates and election officials applauded the increased use of mail-in absentee
voting, but here too a number of interviewees had serious concerns. The most common
worry about vote by mail was the relatively high rate of uncounted mail-in votes. In 2008,
statewide, 27,763 mail-in absentee ballots were not counted, and in some counties, motre
than 4% of absentee ballots sent by mail were not counted.” Additionally, there is
substantial evidence to suggest that even when mail-in ballots are counted, they are more
likely to contain mistakes that will render it impossible to count some choices in specific

289 E-mail from Paul Gronke, Director of the Early Voting Information Center at Reed College (Feb. 13, 2009).
290 Jeff Wilkinson Interview, supra note 83; Marilyn Jacobcik Interview, s#pra note 15; Matthew Damschroder
Interview, supra note 15.

PUEL, WV, TX, IL, TN, NC, AR, and LA are the states with laws specifying a set amount of days to end early
voting. While FL ends early voting two days before Election Day, LA ends early voting 7 days prior to Election
Day. Information collected from the National Conference of State Legislatures, Absentee and Early Voting,
http://www.ncsl.org/programs/legismgt/elect/absenteatly.htm (last visited Feb. 18, 2009).

292 Jonah Goldman E-mail, supra note 61; Edward Foley E-mail, supra note 279; Paul Gronke Interview, supra
note 35; Peg Rosenfeld E-mail, s#pra note 16; Telephone Interview with Greg Moore, Executive Director of
the Nat'l Voter Fund of the NAACP (Feb. 26, 2009).
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2% Jonah Goldman E-mail, supra note 61.

295 Data analysis from Norman Robbins, Study Leader of the Greater Cleveland Voter Coalition (on file with
author); Ohio Sec’y of the State’s Office, Absentee and Provisional Ballot Report: November 4, 2008,

http:/ /www.sos.state.oh.us/SOS/ elections/ electResultsMain /2008 ElectionResults /absentProv110408.aspx.
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contests.””®  Academics have argued these higher error rates are due to the fact that these

voters do not have the benefit of using machines that notify them of overvotes or
undervotes, making it more likely these voters will not notice or correct mistakes made in the
process of filling out their ballots.””” In addition, some interviewees pointed to privacy and
security issues associated with expanding vote by mail.**® They also noted other potential
problems if voting by mail in any way replaces in-person or in-precinct voting. Several other
states have experienced big problems with absentee ballot delivery,” and receiving and
sending ballots by mail is going to be particularly difficult for poorer, more transient

Rejected Mail-in Ballots

One of the main criticisms of vote-by-mail has been that every year, a certain number of
voters are disenfranchised because they fail to propetly fill out forms or follow the additional
procedural steps necessary to have their mail-in ballots counted.

Not surprisingly, in general, as absentee voting has increased in Ohio, so too has the number
of mail-in ballots rejected (with a noticeable spike in 2006, when the state moved to “no
fault” absentee voting).

2% Jonathan W. Chipman, Michael C. Herron, and Jeffrey B. Lewis, Residual Votes in the 2008 Minnesota Senate
Race Nov. 15, 2008) (Working papet, available at http:/ /www.dartmouth.edu/~herron/mn.pdf); Stephen
Ansolabehere, Charles Stewart. Residual 1 otes Attributable to Technology J. Pol. 67:2 (2005); Niquette, s#pra note 4.
297 Daniel Tokaji Interview, s#pra note 91; David Kimball Interview, s#pra note 138.

2% Candice Hoke Email, supra note 15; Jocelyn Travis Interview, supra note 278; Justin Levitt E-mail, supra note
42,

299 Justin Levitt E-mail, supra note 42; Marcus K. Gatner, Fulton County: 2,500 absentee votes jeopardiged, THE
ATLANTA JOURNAL-CONSTITUTION, Nov. 14, 2008, at 1C; Ryan Lengrich, .Absentee Ballots mailed to wrong I ee
residences, THE NEWS-PRESS, Jan. 9, 2008, available at http:/ /www.news-

press.com/apps/pbes.dll/article?’ AID=/20080109/NEWS0107/80109033; Heath Haussamen, Dosia Ana
County discusses absentee ballot problems, Heath Haussamen on New Mexico Politics (Nov. 12, 2008, 14:00 MST),
http:/ /haussamen.blogspot.com/2008/11/doa-ana-county-discusses-absentee.html.

300 Jocelyn Travis Interview, supra note 278.
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In 2008, more than 27,000 vote-by-mail absentee ballots were rejected for various technical
reasons, including improperly filled out or unsigned identification envelopes, ballots not
placed in sealed identification envelopes, and ballots received too late.

Election officials, advocates and academics acknowledge that some voter error is inevitable,
and most argue this is a necessary cost for the added convenience provided by mail-in
voting. Nevertheless, they have offered a number of suggestions for decreasing the number
of rejected ballots in the future.

Correction of Errors on Mail-In Ballots

Redesign Absentee Ballot Materials. Election officials, voting rights advocates, and
usability and design experts we interviewed agreed that many of the materials voters received
with their absentee ballots needed to be redesigned and re-worded, and that the current
materials were likely to confuse voters and lead to mistakes that could invalidate their
votes.”!  They pointed to the identification envelope as especially confusing and
recommended working with design and usability groups, as Oregon did, to recreate the
envelope (a copy of Oregon’s envelope is attached as Appendix 29). These interviewees
strongly urged the legislature to amend the current required language for the identification
envelope, arguing that there were too many fields to complete, and that the current language
was complicated and full of technical legal terms.”” They argued that simpler wording and

301 Peg Rosenfeld E-mail, s#pra note 16; Marilyn Jacobcik Interview, supra note 15; E-mail from Dana Chisnell,
Usability and User Research Consultant, UsabilityWorks (Feb. 2, 2009) (on file with the Brennan Center); E-
mail from Josephine Scott, Usability Engineer, Usability Professionals” Association-Michigan (Jan. 30,
2009)(on file with the Brennan Center); E-mail from Whitney Quesenberry, Independent Usability Expert (Jan.
30, 2009)(on file with the Brennan Center).

302 Peg Rosenfeld E-mail, s#pra note 16; E-mail from Dana Chisnell, Usability and User Research Consultant,
UsabilityWorks (Feb. 2, 2009)(on file with author); E-mail from Josephine Scott, Usability Engineer, Usability
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fewer requirements would lead to more voters completing the identification requirements
correctly. A check-off reminder on the ballot envelope (similar to that provided by credit
card companies) might also reduce errors in completion.””

Make it easier to count absentee ballots with technical deficiencies. Some advocates
and election officials praised the Secretary’s Directive 2008-109, which was meant to ensure
that voters were notified of mistakes on their identification envelopes and provided with an
opportunity to correct them.”™ At the same time, a number of election officials and
advocates were critical of the directive, arguing that it actually impaired the ability of officials
to correct mistakes and disenfranchised voters who were unable to appear at county election
offices in person.’” In particular, officials questioned this section of the directive:

Boards should consider using telephone notification [of errors] as a last
resort when all other means of communication have failed, or are
impracticable or impossible . . . Because absentee ballot ID envelopes are
signed by the voter under penalty of election falsification, the notification
must instruct affected voters to physically appear at the office of the board of
elections to correct deficiencies . . . . **

These officials complained that for many absentee voters, showing up at the county board of
elections was impossible (this is why they were voting by mail in the first place). In the past
some boards telephoned the voter, with both a Democrat and Republican election official
on the line and observing while corrections were made, but they were no longer able to do
this under the directive. In a similar complaint, one election official noted that prior to this
directive her county would count absentee ballots that were mailed with the identification
envelope, even if the ballot was not “inside” a sealed identification envelope.””” The solution
offered by some election officials was to provide them with greater flexibility in deciding
how to correct mistakes. The Secretary of State’s office has responded that the directive
echoed the current Ohio law which forbade the counting of such ballots, and required voters
to come into the board of elections to correct their mistakes.””

For the most part, advocates agreed with election officials that it should be easier for
counties to count absentee ballots with technical deficiencies. However, most advocates
and academics we interviewed added that they were in favor of clear and uniform statewide
standards for accepting or rejecting ballots, to ensure equal protection to all voters.””

Professionals’ Association-Michigan (Jan. 30, 2009)(on file with author); E-mail from Whitney Quesenberry,
Independent Usability Expert (Jan. 30, 2009)(on file with author).
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304 See, e.g., Daniel Tokaji, supra note 94.

305 Marilyn Jacobcik Interview, supra note 15; Jeff Wilkinson Interview, s#pra note 83. Peg Rosenfeld said that
although she likes the idea, she does not favor the details of the directive’s implementation. Peg Rosenfeld E-
mail, supra note 16.

306 Ohio Sec’y of State, Directive 2008-109: Notifying Voters of Absentee Ballot ID Envelope Errors (Nov. 3,
2008), available at http:/ /www.sos.state.oh.us/SOS/Upload/elections/ directives /2008 /Dir2008-109.pdf.

307 Jane Platten Interview, s#pra note 15.

308 See E-mail from Bryan Clark, Policy and Planning Coordinator, Ohio Secretary of State (Mar. 3, 2009) (on
file with the Brennan Center); OHIO REV. CODE 3509.05(A).

309 Daniel Tokaji Interview, s#pra note 91; Edward Foley Interview, supra note 138, Peg Rosenfeld E-mail, supra
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Regardless, all parties we interviewed agreed that the best policy was one “which recognizes
that voters will make inadvertent errors and omissions,” and that there should be a “a
routine method, to the extent possible, to contact voters to attempt to correct the deficiency
as quickly as possible, thereby improving the odds that the ballots will count.”"

Reducing Residual Vote Rates on Mail-in Ballots

Because Ohio does not keep separate records of residual vote rates for mail-in ballots, it is
impossible to know if mail-in ballots had higher error rates than ballots cast in person in the
2008 election. However there is reason to believe that Ohioans who voted by mail are more
likely to overvote or inadvertently skip races than were those who voted at polling stations
(where they had the benefit of using machines that would notify them if they made such
mistakes).”' In fact, several studies provide strong evidence that error rates are reduced
when voters are able to use precinct count optical scanners or DREs in the polling place.’"

Interviewees offered the following suggestions for reducing the residual vote rates for mail-
in ballots.

Explore Redesign of Absentee Ballots and Related Materials. A number of
interviewees suggested working with usability and design experts to look at whether to
redesign or reword of ballots, ballot instructions, and other materials sent to voters would
reduce error rates, taking into account that mail-in voters will not have the advantage of
using machines that will notify them of certain errors.

Manual Review of Ballots. Professors Paul Gronke’” and Doug Jones’* noted that in a
number of states with a large percentage of voters voting by mail, inspection teams with
members from different political parties inspect ballots before they are run through
scanners. Inspection teams set aside any ballots that may not be read by the machines
(because they are torn, smudged by postal mishandling, mismarked, contain extraneous
marks, etc.). The teams then review these ballots for voter intent and — when there is

310 Written Statement from Marilyn Jacobcik, Deputy Director, Lorain County Board of Elections 2-3 (on file
with the Brennan Center) and annexed hereto Appendix 30.

311 For instance, an election night tally of votes in Franklin County appeared to show that voters who used
paper ballots (mostly absentee and provisional ballots, for which there was no precinct counter to alert voters
that they had overvoted) were 2/12 times more likely not to have their presidential vote counted as those who
used electronic touch-screens. Officials attributed this to the paper ballot “double bubble,” where voters filled
in the bubble next to a presidential candidate’s name and then wrote in the name on the space reserved for
write-in candidates. These were initially read by machines as overvotes; ultimately they were counted, in
keeping with the state’s policy of determining voter intent. Darrel Rowland, Rejected Ballots Get Sorted Out, THE
COLUMBUS DISPATCH, Dec. 25, 2008, available at

http:/ /www.dispatchpolitics.com/live/content/local_news/stoties/2008/12/26/copy/ GOOFY_VOTES.AR
T_ART_12-26-08_A1_4LCBHS8R.htmlrsid=101. Unfortunately, sometimes design flaws will result in errors
that will make it impossible to determine voter intent (an ovious example is the butterfly ballot in Palm Beach
County in 2000, but there are many others. See generally Betzer Ballots.

312 Stephen Ansolabehere & Charles Stewart 111, s#pra note 296; David Kimball & Martha Kropf, Early and
Absentee 1 oting and Unrecorded 1V otes in the 2002 Midterm Election (paper presented at the Annual Meeting of the
Midwest Political Science Association, 2004), available at http:/ /www.umsl.edu/~kimballd/mpsa04kk.pdf.

313 Paul Gronke Interview, supra note 35.

314 E-mail from Doug Jones, Professor, University of Iowa (Feb. 10, 2009) (on file with the Brennan Center).
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agreement on voter intent — counts them separately or duplicate them. Details of how this
process works in Oregon can be found in Oregon’s “Vote By Mail Manual,” the relevant
pages of which are annexed to this report as Appendix 31.

Expanding Mail-In Absentee Voting

Some interviewees expressed hope that the state would expand mail-in voting even
further.”” Their reasons for supporting such an expansion ranged from its perceived
reduction in administrative costs to general support for any change that will make it easier
for voters to vote. However, others who raised concerns about mail-in voting — noting the
higher rate of rejected ballots, residual votes and security issues — and expressed caution
about, if not opposition to, to these proposals. In particular, they argued further work and
study are needed to be done to reduce voter error and increase security before expanding
mail-in voting even further. Several advocates and academics also raised concerns about
whether expanding mail-in voting would lead to the elimination of some or all in-person
voting.”® They noted several ways moving to all vote by mail that could disproportionately
affect poor voters, including problems with  mail service in some impoverished
neighborhoods and the fact that voters in some Ohio counties currently must pay to have
their applications and ballots mailed to county boards, while in other counties, all absentee
activity is postage pre-paid. They also pointed to a study that suggested poor and minority
voters are (relatively) negatively affected by a move to all mail-in voting.’"’

Various suggestions offered by interviewees for expanding mail-in voting are listed below.

Permit voters to apply once for “permanent” mail-in voting status. Some advocates
and election officials in favor of expanding mail-in voting proposed that the state eliminate
the requirement for voters to apply for mail-in absentee votes before every election. This
would save counties the administrative cost of processing such forms every election.’
Advocates and academics who raised concerns about mail-in voting wanted further research
done to determine whether and how the state could reduce voter error, increase security and
ensure greater participation by all groups before taking this step.

Move to vote by mail for special elections. One participant at the Elections Summit
suggested holding all special elections by mail.”"” Again, advocates and academics who raised
concerns about mail-in voting were cautious about such a move, arguing that it should first

315 Jane Platten Interview, supra note 15; Peg Rosenfeld E-mail, supra note 22.

316 Daniel Tokaji Remartks, supra note 249; Jocelyn Travis Interview, supra note 278; Donita Judge E-mail, supra
note 4.

317 PROJECT VOTE, YOUR BALLOT’S IN THE MAIL: VOTE BY MAIL AND ABSENTEE VOTING 6-7 (July 9, 2007),
available at http:/ /projectvote.org/ fileadmin/ProjectVote/Policy_Briefs/PB13-Vote_by_Mail.pdf [hereinafter
Project Vote Repord].

318 Peg Rosenfeld Interview, supra note 22; Jane Platten Interview, supra note 15.

319 Remarks of David Farrell, Deputy Assistant Secretary of State, Ohio Secretary of State’s Office, at Ohio
Elections Summit (Dec. 2, 2008), video available at

http:/ /www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t.
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be tried in just one or two such elections, in specific locations, and the results of such efforts
carefully scrutinized.”

Provide state funding to send an absentee application to every qualified registered
voter in every county for every election, with all expenses paid by the state. One
advocate who favored the expansion of absentee voting felt the state should encourage the
practice by paying the counties to send absentee applications to voters before every
election.”™  Another advocate noted that Cuyahoga County did this efficiently in 2008 by
making the absentee application part of the required 60 day notice of election send to all
registered voters.’”

Provide state funding for postage for all absentee ballots, both to and from the voter.
Some advocates have noted that, particularly if the state moves to all vote by mail for certain
elections, or if Election Day polling places are eliminated to reduce costs, requiring voters to
pay to mail in their ballots could raise equity issues. They hoped that the state would pay the
postage for all absentee ballots.”

Developing Best Practices for Vote By Mail Security

While there is little substantiated evidence of voter fraud in the United States,” where fraud
has occurred, it has most often takes place through absentee ballots.” Advocates and
security experts have expressed concerns about the long period of time that absentee ballots
remain at the elections offices, fearing that error or fraud over this period of time could lead
to lost votes or corrupted vote tallies.”” They called for consistent and transparent chain of
custody procedures to ensure the integrity of mail-in ballots.

County election officials we interviewed expressed confidence in the procedures they have
adopted to store and count absentee ballots. Nevertheless, most supported advocates’ call

320 Project Vote Report, supra note 317; Daniel Tokaji Remarks, supra note 249; Jocelyn Travis Interview, supra
note 278.

321 Peg Rosenfeld E-mail, supra note 78.

322 Norman Robbins Email, s#pra note 4; Jocelyn Travis Interview, supra note 278. The 60 day notice of
election requirement expired after the 2008 general election.

323 Peg Rosenfeld E-mail, supra note 78; Jocelyn Travis Interview, supra note 278; Catherine Turcer E-mail, supra
note 4; Sibley Arnebeck Email, s#pra note 4.

324 JOB SEREBROV AND TOVA WANG, VOTING FRAUD AND VOTER INTIMIDATION: REPORT TO THE U.S.
ELECTION ASSISTANCE COMMISSION (2007), available at
http://graphics8.nytimes.com/packages/pdf/national /2007041 1voters_draft_report.pdf; MICHAEL ALVAREZ
& THAD E. HALL, POINT, CLICK AND VOTE: THE FUTURE OF INTERNET VOTING 90 (Brookings Institution
Press, 2004); Justin Levitt, THE BRENNAN CTR. FOR JUSTICE AT NYU SCHOOL OF LAW, THE TRUTH ABOUT
VOTER FRAUD (2007), available at http:/ /www.brennancenter.org/content/ resource/ truthaboutvoterfraud/.
325 §ee JOHN FUND, STEALING ELECTIONS: HOW VOTER FRAUD THREATENS OUR DEMOCRACY (Encounter
Books, 2004); Mireya Navarro, Fraud Ruling Invalidates Miami Mayoral Election, N.Y. Times, Mar. 5, 1998, at A1;
See NATHAN CEMENSKA, KEY QUESTIONS FOR KEY STATES- FLORIDA, ELECTION LAW AT MORITZ COLLEGE
OF LAW 11 (Jun. 20, 2008), available at http:/ /motitzlaw.osu.edu/electionlaw/docs/50Q_for_FL.pdf ; See
NATHAN CEMENSKA, KEY QUESTIONS FOR KEY STATES- PENNSYLVANIA, ELECTION LAW AT MORITZ
COLLEGE OF LAW 8 (Jun. 20, 2008), available at http:/ /motitzlaw.osu.edu/electionlaw/docs/50Q_for_PA.pdf
326 Paul Gronke Interview, supra note 35; Candice Hoke Email, supra note 15; See also Joaquin G. Avila, The
Washington 2004 Gubernatorial Election Crisis: The Necessity of Restoring Public Confidence in the Electoral Process, 29
SEATTLE U. L. REV. 313 (2005).
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for the Secretary of State to develop “best security practices” for absentee ballots, which
they could then adapt to their particular systems.” The State of Oregon, which conducted
its first elections by mail almost thirty years ago, and has developed its chain of custody and
security measures over that time, is often held up as a model for vote by mail security and
privacy practices. A copy of the relevant sections of the State’s most recent “Vote By Mail
Manual” are annexed to this report as Appendix 31.

C. Topics for Additional Research
Interviewees identified a number of areas where additional data would be helpful.

Require reporting of statistics for vote by mail and in-person early votes separately.
The extensive use of mail-in voting is a relatively new phenomenon in Ohio, and several
advocates and election officials would like to see it expanded. But academics and advocates
have many reservations about mail-in voting. To address these reservations, most advocates
and academics agree that it would be helpful to have more data about mail-in votes: in
particular, who is voting, how often are these voters overvoting or undervoting, how often
their ballots are rejected altogether and what the reasons for these rejections are. To answer
these questions, it would be very helpful to academics and advocates if the state and/or
counties reported precinct-by-precinct vote totals with Election Day and absentee ballots
categorized separately. This would be a departure for many counties that presently county
absentee ballots as a single precinct.

The state should consider capturing and reporting the “in person” early votes separate from
“by mail” votes, even if these ballots are both deemed “absentee.” This allows careful
monitoring of whether different balloting methods, styles, and the like may help or hinder
the franchise, and whether these methods operate differently in different parts of Ohio and
for different segments of the populace.

The date that the mail-in and in-person ballot was cast (or more accurately, processed by the
elections office) should be collected as part of the voter history file. This information allows
elections officials to identify when and where surges in voter turnout will occur, thus helping
them more efficiently manage their staff and material. Also, this information can help the
state determine whether a potentially shorter early voting period will disenfranchise some
voters. Finally, a laudatory side benefit suggested by some is that capturing this information
will result in lower cost political campaigns, since it allows targeted voter mobilization efforts
depending on when citizens commonly cast their ballots.”

Study the Impact of Alternative Voting Systems on Voter Error

Many past studies have shown that the residual voting rate (under and overvotes) are higher
for absentee balloting systems. If Ohioans continue to opt for no-excuse absentee balloting,
there is a real possibility that residual vote rates will increase. The state should consider
studying the impact of past changes in the Ohio election system on residual voting rates, and
whether these rates are higher in some regions and precincts than in others. The state

327 Marilyn Jacobcik Interview, supra note 15; Jane Platten Interview, supra note 15; Michael Stinziano Interview,
supra note 17.
328 E-mail from Paul Gronke, Director of the Early Voting Information Center at Reed College (Mar. 2, 2009).
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should also examine whether new ballot design issues are raised by no-excuse absentee
balloting, and whether new designs can reduce voter error.

Study the Impact of No-Excuse Absentee Balloting on Turnout

Most studies have shown that early voting has a small impact on voter turnout, but virtually
none of these studies have examined the impact of these new modes on state and local
elections, where many academics suggest the largest impact will be.” The state could collect
and make data available on turnout in local contests so that scholars can understand this
important issue,.

Study Ballot Integrity and Security Issues

Opponents to early voting raise two integrity issues related to mail-in ballots. First, they are
concerned about relying on the US Postal Service to handle ballots, both to deliver them to
the voter, and to return them to the county office on a timely basis. Second, opponents raise
issues of ballot security and fraud, since voters do not have to appear in front of a
government official. The state should consider studying both these issues.

Study Effectiveness of Mail Delivery to Rural Areas and Dense Urban Localities

Professor Paul Gronke suggests that the state needs to examine its own statewide voter
registration file to assure that all addresses meet USPS standards. Previous analyses of
statewide files have shown that errors such as missing apartment numbers or incomplete zip
codes can disenfranchise by-mail voters, and can do so unequally across income and racial
groups.” Professor Gronke suggests that the state should also examine the condition of
postal delivery services across the state, paying particularly close attention to rural areas and

dense urban localities.
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V. Poll Worker Recruitment and Training
A. Background

Despite all the attention and resources devoted lately to various aspects of the American
electoral process, poll workers remain largely outside the spotlight. Across the country states
have spent large sums on new voting technologies, and have substantially revised their
election laws and procedures, but poll worker training and compensation has changed very
little. Numerous academic studies have compared the performance of different voting
technologies, but little is known about the effects of different kinds of poll worker training
and supervision. What has been shown, is that experiences with poll workers affect voters’
confidence not only that their own votes will be counted, but in the integrity of the election
overall.””! Regarding the importance of training, surveys of poll workers and voters in Ohio
show that voters’ ratings of poll workers’ performance improve with poll workers’
satisfaction with the training they received.”” Additional training improves both poll worker
confidence and voters’ perceptions of poll workers” competence.”. Election officials agree
that poll workers are key. As Dale Fellows, Lake County Board of Elections member,
expressed it, a poll worker is the “face of the organization.””**

Ohio has been ahead of the curve in recognizing the importance of poll workers’ job and
training, in part because of the extraordinary challenges Ohio poll workers have faced in
recent elections. Poll worker training requirements vary nationwide. In some states no
training is legally mandated; in others the law requires training before each election. In Ohio
poll workers must be trained, using both the Secretary of State’s materials and the county
board’s supplements. All poll workers must be retrained at least once every three years; and
presiding judges must be reinstructed every other year.” Voting technology has changed,
and so has election law — multiple times — so that even veteran poll workers recently have
had to learn election procedures and standards from the ground up. As one election official
remarked, in the past four years poll workers have not had the same training twice.”
Moreover, many aspects of voting in Ohio have grown more complex — including the
expanded provisional balloting process and the introduction of voter ID laws.

Ohio election officials realized that the many recent changes to Ohio’s changing election
practices, and their increased complexity, make poll worker recruitment and training both
more important and more difficult. Election boards responded in 2008 by evaluating and

31 Telephone Interview with J. Quin Monson, Assistant Professor of Political Science, Brigham Young
University (Feb. 11, 2009) [hereinafter J. Ouin Monson Interview]; see also Thad E. Hall, J. Quin Monson & Kelly
D. Patterson, The Human Dimension of Elections: How Poll Workers Shape Public Confidence in Elections, POLITICAL
RESEARCH QUARTERLY (Oct. 2008) [hereinafter Hal/ & Monson].

332 Ryan L. Claassen, David B. Magleby, J. Quin Monson & Kelly D. Patterson, “A¢ Your Service”: 1 oter
Evalnations of Poll Worker Performance, 36 AMERICAN POLITICS RESEARCH 612, 628 (2008) [hereinafter Claassen, et.
al]

333 J. Quin Monson, Ohio poll worker study (forthcoming PEW RESEARCH CENTER) (on file with the Brennan
Center) [hereinafter Monson Poll Worker Study]; J. Quin Monson Interview, s#pra note 331.

334 Dale Fellows Interview, supra note 117.

335 UNITED STATES ELECTION ASSISTANCE COMMISSION, COMPENDIUM OF STATE POLL WORKER
REQUIREMENTS 117 (Aug. 2007) (citing OHIO REV. CODE ANN. § 3501.27 (A), (B), (C)).

336 Jeff Wilkinson Interview, supra note 83.
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revamping their recruitment and training materials. The Secretary of State made uniform
training materials available online, and many county boards gave recruitment and training
heightened attention in 2008. Academics and advocates have also focused increasingly on
the importance of poll worker recruitment and training in reducing problems at the polls,
improving voter confidence and turnout, and preventing needless disenfranchisement.”’

B. Issues to Address

Election officials and advocates repeatedly expressed the view that complex and changing
election rules and practices put enormous pressure on poll workers.™ At least one official
felt that frustration with constantly changing and increasingly complicated election
procedures also led to problems recruiting and retaining poll workers.” In the face of those
challenges, the following suggestions emerged for improving poll worker recruitment and
training:

1 Recruitment

Include poll worker applications in mailings to voters. Butler County sent recruitment
post cards to voters in areas indentified as at risk for poll worker shortages due to the aging
poll worker pool there. Results were good and produced a poll of back up poll workers.™*
Franklin County enclosed an application to serve as a poll worker in its mandatory notice
mailing to voters. The result was the first ever surplus of poll workers.

Partner with civic organizations, government and community employers to expand
the usual pool of poll workers. Some counties have had good experiences with widening
their recruitment to new sources. In 2006 Franklin County began a large scale recruitment
effort, urging employers, unions, and teachers to recruit employees and students who had
never before served as poll workers. An academic study subsequently found that voters gave
higher approval ratings to polls staffed with the newly recruited workers.”* Advocates and
some election officials would like to see expanded recruitment of workers and students.”
Local businesses could be asked to give employees the day off, and/or workers can be urged
to take the day off to serve as “street-level bureaucrats.”** Government agencies and public
institutions, including state colleges and universities, could expand their efforts to recruit
public employees and students to serve as poll workers. The Election Assistance

337 See, e,6., ADVANCEMENT PROJECT, PLIGHT OF THE POLL WORKER: EFFORT TO IMPROVE TRAINING AND
SUPPORT FOR POLL WORKERS IN OHIO, PENNSYLVANIA, MARYLAND, FLORIDA, AND MICHIGAN (Sept. 2008)
[hereinafter ADVANCEMENT PROJECT POLL WORKER REPORT]; Hall & Monson, s#pra note 331.

338 Remarks of Jeff Wilkinson, Director, Richland County Board of Elections at Ohio Elections Summit (Dec.
2, 2008), video available at
http://www.ohiochannel.org/multimedia/people/media_archive.cfm?person_id=96806&file_type=Flash%20
Video&clear_media_archive_search=t [hereinafter Jeff Wilkinson Remarks|; Peg Rosenfeld Interview, supra note
22; Jane Platten Interview, supra note 15.

339 Jeff Wilkinson Remarks, supra note 338.

340 Betty McGary Interview, supra note 137.

341 Claassen ¢f al, supra note 332.

342 Dale Fellows Interview, supra note 117; Timothy Burke Interview, supra note 122; Donita Judge Interview,
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Commission provides information and suggestions on recruitment practices.3‘44 One election
official suggested recruiting election protection advocates.”®

Increase the use of high school students as poll workers. Ohio law allows one high
school senior to serve in each polling place in any capacity other than as a presiding judge.”*
The students must be given time off to serve. In November 2008, Cuyahoga County
deployed 1900 seniors as greeters at the polls, arming them with maps and voter lists, to help
direct voters to the correct voting location.”  Hamilton and Lake Counties recruit high
school students and use them in all poll worker jobs (except as presiding judges).”™ These
counties have found that the infusion of new young blood has been a “huge plus.”* High
schools and colleges might be encouraged to promote students’ service at the polls, perhaps
giving them academic credit or some other form of recognition.”™ The Election Assistance
Commission provides information and suggestions on recruitment of High School
students.”’

Improve poll worker compensation and recognition. Virtually every person we
interviewed agreed that poll workers should be better compensated. Officials pointed out
that despite the ever increasing demands made on them, poll workers have received very
little increase from a pay scale that one county official characterized as “dismal.”*** Officials
and advocates agree that increasing poll worker pay and finding other ways to recognize poll
workers’ service would make it easier to recruit and retain high-quality poll workers.” One
official suggested that being able to pay workers to do additional training would be
particularly beneficial.”>* Besides increasing election and training pay rates, one advocate
suggested finding ways to give year round gestures of appreciation for poll workers and
expediting payroll processing.”

Experiment with 2-shift poll worker assignments. One advocate points out that many
excellent candidates for poll worker assignments may be lost because of the 14-hour grueling

34 UNITED STATES ELECTION ASSISTANCE COMMISSION, SUCCESSFUL PRACTICES FOR POLL WORKER
RECRUTITMENT (July 2007), available at
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347 Jane Platten, Director of the Cuyahoga County Board of Elections noted that in addition to serving as the
“first line of defense” in getting persons to the cotrect precincts, high schooletrs were fully trained as poll
workers and filled in where needed. Jane Platten Interview, s#pra note 15.

348 Timothy Burke Interview, supra note 122; Dale Fellows Interview, supra note 117.

34 Dale Fellows Interview, supra note 116.

350 Donita Judge Interview, supra note 126.

31 U.S. ELECTION ASSISTANCE COMMISSION, SUCCESSFUL PRACTICES FOR POLL WORKER RECRUITMENT (July
2007), available at http:/ /www.cac.gov/ files/BPPollWorker/Section%201%20Rectuitment.pdf.

352 Dale Fellows Interview, supra note 117.

353 Matthew Damschroder Interview, s#pra note 15; Dale Fellows Interview, s#pra note 117; Donita Judge
Interview, supra note 126; Peg Rosenfeld E-mail, s#pra note 16; Catherine Turcer said that special pins for long-
term poll workers or split-shifts might be ways to more easily recruit and retain workers. Catherine Turcer E-
mail, supra note 4; Sibley Arnebeck Email, supra note 4.

354 Dale Fellows Interview, supra note 117.

355 Donita Judge Interview, supra note 126.

60 Ohio Elections Summit
Lawrence Norden, Chair



day now required of all poll workers. *** Experiments with recruitment of some poll workers
for 7-hour shifts would determine whether quality of poll worker performance would
improve under these circumstances.

2. Training

Simplity election procedures. There was widespread agreement that the complexity of
current election rules and practices — especially provisional balloting and 1D requirements
— made it extremely difficult to produce a well-trained staff of poll workers, and that
simplifying those procedures would likely improve poll workers’ performance and
satisfaction.””’

Incorporate hands-on training. One advocacy group urged increased practical, hands on
training to give poll workers more opportunity to practice operating the machines for which
they will be responsible, under procedures that mimic real election-day scenarios.”” Some
counties have expanded the practical, interactive aspects of their training programs, including
setting up the training room as a polling place and doing role playing with poll workers.”” In
Butler County, during training every poll worker fills out a provisional ballot envelope.’®

Make online training available earlier and publicize its availability. County officials
appreciated the Secretary’s new online poll worker training materials.”’  One county
indicated that these resources would have been more helpful if they had been available
eatlier.”” Professor Quin Monson, who conducted a study of two counties’ incorporation of
the new online materials into their poll workers’ training, said that subsequent surveys
showed that voters were more satisfied with their experience at polling places staffed by
workers who had taken the additional training.’”

Prepare poll workers ahead of time to expect changes in training: With so many
changes from election to election, some counties find it useful to alert returning poll workers
ahead of time that their training will contain new information. Richland County had good
success with a newsletter sent to poll workers in advance of their training sessions, outlining
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the procedures the training would cover. Poll workers came to training prepared to learn
changes.”

Develop ways to assess poll worker skills. Advocates urge election boards to build into
training programs mechanisms to assess trainees’ understanding of information, and, if
necessaty, require trainees to attend additional sessions.”” Cuyahoga and Butler Counties
use a number grading system, assessing and rating poll workers’ skills on a scale of one to
four or zero to four.”® When poll workers are deployed, officials make sure that polling
places are staffed with workers with different grades.” One election official suggested
creating a certification program to make sure presiding judges were competent.”” He
proposed such a certification program as a substitute for the current requirement that a
presiding judge be from the same political party as the candidate who won the governor’s
race in that precinct’s previous election, which complicates the assignment of these
positions.™”

Create streamlined, uniform and clear training manuals. For the most part, election
officials and advocates felt that the Secretary of State’s provision of uniform training
materials online was a step forward.”™ One official believed the requirement that all the
Secretary’s directives be included in the manual was counterproductive, however, because
the directives were written with lawyers in mind and would be confusing rather than
informative to most poll workers.”

Create on-the-job informational aids for poll workers. The Secretary’s office provided
flip charts for use at the polls. In some counties, the materials arrived after training had
already begun.’” One advocacy group urged that counties provide multiple forms of easily
accessible information, including palm-sized reference cards and attractive, easy-to-read
posters with answers to common questions about state voting guidelines.””

Butler County has developed a set of materials for use by poll workers to direct voters to
their correct precinct polling locations. These include a flow chart that walks the poll worker
through the steps to follow if a voter is not on the rolls, an annotated address guide that
allows the poll worker to look up the voter’s street address and obtain his assigned precinct
and polling location in one step, and a card for the poll worker to fill out for the voter,
directing her to the correct polling place. Betty McGary, Director of Elections for Butler
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County, credits these materials, along with an increased training focus on this issue, with
cutting the rejection rate of provisional ballots cast in the wrong precinct from 20% to 5%.”"

Improve poll worker compensation and recognition. Virtually every person we
interviewed agreed that poll workers should be better compensated. Officials pointed out
that despite the ever increasing demands made on them, poll workers have received very
little increase from a pay scale that one county official characterized as “dismal.””” Officials
and advocates agree that increasing poll worker pay and finding other ways to recognize poll
workers’ service would make it easier to recruit and retain high-quality poll workers.””® One
official suggested that being able to pay workers to do additional training would be
particularly beneficial.””" Besides increasing election and training pay rates, one advocate
suggested finding ways to give year round gestures of appreciation for poll workers and
expediting payroll processing.””

Experiment with 2-shift poll worker assignments. One advocate points out that many
excellent candidates for poll worker assignments may be lost because of the 14-hour grueling
day now required of all poll workers. > Experiments with recruitment of some poll workers
for 7-hour shifts would determine whether quality of poll worker performance would
improve under these circumstances.

C. Topics for Additional Research

Study the effects of different kinds and quantities of training. Professor Quin Monson
suggested following up the studies showing that adding online training affects poll worker
performance to determine what quantities and types of training are particularly effective.”
Is it important to maintain some hands on training? Is improved performance mostly the
result of simply adding more than a single training session, or is mixing hands-on and online
training the key? Various other aspects of training could also be studied, including the
trainer/trainee ratio and the most effective types of trainers — educators or veteran poll
workers or a mix.

Create a standard method to identify “problem polling places”. An exit poll study of
the May 2006 primary in Cuyahoga County found that polling places which had been
problematic in 2004 tended to have higher numbers of problems in 2000, and that the
number of problems was correlated with low-income and percent African American. >
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Given this finding of “repeat offenders,” it would be helpful to have statewide indicators of
polling place performance, so that low performing sites could be improved, e.g. with
assignment of better-testing poll workers. For instance, one measure of poor performance
would be the percent of voters forced to vote a provisional ballot in the wrong precinct even
though they were in the right polling place.

Study poll workers’ understanding of particular election practices. For instance, in the
context of learning more about the effects of ID laws, Professor Dan Tokaji suggested
interviewing poll workers about their understanding of Ohio’s identification requirements.
Findings from such studies could also be used to analyze and improve the effectiveness of
poll worker training. **

Collect and analyze data on poll worker shortages. Where, when and how do shortages
arise? For instance, were insufficient numbers of wotkers recruited? Did workers fail to
show up for training or refuse to accept assignments in particular places? Did poll workers
who were assigned for the election fail to show up at the polls on Election Day?

Study possible different recruitment methods. Different counties have done a lot of
work on developing different recruitment styles and sources. A study of the results of the
various methods could be useful. Professor Monson suggested testing in particular a
recruitment method that would use existing information about voters to identify “model”
poll workers and recruit them, for example, people who vote a lot and live in areas that are
typically underserved at the polls.””

382 Daniel Tokaji Interview, supra note 91.
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DATA REQUESTED FROM OHIO SECRETARY OF STATE’S OFFICE

Provisionals

= Rates of casting and counting provisional ballots, including break-down of
early voting provisionals (by county and precinct)

= Rates of casting and counting provisional ballots pre-HAVA (by county and
precinct)

= Reasons why provisional ballots were both cast and, where applicable,
rejected (by county and precinct)

= For provisional ballots counted, how its questionable status was resolved in its
favor (by county and precinct)

= Methods counties use to check the registration status of a provisional voter;
methods counties use in general to evaluate provisional ballots

Absentees

= Number of absentee ballot applications received and rejected, including
reasons for rejection (by county and precinct)

= Number of voters whose absentee ballot applications were rejected who still
were able to vote either absentee or on election day (by county and precinct)

= Number of absentee ballots cast and counted, both by mail and in-person,
including reasons why absentee ballots weren’t counted (by county and
precinct)

= Number of rejected absentee voters who took advantage of new notice
opportunity to correct mistakes (by county and precinct)

= methods counties used for evaluating the eligibility of an absentee ballot to be
counted

Voting Technology

Percentage of voters in DRE counties who requested paper ballots, excluding
provisionals (by county and precinct)

= Undervoted ballots broken down by early voting period and election day and
by voting technology (by county and precinct)

= Average wait time on election day and during early voting (by county and
precinct)

“Golden Week”

= Voter turnout broken down by “golden week," regular early voting, and
election day (by county and precinct)

= Number/percentage of "golden week™ new voters whose ballots were not
counted due to ineligibility (by county and precinct)

Database Matching

= Number of no-match hits returned from Social Security Database and the
number of records checked (by county and precinct)

= Number of no-match hits returned from the Ohio BMV Database, and the
number of records checked (by county and precinct)



DATA PROVIDED BY OHIO SECRETARY OF STATE’S OFFICE

Provisionals

= Data tables showing the rates of casting and counting provisional ballots, by
county, 1996-2008

Absentees

= Data tables showing the rates of casting and absentee provisional ballots, by
county,1996-2008

= Data table showing the number of in-person absentee voters, new registrants
who voted in-person absentee, and mailed absentee ballots cast during the
September 30" to October 6™ “Golden Week” period.
Other

= Preliminary Incident Report



Appendix 3. Candice Hoke & David
Jefferson, Voting and
Registration Technology
Issues, Lessons from 2008,
Part Il1



Supplement to America Votes! chapter three / 1
Chapter Three
Voting and Registration Technology Issues: Lessons from 2008

Candice Hoke and David Jefferson

After the 2000 presidential election exposed flawed technologies for vote recording and
tabulation and for maintaining voter registration files,' Congress appropriated more than $3
billion in an effort to upgrade these systems nationwide, usually to state-of-the-art, computer-
based equipment. The massive Help America Vote Act of 2002 (HAVA)? described the
functional features the new technologies should attain® but did not articulate or provide a process
by which any mandatory federal technical standards would issue. Nor did it require a compliance
system for ensuring that voting equipment and voter registration systems would satisfy the
statutory standards. HAVA did require, however, a relatively rapid timetable for purchase and
deployment of the new systems.* Underlying this rapid move to computer-based voting and
voter registration lay a critically unexamined assumption: technologies (such as automatic tellers
and accounting software) used for many years in other industries could be quickly adapted by
vendors to bring voting into the twenty-first century. Further, the Act reflected the prevailing
congressional belief in the capacity of market forces to produce high quality products at lower
prices than a scheme of mandatory federal regulation.

HAVA created a new federal election administrative agency, the U.S. Election Assistance
Commission (EAC),” to disburse funds and to implement other sections of the Act that federally
mandated new state efforts in election administration. Before HAV A, many states had left
election administration within the domain of local officials, who had little state supervision or
involvement.® Partly from displeasure with the Federal Election Commission’s exercise of its
mandatory regulatory authority,” and partly in response to the traditional roles of state

governments in conducting elections, Congress generally chose not to delegate to the EAC
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mandatory regulatory power over election administration.® Instead, Congress charged the EAC
predominantly with the role of providing “guidance” via “best practices” and “voluntary”
standards for state election officials.’

Given that by 2008, most local election offices had acquired at least two years’ experience
with their new voting technologies, some may have tacitly assumed that the voting technology
issues of prior years would not resurface in the 2008 presidential cycle. Vendors had previously
dismissed technical malfunctions as attributable to human error by poll workers, voters, or
election officials,'® who presumably had learned from prior mistakes. The empirical record that
has been generated during the entire 2008 election cycle, however, documents a wide range of
technical issues with voting systems, and to a somewhat lesser degree, with the statewide voter-
registration databases. When the record is taken as a whole, and in conjunction with the
comprehensive, independent scientific assessments,'' the technical “incidents” that interfere with
the conduct of an election are increasingly understood to relate to the equipment’s design, its
engineering-manufacturing, and its documentation in operational manuals. The issues cannot be
attributed simply to operator or human error.

By mid-2007, the federal HAV A disbursements to states had totaled nearly $3 billion in four
years.'? In appropriating these funds, core congressional statutory objectives included improving
the voting experience, increasing accessibility for disabled voters,"> augmenting voter
confidence in the democratic process,'* and reducing the voting machine error rates from the 2
percent average of punch-card systems to a fraction of their former levels.'” But achievement of
each of these objectives appears more elusive as questions of the accuracy, reliability, and
security of the current generation of voting systems and of the voter registration databases have
become increasingly serious and scientifically documented. The apparent achievement of
significantly reduced incidence of balloting errors,'® particularly “overvotes” and unintended

“undervotes,” is more questionable when the voting system’s performance does not comply with
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scientific and engineering standards for assuring high accuracy, security, and reliability.

This chapter reviews the 2008 election performance and scientific assessment records of the
two major HAVA-promoted election technologies considered here, the voting systems
themselves and, to a lesser extent, the statewide voter-registration databases, to delineate both
their performance records and the statutory and regulatory apparatus that produced the
technological shift. Perhaps surprisingly, HAVA’s role in generating each of these election
technologies is quite different. While HAV A mandated and constituted the originating impetus
for most of the statewide voter-registration systems that were in use for the 2008 election cycle,
and provided major financial incentives for the shift to computer-based voting, HAVA did not
generate and was not the source for the regulatory and certification testing apparatus that
approved voting systems for 2008 usage. Development and implementation of the HAVA-
mandated voting system guidelines and its testing apparatus consumed significant time,
effectively leaving in place the prior standards and certifications under the Federal Election
Commission. "’

In searching for the reasons behind national deployment of voting and database technologies
whose reliability, security, and other technical properties were profoundly deficient, at least four
major reasons can be adduced. First, the HAVA-mandated regulatory activities were not
sequenced properly for the best use of the federal monies. Second, the timetable for purchase and
initial launch of the technologies was far too ambitious for developing voting equipment that
would function at high standards of accuracy, security, and reliability. Third, HAVA dedicated
far too little attention to the regulatory, managerial, and technological infrastructure at both the
federal and state levels that was needed to support the dramatic systems shift, instead apparently
assuming the market would satisfy the technical needs.'® Fourth, the Act’s faith in the market to
produce exemplary election equipment was misplaced, especially in light of the rapid pace of

procurement and deployment the Act mandated.
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I. The 2008 Performance Record of Digital Voting Systems

By 2008 most states had shifted a large proportion of their voters to electronic voting
systems, using HAVA funds for new procurements. The new computer-based equipment was
designed to generate ballots, record votes, tabulate results, and produce reports of election

results.

A. The Scientific Assessments of Voting Systems

HAVA funding that states used for replacing punch-card and lever systems could only be
expended on voting systems that met minimum statutory criteria for functionality.'® This set of
restrictions led predominantly to purchases of three kinds of systems: (a) optical scanners for
reading paper ballots (both the portable, low capacity, precinct-based scanners and the high
speed, high capacity, centralized scanners), (b) direct recording electronic (DRE) machines that
usually feature a touch screen for selecting ballot choices (often conceptualized as an ATM-like
voting device), and (c) computerized ballot-marking devices designed primarily for disability
access.”” If a jurisdiction selected paper ballots and scanning systems,' then a single technology
would suffice for both absentee voting and precinct voting on Election Day, but precincts would
also have to be supplied with ballot-marking devices to support the visually impaired. If a
jurisdiction chose DRE devices for precinct balloting, the jurisdictions expected it to support
both able-bodied and most disabled voters, as vendor marketing suggested.”” DRE deployment,
however, necessitated some additional absentee-balloting technology. Most vendors provide
software that helps design digital ballots for both optical scanning and display on DRE devices,
and then later tabulates and reports the election totals from both technologies in one omnibus

election results report.
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The vigorous debate over DRE accuracy, security, and reliability began in 2003 with a report
from several prominent computer scientists who are software security experts. They reviewed the
source code of a major DRE system (the Diebold TS) that was deployed statewide in both
Georgia and Maryland, and also widely in other jurisdictions around the country,” identifying
numerous serious deficiencies especially related to security. Computers that lack security
protections appropriate for their particular application are vulnerable to attacks that can subvert
their intended purpose, in this case accurate election results. Attacks on voting systems might
render the machines inoperable,” or cause them to lose data, or compromise ballot secrecy, or
systematically change vote totals in completely undetectable and uncorrectable ways. For this
reason computer security experts conclude that security- and mission-critical equipment such as
voting systems require “high assurance,” i.e., a convincing argument or proof, going beyond
simple testing, that the system will always do what it is supposed to do and also never do what it
is not supposed to do.?

Following the independent academic report, Maryland commissioned the first of several
technical and risk assessments of the same electronic voting system, and other states also
initiated voting systems studies of various types. By the 2006 election cycle, at least six major
studies had documented a broad range of serious security and reliability deficiencies in systems
sold by various vendors.*® Candidates for Secretary of State in California and Ohio campaigned
in part on a promise to initiate closer examinations of their voting systems. In California, newly
elected Secretary of State Debra Bowen began planning the independent study of voting systems
used in the state immediately after taking office. The new Secretary of State in Ohio, Jennifer
Brunner, issued an RFP for a separate study.

Two distinguished computer scientist professors with expertise in both computer security and
voting systems led the California “Top to Bottom Review” (TTBR), which the University of

California managed. As Secretary Bowen directed, the lead scientists convened four separate
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teams: software code assessment; “red team”/penetration assessments; documentation review,
including of all testing lab reports and vendor manuals; and accessibility assessments. Despite
receiving commitments to participate in the TTBR from all four vendors of California-certified
voting systems, only three (Sequoia, Diebold (now Premier), and Hart InterCivic) complied with
the project’s calendar sufficiently to be reviewed. ES&S did not meet the deadline.

The TTBR reports documented a wide range of grave deficiencies in basic security,
reliability, accessibility, usability, and ballot secrecy design and implementation.’ In later
reviews convened in California and also in the Ohio EVEREST risk assessment,*® the reports
documented a similar set of serious deficiencies in the ES&S voting systems using similar
criteria.”” Perhaps the area of greatest concern lay in security, as the vendors had not included
high security among the core design criteria, or at least had not achieved it. If security
considerations are not included at the design level, post-production corrections are rarely
effective.*

Some local election officials publicly criticized the voting system studies, arguing that
because the security vulnerabilities were identified in a controlled laboratory setting rather than
as truly deployed with numerous procedural safeguards in a real election, the conclusions were
invalid.' By contrast, other officials welcomed the assessments and suggested further efforts.*

In 2008, the vast majority of U.S. voters cast their ballots on voting systems designed and
marketed by the same four vendors whose voting systems had been shown to be seriously
deficient. The uneven performance of these voting systems in real elections was predictable in
light of the constellation of technical issues that the published independent studies had

documented.

B. The Voting Systems’ 2008 Performance Record

From the inception of the 2008 presidential election cycle, local jurisdictions experienced
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both apparent successes in using the HAVA-funded voting systems as well as notable calamities.
A number of national and local advocacy organizations concerned with election accuracy, often
known as “election integrity” groups, assumed the role of citizen technology and security
monitors. They communicated voting system technical problems to reporters, questioned election
officials at public meetings, and vigorously advocated for auditable voting technology. National
research and advocacy nonprofit organizations that focus on technical issues produced major
reports.®® These national organizations, including Common Cause, the Verified Voting
Foundation, and the Brennan Center for Justice, published major research and policy
recommendations for managing voting technology issues. >

With government studies, independent academics, and major research organizations having
legitimized the previously dismissed concerns, and with the pressure for riveting stories from the
campaign trail, the media became far more active in reporting voting system equipment
problems. Because the technical problems were widespread throughout the election cycle, the
following review is perforce illustrative rather than exhaustive. In January 2008, South Carolina
set the course with malfunctioning DRE touch screens that caused hundreds of primary voters to
have to vote on paper towels and other scraps of paper. Officials later identified the cause to be a
date programming error that affected voters in two populous counties.” Within the same month,
several major Florida counties experienced significant interruptions in voting, with reliability
issues affecting equipment by the four vendors whose similar (but not identical) voting systems
had been evaluated in the California TTBR study. Florida’s technical issues included software
bugs that impaired vote tabulation accuracy, DRE units that would not boot, memory card and
DRE activator card errors, and ballot scanner malfunctions.

On February 5, 2008 and succeeding days, the primary elections on Super Tuesday>®
produced a lengthy list of voting system equipment failures that impeded voting. Several Atlanta

polling locations sustained long lines, and some voters departed without voting because the
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DRESs were not functioning. In New Jersey’s primary, in some counties using Sequoia
Advantage DREs without a voter verification system, election officials discovered a mysterious
ballot-counting anomaly. After months of legal wrangling between citizen plaintiffs, the vendor,
and the state government, a state court ordered a forensics assessment by computer security
scientist Andrew Appel of Princeton University. His research team’s October 2008 report
concluded that software programming errors were responsible for the anomaly. The team also
found that New Jersey’s Sequoia Advantage DREs suffered from software and physical security
deficiencies similar to those reported in earlier studies of DRE systems.”’

In advance of the primary election, officials in Sacramento County, California, announced
their plan not to use M100 ES&S precinct scanners owing to failures in their logic and accuracy
tests. The county moved to a contingency plan, scanning all ballots in the central office. While
California’s voting technology produced a more positive track record than many other Super
Tuesday states, a few counties reported problems with their central count scanners and with
memory cards.

Arizona’s Cochise County suffered perhaps the most serious tabulation anomaly of Super
Tuesday:

[A]s the county accumulated totals from the precincts, a computer error kept adding the

results for five polling places every time new figures were added. The error got worse

when the cumulative error went through five updates. County officials noticed the

problem when they realized the total number of ballots cast was reported to be more

than the people registered in the county.”®

Because the total recorded votes were much higher than expected, election officials noticed and
investigated the anomaly. When reporting irregularities are not sufficiently dramatic to draw

such attention, however, and routine auditing is not performed, software programming errors that
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can lead to erroneous election results are unlikely to be identified and corrected. Discovering
grave errors by happenstance troubles many advocacy organizations, and they urge the federal
Election Assistance Commission to gather and report software errors.>’

The 2008 general election reinforced the lessons of the primaries regarding the voting
systems’ uncertain reliability. Under the leadership of the Lawyers” Committee for Civil Rights
Under Law, the Election Protection Coalition coordinated more than 100 organizations
nationally to field legally trained election observers and troubleshooters. The Coalition
established a hotline for voters, poll workers, and others to file reports on election difficulties.
Partnering with the Electronic Frontier Foundation, the Coalition also sought to collect and
analyze voting equipment problems. While the Coalition did not verify the individual reports and
some may not be completely accurate, the constellations of voting system problems tend to
match the press-reported technical issues that impeded voting.

Princeton researcher Joe Hall has analyzed the hotline equipment-related call data, finding
that “machine breakdowns” led to long lines in numerous locations.* In one Atlanta polling
place, all 15 DREs were nonfunctional. In other states, precinct ballot scanners failed. Long lines
frequently ensued when primary balloting equipment failed, as voters declined to use the back-up
balloting systems. Hall reports that voters distrust “contingency balloting” methods; across the
nation, when the primary voting system failed, many voters chose to wait several hours for
equipment repairs rather than risk having their ballots omitted from the count. Voters also
reported to the Coalition hotline that disability access voting equipment was nonfunctional, that
it had not been installed and activated when voters arrived, or was not usable in a manner that
allowed independent and private voting as required by HAVA.*' The hotline provided additional
data that Hall characterizes as evincing “improper technical fixes” of voting equipment, such as
removing voting machines to a parking lot for repairs while voting was occurring.

Of roughly 1,900 voting equipment reports filed with the hotline, Hall found the most
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frequent was that the voting equipment was “broken” in some manner. These reports included
nonfunctional lights, buttons, or legs; unstable screens, failure to boot, or crashing and freezing;
failure to properly count or increment the number of ballots; DRE printer jams, DRE vote
“flipping,” and DRE nonrecording of write-in votes.* In the states permitting early in-person
voting and increased absentee voting by mail, these innovations mitigated the Election Day
demands on finicky equipment and likely rendered more voters able to cast ballots than if voting
occurred on only one date.

In the search for the reasons behind computer-based voting systems’ problematic
performance record in 2008, the trail leads to regulatory decisions and gaps dating to almost 20
years ago. Unfortunately, at the inception of computers in voting systems, Congress did not
perceive the substantial risks to voting rights that computers present and did not allocate
regulatory authority sufficient to assure that only accurate and reliable voting machines would be

used in federal elections. As 2009 commences, the regulatory gap remains unredressed.

I1. The Voting Technology Regulatory Regimes: Pre-HAVA and HAVA

Although the Constitution authorizes Congress to “make or alter” the states’ rules concerning
the “Times, Places, and Manner” of holding federal elections,* Congress has never delegated to
any federal agency regulatory power that mandates state compliance with a set of federal
minimum standards for voting equipment.** Preceding the Help America Vote Act, Congress
had vested in the Federal Election Commission (FEC) some regulatory authority over

technologies used in elections, but this was only to generate voluntary standards.

A. Pre-HAVA
In 1975 the National Bureau of Standards, the predecessor agency to the National Institute

for Standards and Technology, issued a report concluding that computers could be effectively
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used as voting machines. But the report noted that its recommendation was conditional. Only if
there were “technical improvements of the machines” and “better management of the election
process,” as well as “formalized guidelines and greater computer expertise” so that election
officials could make “informed purchasing decisions,” could computers be responsibly
integrated into voting.* The study specifically noted gaps in information and design between the
types of equipment that could be effectively deployed and the market power of officials to
stimulate manufacture of the products needed.*® However, it did not acknowledge the extended
gestation that would be required to develop a good computer-based voting system because of the
complex software that would need to be written and tested. Nor did the study adequately
consider the likelihood or mechanisms by which election officials could receive education in
managing the risks of computer-based voting equipment.

More than 10 years later and after additional studies, the FEC’s Office of Election
Administration finally began work to generate federal voting equipment standards. This effort
eventually resulted in the first set of FEC voluntary standards that were published in 1990.
Beginning with this first standards-setting effort, voting system vendors played a major role. Roy
Saltman has noted that, perhaps owing to inadequate funding, the FEC did not utilize
independent assessments external to the industry, but instead leaned heavily on the vendors for
technical input.*’” This FEC dependence on vendors and its failure to involve, for instance,
academic computer scientists, may have been a leading cause of the total omission of strong
standards for security, voter and ballot privacy, usability, documentation, configuration
management, and quality assurance and auditing systems.* This omission of independent
computer scientists may have been the fateful wrong turn that led to over fifteen years of
computer-based voting technologies that failed to include, for instance, high security and
reliability among the core design criteria.

Nearly ten years later, after the obsolescence of the prior standards and the GAQO’s stern
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chastisement of the agency for its failure to update standards to stay abreast of technological
developments, the FEC returned to the task of drafting voting system standards. Again, the
agency omitted most academic and other independent computer scientist expertise. The National
Association of State Election Directors (NASED) collaborated with the FEC, eventually
producing the two-volume proposed voluntary standards. After a notice and comment period,
followed by revisions, the FEC approved the 2002 Voting System Standards. *

Under the FEC approach, and preserved by the EAC through its first years,”’ NASED
certified the laboratories that conducted voting system testing. The labs were known as ITAs or
independent testing authorities. The FEC-NASED testing procedures allowed vendors to
contract with an ITA for “qualification” testing.”' The 2002 standards charged vendors to design
and test their voting systems and to document all initial product and system development and
internal corporate testing. Once the vendor’s own testing supported a conclusion that the voting
system satisfied the 2002 FEC voluntary standards, the vendor contracted with ITA Wyle
Laboratories, or later SysTest, to conduct the full system testing of hardware and firmware.>
(The term “firmware” refers to software embedded in a voting system.) The testing procedures
required the vendor to submit all documentation of internal testing and test results to the ITA in
what came to be known as a Technical Documentation Package, or TDP. The testing regime
charged the testing laboratory to review the TDP and conduct system testing consistent with the
FEC standards. If deficiencies were identified in testing, the ITA often would provide
opportunities for the vendor to correct the problems.

After a voting system’s hardware received an ITA recommendation as qualified, the FEC
required a software and documentation review by another laboratory that was specifically
certified for this work. After the 2002 FEC standards were issued, CIBER Labs and SysTest held
this ITA accreditation.”

Each testing lab independently reported its testing results and recommendations to both
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NASED and the vendor in a written report that was branded “proprietary” and thus highly
confidential. Even a state’s chief election officers and their internal certification processes often
faced insurmountable obstacles to accessing the ITA testing reports. NASED maintained a
Voting System Committee that was expected to undertake a close review of the ITA reports and
recommendations, and to issue a NASED number if the system had qualified as complying with
the FEC 2002 standards. As the GAO notably emphasized, though:
No federal agency has been assigned responsibility for or assumed the role of

testing voting equipment against the federal standards. Instead, the National Association

of State Election Directors, through its Voting Systems Committee, has assumed

responsibility for implementing the federal voting equipment standards by accrediting

independent test authorities, which in turn, test equipment against the standards.>*
Thus, in 2001 the GAO flagged the voting system testing regulatory gap for Congress’s

remedial consideration. The Help America Vote Act proved to be Congress’s response.

B. HAV A’s Authority for Federal Voting System Standards and Testing
HAVA articulates mandatory minimum standards for all voting systems used in federal

elections from 2006 forward.” While the provision of some mandatory statutory standards is a
step forward, the standards are predominantly functional rather than technical. With one
exception, HAVA left the voting system technical specifications a matter of state discretion. The
Act requires, however, that all voting systems that states purchase using HAVA funding or that
they deploy in federal elections after January 2006 include the following:

e “Second-chance voting” or “notice voting,” meaning the capacity to notify voters of

any overvote ballot errors before their ballot is cast, and to provide an opportunity to

correct the ballot;

e At least one voting device per precinct that is accessible to disabled voters;
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¢ A manual audit capability;
e Additional language accessibility, as per the Voting Rights Act, section 201;
e Proof of accuracy in the form of an operational error rate in that does not exceed the
FEC’s standard in 2002.%°
HAVA also required states to define a valid vote for each type of authorized voting equipment.”’
HAVA responded to the 2000 election issues by assigning to the newly created federal EAC
various duties with respect to voting systems, including approval of new voluntary voting system
guidelines, accreditation of testing laboratories (with NIST functioning as technical adviser), and
certification, decertification, and recertification of voting systems.”® HAVA initiated explicit
federal authority for these crucial activities. The Act also transferred the FEC informational
clearinghouse duties to the EAC, including reports regarding voting systems performance.”
Neither HAVA nor any other federal Act compels states to deploy only those voting systems
that have obtained either an EAC certification or a 2002 FEC-NASED qualification that would
presumptively suggest the system satisfies the applicable federal technical standards. Nor does
any federal Act require states to test for proof that their voting systems satisfy the HAVA
statutory mandates for vote tally accuracy or disability access. Rather, compliance with the
federal technical standards for achieving security, reliability, and other objectives remain a
matter of discretionary state governmental decision making, with those standards continuing to
be typed “voluntary guidelines.”®® While the HAVA statutory standards for voting systems are
mandatory, HAVA failed to initiate a federal compliance program or to require states to craft
their own. The 2008 performance of voting systems suggests HAVA’s mandatory voting system
standards were treated as merely hortatory.
Turning to the impact of the voluntary technical standards and the EAC’s new certification
regime, the EAC’s regulatory actions provide some basis for concluding that voting systems

certified under its HAV A authority will reach substantially higher technical standards for
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reliability, security, and accuracy. The EAC approved the 2005 Voluntary Voting System
Guidelines, which became effective in December 2007. With NIST’s technical assistance, the
EAC adopted a substantially more exacting set of standards and accreditation reviews for Voting
System Testing Laboratories, or VSTLs.®! When NIST first evaluated the former ITAs—the labs
that had approved the flawed voting systems widely deployed in 2008 and earlier years—for new
certification as VSTLs, it reccommended only one as an interim VSTL.%* During most of 2008,
the VSTLs were reviewing voting systems that vendors had submitted for EAC certification
pursuant to the 2005 VVSG standards. No voting system has yet been EAC-certified, however.
Thus, the 2008 election cycle record does not reflect on the substantive adequacy of the EAC’s
VVSG and its testing regime.

The problematic voting systems deployed in the 2008 election cycle were permitted under
pre-HAVA testing rules, not authorized under the EAC and HAVA testing regime. Depending
on the state voting system certification requirements and the state’s use of HAVA monies, a
state’s voting systems deployed in 2008 (1) might have been required to satisfy the FEC—
NASED 2002 standards and weak testing regime, as well as state certification requirements; (2)
might have been required to satisfy the state’s certification requirements and testing only; (3)
might have been required to satisfy only the FEC-NASED qualification testing; or (4) might not
have been required to satisfy any certification testing whatsoever. Although HAVA mandated
that all voting systems purchased by states and local jurisdictions with HAVA funding satisfy the
statutory criteria, HAVA did not require that these systems pass any testing certifying that they
comply with the statutory criteria before deployment in federal elections.®*

In sum, while appearing to enunciate mandatory statutory standards for voting systems
purchased with HAVA funding, HAVA was pervaded with regulatory gaps and vacuums that
undermined its effectiveness in upgrading voting system performance. The first major error lay

in disbursing HAVA’s substantial voting systems funding before the EAC, its Technical
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Guidelines Development Committee, and NIST had completed their work to strengthen voting
system standards and introduce meaningful, comprehensive certification lab testing. In 2006 and
2007, a series of independent assessments clarified the profoundly deficient lab testing that was
performed by ITAs.® Acting on NIST’s recommendation, the EAC declined to accredit CIBER
as an approved interim VSTL.% By some estimates, CIBER had conducted the lab testing of
voting equipment on which over 65 percent of voters were casting their ballots in 2006.°’

The California TTBR evaluations of vendor operator manuals and technical reports publicly
confirmed the suspicions regarding CIBER’s documentation and software evaluations.®® For
instance, the CIBER evaluation of the Diebold GEMS tabulation software summarily concluded
in only three short paragraphs that the GEMS software had satisfied scores of complex testing
requirements, and did not include any descriptions of required software testing that the lab had
conducted. CIBER presented in but one paragraph its platitudinous assessment of the adequacy
of over thirty Diebold operational manuals in light of usability, accuracy, and the other FEC
standards.®” The researchers concluded it was not possible to determine whether CIBER had
conducted any testing, or which tests it had conducted with what types of results.”

A second sequencing problem in HAVA facilitated the error discussed above. Congress
specified an overly ambitious but mandatory timetable for purchase and initial launch of the new
voting technologies, requiring that the systems be used no later than the first federal election in
2006.”' HAVA’s enactment in late 2002, its specification of a new, more rigorous certification
and testing regime to be instituted in relatively short order, and its $2 billion in expected one-
time appropriations for new voting technologies apparently invited vendors to engage in strategic
behavior. Vendors’ optimal strategy for the greatest market share with the fewest regulatory
obstacles lay in pushing speedy sales to new HAVA-endowed jurisdictions.”” HAVA did not
explicitly permit the EAC to withhold HAVA funding until a vendor could prove that its system

satisfied the stricter performance standards, and the EAC determined that it would not interpret



Supplement to America Votes! chapter three / 17
HAVA to require this proof.”* Ultimately, HAVA’s expedited timetable appeared to result in
vendors making only slight adjustments to existing voting system product lines. Vendors then
rolled out the equipment quickly for HAVA-funded purchases instead of designing, building, and
testing higher-assurance voting equipment.

HAVA’s goal of improving voting systems was undermined by yet a third legislative
mistake: the Act dedicates too little attention to the regulatory, managerial, and technological
infrastructure that is needed to support a dramatic technological systems shift and then maintain
technological security and reliability. Consistent with its prevailing pro-market faith, the HAVA
Congress apparently assumed the market would adequately satisfy the technical needs.” It
seriously underestimated the risks to voting presented by computerized systems, and the
infrastructural staffing, education, and regulatory guidance that would be needed in a computer-
based voting world. By indulging the traditional deference to state and local decision making in
election administration, Congress inadvertently undermined the capacity of local officials to
conduct administratively competent and technically secure elections. HAVA provided lavish
financial incentives for moving to technologically advanced voting equipment that generated
new risks, but omitted the support that would educate and empower officials to protect voters
and the fair administration of elections. The largely invisible risk to computerized elections—a
matter beyond any cavil to the computer scientists who have studied the issues—was treated as a
matter of marketing and conflicting opinion, rather than scientific judgment and effective public
protection for fundamental voting rights. By this educational omission, HAVA exacerbated the
conflict between sound science and election officials’ discretionary management of election
administration.

As the 2008 election cycle drew to a close, neither the federal regulatory apparatus nor most
state governments had provided the technical expertise needed for ongoing local support of

computer-based elections. HAVA started the ball rolling, but then largely abandoned election
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officials; the officials were left to obtain technical information from vendors’ marketing teams,
which invariably promised that the voting systems would perform admirably. Instead of being
penalized for fatally ambiguous or erroneous documentation, vendors have in effect been
financially rewarded for their documentation failures. Electronic voting equipment has proved so
complex and temperamental that even cash-strapped local jurisdictions have had little choice but
to contract with the same vendors for additional expensive technical services contracts.

In its effort to show respect to state governments’ traditional powers over elections, Congress
also failed to supply at least interim guidance in effective and secure management of complex
computer-based equipment, thus undermining the ability of state regulatory systems to protect
election integrity and administrative competency. Most state elections policymaking apparatus
lacked the requisite technical expertise to provide guidance as to procurement criteria and
ongoing staffing support, or to generate at the state level the array of support and supervision
processes that would ensure election integrity.

Finally, Congress’s prevailing faith in the market to produce exemplary election equipment
constituted the fourth major regulatory mistake. The voting equipment market’s defects in 2002
and continuing into 2009 include substantial market concentration reaching oligopolistic levels;
significant barriers to market entry; an artificial “market” composed exclusively of state and
local governmental purchasers; and regulatory mandates placing a premium on rapid
procurement. Instead of stimulating vendors to design and manufacture outstanding voting
systems, the statutory incentives favored vendors who brought their wares to market most
rapidly. Trumpeted by glowingly positive marketing campaigns, both the software and hardware
were heavily cloaked by stringent proprietary legal clauses that obstructed customers’ close
evaluations both before and after purchase.” A belief in an unregulated market’s sufficiency is
especially unwarranted where governmental entities are the sole buyers as this factor blocks

normal market dynamics. Given the critical social and political importance of honest elections,
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and the indisputably defective market dynamics, the congressional gamble on trusting the market

was unwarranted.

II1. The 2008 Record of Statewide Voter-Registration Databases

All states but one (North Dakota) require voters to be registered in advance of voting. In the
United States, voter registration systems are used to regulate access to voting. The government
seeks to ensure that only those persons legally entitled to vote in a given jurisdiction are
permitted to do so, and that each person votes only once in a given election.”® Because voter
registration lists determine who is allowed to vote, these lists constitute one point for potential
wholesale disruption of elections for strategic gain.”’

In reviewing Florida’s record in the 2000 presidential election as well as some other states’
performance in voter registration record maintenance,”® HAVA’s sponsors recognized that states
had neglected to provide ongoing supervision and protection of voter registration lists.”’
Generally maintained at the county level, some voter lists were replete with errors that could
cause voter disenfranchisement. The hypothesized causes ranged from local officials’ inadvertent
mismanagement to deliberate mischief for partisan gain. The HAVA Congress perceived the
answer to these risks to lie in a statewide voter-registration database that the state’s chief election
officer would manage.

HAVA’s core mandate provides for each state to implement “a single, uniform, official,
centralized, interactive computerized statewide voter-registration list defined, maintained, and
administered at the state level that contains the name and registration information”®® of the

legally registered voters in the state. Additionally, the list must assign a “unique identifier”®' t

0
each of these legally registered voters. The Act elaborates a variety of additional design and

operational requirements for the statewide database, including a requirement that its data be

consistent with the Department of Motor Vehicles drivers’ license database and with several
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other lists. It also specifies a range of technical managerial activities.®

Creating a statewide voter-registration database is a complex technical task. It requires state
officials to combine many county databases, which have been separately developed and
maintained, into one unified database. Further, a statewide database must include a unified
update process. This task is exceedingly error prone for states with more than a handful of
counties because the different databases are often built with different software, in most cases
proprietary, or no software at all in cases where a jurisdiction still uses paper registration records.
A large number of small but vital incompatibilities inevitably appear when data from two
separate sources have to be unified.

Voters’ names alone provide many sources of error. One source might record a single field
for the name of the voter as opposed to two fields for the first and last names, or middle initials
vs. full middle names, or formal names (“James”) vs. informal (“Jim”), or married vs. single
names. There may be orthographic differences, where one data source includes Spanish accents,
German umlauts, and other diacritics but another drops them. The problem becomes even more
complex and fraught with error when states “clean” the unified database by attempting to purge
it of duplicates, felons, or deceased persons. One such difference in data conventions almost
resulted in an apparently ethnically biased registration database purge in Florida in 2004, because
the registration data recognized “Hispanic” as a racial category, whereas a list of felons being
purged from it did not.* The problem was recognized and the purge was canceled.

In mandating statewide voter-registration databases, Congress appears not to have recognized
the demandingly high level of technical database design expertise and costly maintenance that
would be imposed on states. Nor did it comprehend the risks the statutory requirement would
present to registration data that constitutes the gateway to electoral participation. For instance,
determining whether two data entries that have been recorded independently under different

procedures and conventions refer to the same person is a notoriously error-prone task.
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Registration-database purging based on matching of names and other nonunique data have been
involved in the wrongful disenfranchisement of thousands of voters. The most notorious example
remains the registration purges the Florida Division of Elections ordered in 2000.%

As these database-updating problems have become more recognized, some states have begun
to rely more on unique identifiers, such as driver’s license numbers and Social Security numbers,
rather than on exact name matching before deleting voters. Florida again provides a key
example. In 2007, the Florida State Conference of the NAACP filed suit in federal court to strike
down a provision of Florida’s registration law that required the state to match the prospective
voter’s name and driver’s license number or Social Security number on a voter registration
application with the same information in DMV and Social Security databases.®> The NAACP
argued that the name-matching requirement would produce many erroneous matching failures
because of the general problems with name matching. Further, the NAACP contended that
additional erroneous match failures would result from innocent clerical mistakes made by voters
in writing down the lengthy HAV A-required unique identifier numbers on the registration
application or from numerous transcription errors made by state clerks in entering the data from
those applications. The evidence established that a high rate of county officials’ transcription
errors occurred that were no fault of the applicant. The case was largely resolved by Florida’s
statutory reforms to correct some of the problems claimed in the suit.

While electronic voting systems have now received considerable scrutiny by independent
experts, the same cannot (yet) be said of statewide registration databases. As required by HAVA,
states have been consolidating local registration databases into statewide registration databases
along with procedures for their administration, but the indicators are that many states have
undertaken these tasks with little or no consultation from qualified independent technical experts.
A large number of accuracy, security, privacy, and data maintenance issues related to the initial

construction of those databases and to their maintenance have been published in the popular
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press.”” In many cases, state election agencies lack the staff expertise for handling them with the
care requisite to protecting fundamental voting rights. Some state election agencies may also lack
the technical expertise for identifying the appropriate set of advanced technical skills needed in
advisers for such a demanding database project, but no detailed federal guidance has issued from
the EAC.

All of the problems with registration databases that have arisen so far were eminently
predictable given the technical demands HAVA specified, the lack of consistent software among
the databases that must interrelate for consistent updating, and the lack of consistent data held in
the databases. By contrast with the proprietary voting systems, state election agencies could
resolve most if not all of the statewide database technical problems with the appropriate technical
expertise. Technical firms’ overstatement of their qualifications and desire for ongoing service
contracts can keep state agencies from procuring appropriately designed and updated statewide
databases, instead leaving them with a patchwork of partial solutions and a steady stream of
expensive contracts. Hence, independent experts who do not seek an ongoing services contract
(similar to those convened for the TTBR study) might be a wise initial step. Of particular
concern and presenting yet new technical demands is the relatively new idea of online voter
registration, as permitted in Arizona and (soon) California. Another key concern and omission:
thus far, no comprehensive independent technical studies have been convened and published that
determine the statewide databases’ security, accuracy, reliability, and compliance with federal
voting rights laws. Deficiencies in any of these areas may seriously affect thousands of voters’
franchise rights.

As with voting systems, Congress’s application of computer technology to voter registration
reflected an idealistic vision of the opportunities the database technology offered, one that does
not recognize or provide sufficient protection from the attendant risks. Unlike its treatment of

voting systems, HAV A unfortunately omits explicit federal regulatory authority for minimum
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voluntary or mandatory technical standards by which the functional statutory objectives will be
achieved. Instead, HAVA directs that the “appropriate State or local official shall provide
adequate technological security measures to prevent the unauthorized access to the computerized

hSt 2588

In mandating a move to statewide voter-registration databases, Congress again set
many state officials adrift, making them vulnerable to marketing ploys because they lacked the
high level of technical expertise necessary to protect the voters’ franchise rights and ensure the
registration systems’ basic functionality.*

Some advisory federal efforts have been initiated to raise state agencies’ appreciation of the
security risks and technical challenges in managing statewide registration databases. In 2005,
NIST convened a workshop titled “Threats to Voting Systems,” which included discussion of
threats embedded in statewide voter-registration systems.”® The EAC also cosponsored
workshops for state election officials, including with the National Academies,”’ on performance
challenges underlying the required statewide databases. These efforts began only after the
technological idealism had faded somewhat and the challenging reality that HAV A had imposed
on state officials became palpable.

Some published papers have shown that the technical challenges are not merely
hypothetical.’* In one major report, the authors noted the lack of agreement even on whether
HAVA authorizes the EAC to articulate guidance or national consensus standards that might be
considered best practices for the statewide voter databases.”” In their conclusion, they argue that
three elements are missing from any definition of a successful implementation of a statewide
voter-registration system under HAVA:

1. A set of national consensus standards for voter registration systems.
2. A set of consensus performance measures to determine the extent to which the

systems exhibit the desirable characteristics.

3. Means of obtaining the necessary information for those metrics.
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In 2007, the EAC commissioned a study of official voter information websites, which often
include an online connection (interface) to the statewide voter-registration database. The study
report was submitted in late 2008** with recommendations of a number of best practices that
seek to protect the data and reliability of the voter information website. The study’s researchers
reviewed more than seventy websites to produce the assessments. In addition to finding some
effective sites, the lead researcher commented that he was “surprised at the amount of

"% Despite its

information about registered voters some officials were putting online.
classification as “public” information, he viewed some sites as creating the risk of identity
theft.”

The study included a number of recommendations whose predicates reveal that many state
agencies’ statewide databases fail to satisfy basic precepts by which data security and privacy are
achieved. For instance, the researchers advised that such websites “should be carefully
constructed to avoid jeopardizing voters’ privacy or the integrity and security of the records.””” It
also cautioned officials to be sure that any interface to the registration database on a website is,
of course, to a copy of the database rather than the live original, so that there is no possibility of
accidental or malicious modification of registration data through the Internet.” The study
recommended that state governments consider outsourcing the development of these websites,
use commercial or open-source tools and software, plan to accommodate spikes in demand, and
promote the sites’ use. The researchers urged that HAVA section 508 requirements be viewed as
stating the minimum standards for accessibility and that administrators control and limit the
amount of data exposed.

Some states have experienced significant continuing problems with the HAV A-mandated
registration databases. In Wisconsin, for instance, 11 percent of voters cannot currently be

matched against other state lists. Its Government Accountability Board notes that this 11 percent

reduces by half the mismatches found in August 2008, when 22 percent of voters’ data entries
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were inconsistent as between databases.”” The database mismatching spawned significant
litigation in Ohio and Wisconsin during the 2008 general election, with some suggesting that
mismatches indicated voter fraud.'® Unfortunately, the paucity of technological understandings
regarding the design, reliability, security, and accuracy of these registration databases may lead
to an unwarranted public belief that fraud had occurred.

As the 2008 election cycle concluded, abundant indicators of serious technical deficiencies in
the statewide voter-registration databases had arisen across the nation. No federal or independent
study, however, appears to have been planned to assess the statewide registration databases’
basic functionality or compliance with HAVA, as part of the EAC’s research work or federal
legislative agenda. The technical features and deficiencies of these mission-critical registration
databases remain shrouded in secrecy. The federal agencies do not consider the databases within
their core regulatory or advisory mandates; many state election agencies and their leadership are
apparently ignorant of the grave risks the substandard database designs pose and are reluctant to
provide public transparency; and the technical issues can be daunting to policymakers at every
governmental level. But this set of regulatory circumstances means there is no federal or other
public accountability for the highly vulnerable public gateways into the electoral system and the

%1 Further, neither voter registration database

concomitant rights of popular sovereignty.
performance metrics nor independent compliance reviews are part of election administrative
transparency and accountability to the public.'*

The federal experience with the statewide voter-registration databases appears to track that of
voting technologies. With both technologies, their inception has been marked by enthusiasm and
idealism about the technological prospects, followed by serious and unexpected deficiencies in
technical system performance or the fiscal issues that arise from the technology, followed by a

more mature recognition of the prospects, risks, and costs attending the technology. Importantly,

mature governmental judgment regarding voting systems has involved advice and reports from
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independent technical experts such as those from major academic institutions. As occurred with
voting systems, critical evaluations by teams led by highly qualified academic technical experts
may be needed in order to obtain “top to bottom” evaluations of the databases’ technical
sufficiency.'” These independent experts’ involvement may be necessitated to diagnose,
document, and recommend appropriate remedial technical steps and standards for safeguarding

essential voting rights and achieving electoral administrative success.

IV. Conclusion

To a great extent and with the best of intentions, the nation undertook in HAVA a vast
experiment with one of the most fundamental and vulnerable of our civil rights. While technical
understandings may be improving at both the federal and state levels, the sophisticated technical
systems HAVA embraced pose threats to the franchise. Before embarking on any new
technological experiments in elections, the nation must revisit the elections IT regulatory
structure. Computer-based election equipment should not be deployed bereft of a policy
apparatus that is structured and staffed so that it can remain fully informed of the dynamically
developing technological knowledge relevant to ensuring election accuracy, security, and other

core objectives while also preserving voter access.
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ELECTRONIC VOTING SYSTEM, Johns Hopkins University Information Security Institute Technical Report TR-2003-
19 (July 23, 2003), available at http://avirubin.com/vote.pdf.
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2 See, e. g., the studies listed in MATT BISHOP, MARK GRAFF, CANDICE HOKE, DAVID JEFFERSON & SEAN
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has been done.” http://www.pbs.org/newshour/bb/politics/jan-junc08/ballot_01-16.html.

32 Ohio’s election officials responded in a measured tone, suggesting that discussions on “remediation” ensue.
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delegates. See Dan Balz, Feb. 5 Primaries to Pose a Super Test of Strategy, WASH. POST, Jan. 15, 2008, available at
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REVIEW, available at http://www.sos.ca.gov/elections/elections_vsr.htm.
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$U.S. CONST. art. I, § 4.
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system standards. See U.S. GENERAL ACCOUNTING OFFICE, ELECTIONS: STATUS AND USE OF FEDERAL VOTING
EQUIPMENT STANDARDS, GAO-02-52, at 4 (Oct. 2001), available at
http://74.125.95.132/search?q=cache:5P2zJZMp50kJ:www.gao.gov/new.items/d0252.pdf+%22gao-02-
52%22&hl=en&ct=clnk&cd=1&gl=us.

* Eddan Katz and Rebecca Bolin, Electronic Voting Machines and the Standards-Setting Process, 8 J. Internet
L. 4 (2004), referring to an NBS report authored by Roy Saltman, EFFECTIVE USE OF COMPUTING TECHNOLOGY IN
VOTE TALLYING (1975).

1.

47 RoY G. SALTMAN, THE HISTORY AND POLITICS OF VOTING TECHNOLOGY: IN QUEST OF INTEGRITY AND
PUBLIC CONFIDENCE (2006).

8 See GENERAL ACCOUNTING OFFICE, supra note 44, at 11.

* http://www.eac.gov/program-areas/voting-systems/voluntary-voting-guidelines/2002-voting-system-

standards.
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42 U.S.C. § 15362(e); for further discussion, see infia note 58.
>! The FEC-NASED regime contemplated three distinct types of technical testing:

e Qualification testing is the process by which a [sic] voting equipment is shown to comply
with the requirements of its own design specification and with the requirements of FEC
standards.

o  Certification testing, generally conducted by individual states, determines how well voting
equipment conform to individual state laws and requirements.

e Acceptance testing is generally performed by the local jurisdictions procuring voting
equipment and demonstrates that the equipment, as delivered and installed, satisfies all the
jurisdiction’s functional and performance requirements.

GENERAL ACCOUNTING OFFICE, supra note 44, at 8.

52 See id.; SALTMAN, supra note 47, at 180.

53 See GENERAL ACCOUNTING OFFICE, supra note 44, at 8—10.

* See id. at 5.

42 US.C. § 15481(a).

*1d.

742 U.S.C. § 15481(a)(6).

¥ Under HAVA, the National Institute of Standards and Technology (NIST) is charged with assisting the EAC
in its testing lab certification program through the NIST National Voluntary Laboratory Accreditation Program
(NVLAP). NIST recommends laboratory accreditation but the EAC makes the final decision to accredit laboratories.

942 U.S.C. § 15222(1), incorporating by reference the duties of 42 U.S.C. §§ 15361 et seq. Whether the EAC
holds clearinghouse duties to gather and post information regarding the performance of voting systems it did not
certify under its new federal testing regime and VVGS standards has been a matter of continuing controversy. At a
hearing on Dec. 8, 2008, the EAC heard oral testimony and received written statements regarding its clearinghouse
powers and duty regarding these systems. See http://www.eac.gov. This chapter’s co-authors have concluded that
HAVA expressly confers EAC authority, and arguably a statutory duty, to provide voting systems informational
(clearinghouse) reporting on voting systems that pre-date the EAC’s certification system. In 42 U.S.C. § 15362(e),
HAVA provides that the 2002 FEC standards “shall be deemed to have been adopted by the Commission as of the

date” HAVA is enacted. Hence, the FEC standards are now EAC standards, and the clearinghouse reporting duties
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encompass pre-EAC and post-EAC voting systems.

5 The best example is the EAC’s Voluntary Voting System Guidelines. The EAC has documented that all but
20 states required voting systems approved for their state to participate in some form of EAC testing or certification.
See STATE REQUIREMENTS AND THE FEDERAL VOTING SYSTEM TESTING AND CERTIFICATION PROGRAM, available at
http://www.eac.gov/program-areas/voting-systems/.

%' The EAC approved the Voluntary Voting System Guidelines (VVSG) in December 2005. It announced that
the VVSG would be effective for all voting systems submitted for certification testing after December 2007. See
http://www.eac.gov/program-areas/voting-systems/voting-system-certification/2005-vvsg. In July 2006, EAC
adopted a phased implementation of its new Voting System Testing and Certification Program. The two phases
consist of (1) the pre-election or “interim phase,” and (2) the full testing and certification program. The interim
phase began in July 2006 and covered only modifications to existing voting systems. On December 7, 2006, EAC
Commissioners voted to approve adoption of the full program with implementation beginning in January 2007. As
this chapter went to press, the EAC had not yet certified any voting systems under the more rigorous testing
program.

62 SysTest was the only ITA that was initially certified as a VSTL, but the EAC revoked its certification after
NIST documented that the lab had not been conducting the required tests. See http://www.eac.gov/News/eac-
announces-intention-to-suspend-systest-labs/base_view.

%3 The EAC has sustained criticism for not completing the certification of newer, and presumably much-
improved, voting systems in time for purchase and deployment for the 2008 general election. This chapter’s
coauthors, however, applaud the EAC’s refusal to rush voting systems through a less rigorous testing and evaluation
process. Given the vital importance of protecting voting rights and the established record of harms caused by flaws
in supposedly HAVA-compliant voting systems that were hurried to market with insufficient testing, it is incumbent
on public officials to ensure that voting systems meet at least minimum technical standards for performance.

% The GAO acknowledged the problem in a report; see FEDERAL PROGRAM FOR CERTIFYING VOTING SYSTEMS
NEEDS TO BE FURTHER DEFINED, FULLY IMPLEMENTED, AND EXPANDED, GAO-08-814, Sept. 16, 2008.

85 See supra note 29.

% See Press Release, EAC, EAC Accredits Voting System Test Labs, available at
http://votetrustusa.org/index.php?option=com_content&task=view&id=2278&Itemid=26. In 2008, however, NIST

recommended CIBER for EAC accreditation. http://www.eac.gov/voting systems/test-lab-accreditation/laboratories-
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recommended-for-accreditation-by-nist.

The New York Times broke the story concerning CIBER’s testing failures. Christopher Drew, U.S. Bars Lab
from Testing Electronic Voting, Jan. 4, 2007, available at
http://www.nytimes.com/2007/01/04/washington/04voting.html? r=1.

7Joe Hall’s estimate is reported in an op-ed piece by Michael Richardson, Banned Test Lab Certified Electronic
Voting Machines Used by 68.5% of Nation’s Registered Voters in 2006 Elections,
http://www.opednews.con/articles/opedne_michael 070113 banned test lab_cer.htm.

5 The TTBR documentation reviews are published at http://www.sos.ca.gov/elections/elections_vsr.htm. See
CANDICE HOKE & DAVE KETTYLE, DOCUMENTATION ASSESSMENT OF THE DIEBOLD VOTING SYSTEM, available at
http://www.sos.ca.gov/elections/voting_systems/ttbr/diebold doc_final.pdf; JOSEPH LORENZO HALL & LAURA
QUILTER, THE DOCUMENTATION REVIEW OF THE HART INTERCIVIC SYSTEM 6.2.1 VOTING SYSTEM, available at
http://www.sos.ca.gov/elections/voting_systems/ttbr/hart _doc_final.pdf; AARON J. BURSTEIN, NATHAN S. GOOD &
DEIRDRE K. MULLIGAN, REVIEW OF THE DOCUMENTATION OF THE SEQUOIA VOTING SYSTEM, available at
http://www.sos.ca.gov/elections/voting_systems/ttbr/sequoia_doc_final.pdf.

% One coauthor of this chapter, Candice Hoke, was a research team leader and coauthor of the TTBR Diebold
Documentation Assessment. She recalls the surprisingly superficial, platitudinous summations concerning the
quality of the vendor’s software and documentation. The TTBR assessment noted that the CIBER report provided no
basis for concluding that the required testing had been conducted or that the voting system had been shown to meet
the 2002 FEC standards. See HOKE & KETTYLE, supra note 68, at 2-3 (Executive Summary) and part 4.1 (reviewing
adequacy of testing lab reports.

.

M42U.S.C. § 15481(d).

72 See Thomas P. Ryan & Candice Hoke, GEMS Tabulation Database Design Issues in Relation to Voting
Systems Certification Standards 67, http://www.usenix.org/events/evt07/tech/ (published as part of the 2007
Electronic Voting Workshop proceedings).

7 See EAC Advisory 2005-004: How to Determine if a Voting System Is Compliant with Section 301(a)—A
Gap Analysis Between 2002 Voting System Standards and the Requirements of Section 301(a) (July 20, 2005),
available at http://www.eac.gov/election/docs/eac-20advisory-2005-004301a.pdf/attachment _download/file.

™ HAVA’s primary mechanism for infrastructural support was the creation of the U.S. Election Assistance
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Commission and its related advisory boards detailed in the text. See 42 U.S.C. §§ 15321-15330.

7 Joseph L. Hall, Contractual Barriers to Transparency in Electronic Voting 4.2—4.4,
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76 JUSTIN LEVITT, WENDY R. WEISER & ANA MUNOZ, MAKING THE LIST: DATABASE MATCHING AND
VERIFICATION PROCESSES FOR VOTER REGISTRATION 23 (Mar. 20006), available at
http://brennan.3cdn.net/96ee05284dfb6a6dS5d_j4moéblcjs.pdf.

Many factors can affect the accuracy of statewide voter-registration databases. The Association for Computing
Machinery (ACM), U.S. Public Policy Committee, produced an important report recommending steps to safeguard
the databases. Written for a layperson (not requiring technical training in computer science or engineering), the
report includes chapters on security, privacy, accuracy, reliability, and usability. See STATEWIDE DATABASES OF
REGISTERED VOTERS: STUDY OF ACCURACY, PRIVACY, USABILITY, SECURITY, AND RELIABILITY ISSUES (2006),
available at http://usacm.acm.org/usacm/VRD/.

"7 STATEWIDE DATABASES OF REGISTERED VOTERS, supra note 76, at 39—40, 46—49.
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CIvIL RIGHTS, supra note 1, ch. 5, “The Reality of List Maintenance.”
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disputed 2000 presidential election because of problems with the voter registration process. R. Michael Alvarez,
Stephen Ansolabehere & Catherine H. Wilson, Election Day Voter Registration in the United States: How One-Step
Voting Can Change the Composition of the American Electorate 4 (Caltech-MIT Voting Technology Project,
Working Paper No. 5, June 1, 2002), available at http://vote.caltech.edu/drupal/node/16.

%042 U.S.C. § 15483(a).
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%242 U.S.C. § 15483(a)(2).

8 TED SELKER & ALEXANDRE BUER, VOTER REMOVAL FROM REGISTRATION LIST BASED ON NAME MATCHING
Is UNRELIABLE, Voting Technology Project, MIT Media Laboratory, available at
http://www.vote.caltech.edu/reports/purging-vrdb.pdf.

8 See COMMISSION ON CIVIL RIGHTS, supra note 1.

% The record of the case can be found at

http://www.brennancenter.org/content/resource/florida_naacp v_browning and at


http://brennan.3cdn.net/96ee05284dfb6a6d5d_j4m6b1cjs.pdf
http://brennan.3cdn.net/96ee05284dfb6a6d5d_j4m6b1cjs.pdf
http://brennan.3cdn.net/96ee05284dfb6a6d5d_j4m6b1cjs.pdf
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http://moritzlaw.osu.edu/electionlaw/litigation/FloridaNA ACPv.Browning.php.

% The Eleventh Circuit declined to hold that federal law preempted the Florida statute, and remanded the case,
Florida State Conference of N.A.A.C.P. v. Browning, 522 F.3d 1153 (11th Cir 2008), eventually leading to
legislative reforms.

%7 See, e.g., Posting of Reginald Fields to Openers: The Plain Dealer Politics Blog, Jennifer Brunner Cancels
Cross-Checking of Ohio’s New Voters,
http://blog.cleveland.com/openers/2008/10/brunner_says_voter registratio.html (Oct. 30, 2008, 12:13 EST); Myung
Oak Kim, New Voter Database Price at $13 Million, Two Years Late, SCORE Will Be Tested April 21,Rocky
Mountain News, Apr. 11, 2008, available at http://www.rockymountainnews.com/news/2008/apr/11/new-voter-
database-price-at-13-million/.

% 42 U.S.C. § 15483(a)(3), entitled “Technological Security of Computerized List.”

% For instance, the Pew Center on the States found that 20 states planned to construct their systems in house.
See Assorted Rolls: Statewide Voter Registration Databases Under HAVA (June 2005), available at
http://www.electionline.org.

% R. MICHAEL ALVAREZ, POTENTIAL THREATS TO STATEWIDE VOTER REGISTRATION SYSTEMS, Caltech/MIT
Voting Technology Project, Oct. 6, 2005, available at
http://www.vote.caltech.edu/media/documents/wps/vtp_wp40.pdf.

°! 5th Meeting of the State Voter Registration Databases, sponsored by the National Academies, Dec. 4, 2008.
http://www8.nationalacademies.org/cp/meetingview.aspx?Meeting] D=3022. The posted program notes that the
second day’s presentations and discussions were closed to the public.

The National Academies assisted the EAC in providing some general background guidance for state
officials in a 2005 report, Voluntary Guidance on Implementation of Statewide Voter Registration Lists, available at
http://www.eac.gov/News/meetings/ploneexfile.2006-04-24.4700034238/?searchterm=National %20Academies.
Unfortunately, the document lacks important technical specifications for the complex databases that would be
required as well as explanations of what types of technical credentials would be necessitated to achieve the HAVA-
imposed tasks. For instance, the Guidance directs: “Election officials must also create clear policies and protocols to
make statewide voter registration lists secure. The protocols must identify appropriate classes of authorized users. . .
7 Id. at 17. At a minimum, the document should have advised state officials that they should retain a qualified

database security expert to advise on database design for achieving high security and reliability.
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%2 See also LEVITT, WEISER & MUNOZ, supra note 76.

% ERIC A. FISCHER & KEVIN J. COLEMAN, VOTER REGISTRATION SYSTEMS (2006), available at
http://www.american.edu/ia/cdem/hava/papers/Fischer Coleman-Voter Registration Systems-AU.pdf.

% See William Jackson, Voter Sites Face Privacy Risk: Commission Report Recommends Ways to Secure Public
but Sensitive Data on Web, GOV’T COMPUTER NEWS, Dec. 15, 2008, available at
http://www.gcen.com/print/27 _29/47730-1.html?topic=data_management. The EAC posted the study; see U.S.
ELECTION ASSISTANCE COMMISSION, VOTER INFORMATION WEBSITES STUDY, http://www.eac.gov/program-
areas/research-resources-and-reports/completed-research-and-reports/program-areas/research-resources-and-
reports/2008 nov_voter info website study/attachment download/.

% William Jackson, Voter Sites Face Privacy Risk, http://mobile.gcn.com/articles/27 29/47730-1.html.

% ELECTION ASSISTANCE COMMISSION, supra note 94.

7 See id.

% «“Do not expose the official registry file to the Internet,” the study further states. “Create a copy of your
authoritative database to use for your voter information Web site and regularly update it from the authoritative
database.” The study also counseled that personal information that is exposed when answering voters’ questions also
should be limited to what is “necessary and appropriate.” The authors recommended encrypting the link as an
additional safeguard. /d. That these basic database understandings constitute major recommendations of a December
2008 EAC study suggest that many states lack even a modicum of appropriate technical knowledge for designing or
procuring, and then maintaining, highly secure and reliable complex databases. Further, comprehensive, independent
studies of statewide voter-registration databases need to be undertaken immediately to document and address the
risks to voter’s franchise rights posed by technological malfunctions and design deficiencies.

% Published Monday, Dec. 15, 2008:
http://www.riverfallsjournal.com/articles/index.cfm?id=18614&section=Wisconsin%20News&property id=18.

1% Ohio’s 2008 federal litigation concerning the statewide voting registration database ended with the U.S.
Supreme Court’s short per curiam opinion, Brunner v. Ohio Republican Party, 129 S. Ct. 5 (2008).

19" States in which major technological research firms and academic institutions are located, such as
California and Washington, appear to be managing their statewide databases significantly better than others, but they
should not be taken as the national norm.

192 1n an effort to improve its problematic election administrative record, Ohio’s most populous county,
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Cuyahoga County, appointed an election monitor to facilitate compliance with best practices in elections and with
governing law. As part of its work, the monitor submitted a report on the 2006 general election, identifying
administrative tasks where indicators of legal noncompliance had come to light. Technical issues, including
computer security practices, formed a major part of the report. In reviewing the voter registration issues, specifically
those regarding possibly erroneous voter registration deletions, the report referenced potential legal violations of the
Voting Rights Act, 42 U.S.C. § 1971(a); the National Voter Registration Act, 42 U.S.C. §§ 1973gg-1 et seq. and
especially § 1972gg-6; the Help America Vote Act, 42 U.S.C. § 15483; and Ohio voter registration statutes, OHIO
REV. CODE §§ 3503.11-3503.33. After the monitor’s report became public and executive leadership changed, the
elections staff redoubled efforts to achieve electoral legal compliance.

19 See supra note 76.
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2008 National Election Protection Coalition Partners:

Advancement Project

Alliance for Justice

Alliance for Retired Americans

American Association for Justice

American Bar Association

American Civil Liberties Union

Artists for a New South Africa

Asian American Justice Center

Asian American Legal Defense and Education
Fund

BET Networks

Brennan Center for Justice

Campaign Legal Center Voting Rights

Enforcement Project

Center for Community Change

Citizens for Responsibility and Ethics in
Washington

Color of Change

Common Cause

Credo Mobile

Democracia USA

Demos

E!

Electronic Frontier Foundation

Fair Elections Legal Network

Go Vote Absentee

Hispanic National Bar Association

Human Rights Campaign

IMPACT

Lawyers’ Committee for Civil Rights Under Law

Leadership Conference on Civil Rights
Education Fund

League of United Latin American Citizens

Mobilize.org

MSNBC

National Asian Pacific American Bar Association

National Association for the Advancement of
Colored People

National Association for the Advancement of
Colored People Legal Defense Fund

National Association of Lation Elected and
Appointed Officials Educational Fund

National Bar Association

National Black Law Students Association

National Campaign for Fair Elections

National Coalition for the Homeless

National Council of Jewish Women

National Council of La Raza

National Disability Rights Network

National Education Association

National Lesbian and Gay Law Association

Native Vote

NBC News

New Voters Project

Nonprofit Voter Engagement Network

Our Faith Our Vote

People for the American Way

Progressive Future

Puerto Rican Legal Defense and Education Fund

Religious Action Center of Reform Judiasm

Rock the Vote

Service Employees International Union

Sierra Club

The Campaign Legal Center

TV One

U.S. Public Interest Research Group

United States Hispanic Leadership Institute

United States Student Association Foundation

Verified Voting Foundation

Video the Vote

Voto Latino

Women Donors Network

YouTube

" Election Protection thanks the following groups and organizations for their help
and support during Election Protection 2008 in Ohio:

Advocates for Basic Legal Equality, Inc.
American Civil Liberties Union of Ohio
Black Lawyers Association of Cincinnati
Center for Election Excellence
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Citizens’ Alliance for Secure Elections
Cleveland-Marshall College of Law,
Cleveland State University
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Coalition on Homelessness and Housing in
Ohio v

Common Cause Ohio

Election Law @ Moritz

Greater Cleveland Voter Coalition

League of Women Voters of Ohio

Miami Valley Voter Protection Coalition

Moritz College of Law Student Chapter of
the American Constitution Society

National Association for the Advancement
of Colored People-Cleveland Branch

- Norman S. Minor Bar Association

Northeast Ohio Chapter of the American
Constitution Society

OhioVOTES

Ohio Voter Protection Coalition

Women's Voices. Women Vote.
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Election Protection, the nation's largest non-partisan voter protection coalition, brings together over 70
national and hundreds of state and local organizations in a common effort to provide immediate
assistance to voters across the country. Through the [-866-OUR VOTE voter services hotline,
www.866ourvote.org, year round communication with election officials, comprehensive field programs
and necessary litigation, the coalition collects an unprecedented set of data that illustrates the problems
Americans face while heading to the poll from the perspective of the voter.

The Lawyers’ Committee, which helped found Election Protection and serves as the legal and
administrative leader of the coalition, was founded 45 years ago by President Kennedy to organize the
pro bono resources of the private bar to protect civil rights.

The program is not just about Election Day, but about developing a comprehensive and proactive
campaign to ensure that all eligible voters are able to cast a meaningful ballot. Our Election Protection
Legal Committee’s (EPLCs) work involves the entire voter engagement process, meeting with election
officials, supporting non-partisan grassroots organizations, and providing valuable voter education and
voter protection materials and resources.

This report provides an initial snapshot of the numerous, complex problems facing voters and election
administrators in Ohio as reported through the hotline, website, interactive web chat and field program
organized by Election Protection. By comparing snapshots of past programs with the experience of
voters in Ohio in 2008, this report also provides a window into the progress made with election
administration in the state as well as the problems that persist from one election cycle to the next.
Finally, this report also provides recommendations for statewide election officials and election
administrators to remedy those problems that continue to place obstacles in front of Ohio voters as
they attempt to cast a meaningful ballot.

Overview of Election Protection in Ohio

In Ohio, successful statewide Election Protection programs have been operating since 2004. Through
Election Protection Legal Committees, Election Protection leaders met with election officials in all of our
target counties prior to the Election Day to identify potential problems and identify solutions that
protected many eligible Ohio voters. Examples of such pre-election advocacy included preventing
widespread pre-Election Day challenges through aggressive legal and media campaigns and working with
election officials to establish direct lines of communication between our EPLC leaders and election
officials on Election Day.

In 2004, voters in counties across Ohio reported almost 2,000 problems on Election Day through the
hotline. Nationally, we recruited over 15,000 volunteers, many of whom were on the ground in Ohio
on Election Day. Locally, we worked with local individual and organizational leaders throughout the
state to create a comprehensive voter support network in Ohio, and established EPLCs in several
counties.

In 2006, we received over 2,300 calls from voters across the state through the Election Protection
hotline, more than any other state. The Lawyers’ Committee, with substantial pro bono support from
Proskauer Rose LLP, created a legal field program in Ohio focusing on Cincinnati, Cleveland, Columbus,
Dayton, and Toledo and housed a hotline call center specifically for Ohio out of Proskauer's New York
offices. Legal organizations such as the National Bar Association, Advocates for Basic Legal Equality,
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Ohio Legal Assistance Foundation, and Ohio Academy of Trial Lawyers and dedicated lawyers from the
AFL-CIO and SEIU led Election Protection Legal Committees in targeted cities. Grassroots
organizations across the state, including the Cleveland NAACP, Cleveland Voter Coalition, Coalition on
Homelessness and Housing in Ohio, Common Cause Ohio, League of Women Voters of Ohio, Ohio
Citizen Action, and People For the American Way Foundation, spearheaded comprehensive and
sophisticated field programs that helped publicize the 1-866-OUR-VOTE hotline number and assisted
citizens with the voting process.

In 2008, Election Protection operated programs in preparation for the March 4th primary, through the
November election. As in 2006, the coalition included a broad network of Ohioans (including all of
those mentioned above) who led the program with innovative organizing strategies to educate Ohio
voters and provide a comprehensive safety-net. During this election cycle, the hotline received over
4,000 calls from voters in Ohio, with over 1,300 reports of problems facing voters in the voting process
during the primary and general election. During the primary, Election Protection had an especially
strong presence in Cuyahoga County with legal volunteers on the ground monitoring targeted precincts
throughout the County, assisting voters, helping poll workers and gathering information. The coalition
also placed legal volunteers at select Board of Elections offices in Cuyahoga County and across the state.
Prior to November 4th, we organized hundreds of volunteers across the state and established EPLCs in
more than five counties, including in the Cleveland, Columbus, Cincinnati, Dayton and Toledo areas.

The following is a preliminary analysis of the reports in the OurVote Live Database. In Ohio alone,
there are nearly 3,000 reports of voter inquiries and nearly 1,000 reports of voter problems. This
report only scratches the surface of that data. It is not a statistical analysis, nor is it a detailed inquiry
into the Election Protection data. It s a first look at the program and the information received during
this year and a comparison of that information to similar data from past Election Protection programs in
Ohio.

LAWYERS' COMMITTEE FOR

U N D E R L A W

www.nati



ELECTIONEE] 2006 Posctecton el

* PROTECTION iz

1-866.0UR-VOTE s www.8660urVote.or

Election Protection conducted two programs in Ohio during the 2008 cycle, one focused on the March
4 Primary and one focused on the November 4 General Election. In both, problems at the polling place
and problems with poll workers challenged the ability of eligible voters to participate in the process. In
addition, voter registration problems, problems relating to absentee and provisional ballots, and
confusion over voter identification caused voter frustration and, in some cases, disenfranchisement.

Election Protection received 7,900 calls into the hotline from Ohio on and before Election Day, with
over 4,000 reports entered into the Our Vote Live database. The majority of reports were voter
inquiries though voters reported more than 900 problems across Ohio. In the weeks leading up to the
General Election, Ohio voters faced a charged environment, with the Secretary of State and the
Republican Party battling over the window when voters —
could register and cast early ballots at the same time. Turnout
Election Protection organizations supported the position of % of Eligible Voters..... 67
the Secretary of State. This position prevailed in the Ohio
Supreme Court and federal district court.

Point change since 2004....-0.5

Reminiscent of 2004, the tension between the parties and election officials was palpable. A protracted
legal battle that reached all the way to the Supreme Court was fought over database matching rules.
Media attention was especially high as the tone turned decidedly partisan and personal.

Polling Place Problems

Polling place problems were most common on Election Day, caused in large part by registration
problems. In some cases voters who had voted in the same precinct for years were not listed in the poll
book; in others, the voter had received a registration card or was listed in the statewide database, but
did not appear in the book. These problems exacerbated other issues at the polling places -- polling
places opening late, insufficient sighage or supplies (pens, specifically) and machine failures — making
already long lines even longer.

Poll Worker Issues

The problems of poll worker training were evident even before the election — some voters were told
during the early vote period that they would need to vote provisionally if they had requested or
received an absentee ballot, rather than canceling their request

" . or original ballot and allowing them to vote a new absentee
l_t wa:s chaotic, no' one was ballot when they appeared in-person at the Board of Elections

directing or anything... they told during the in person absentee voting period.

you to vote anywhere you

could, nothing was private and Though tremendously dedicated to helping every eligible voter

you could see who everyone cast a ballot, poll workers were poorly trained which added to

was voting for." problems on Election Day. Poll workers were not equipped to

- Peggy N., Cleveland, Ohio. handle the high turnout in those jurisdictions across the state

Peggy's poll location was unprepared. that saw a surge in voters at the polls, a problem that voting
right advocates pointed out to election officials well before
Election Day.

A Toledo voter, Letrice M., went to the Pathway Community Church to vote along with two of her
neighbors. Election officials were confused about provisional ballots and changed Letrice's and one of
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her neighbor's ballots to provisional ballots, even though they had initially been given regular ballots.
After voting, Letrice's ballot was placed in the provisional ballot box, which was unsecured. Letrice

called the 866-OUR-VOTE hotline because she was concerned that
her vote would not count and was disappointed that election officials

didn't seem to know the rules.

In some cases, poll workers were insisting on more stringent forms of
ID than are necessary in Ohio. In Ohio, the law does not require that
the address on a voter's license match their registration address if the
voter shows photo identification. However, some poll workers
forced voters whose photo ID address did not match their
registration address to vote provisionally. Election Protection
volunteers reported misapplication of ID laws by poll workers, which

“I'm afraid my vote
won't count.”

— Letrice M., Toledo,
Ohio. The poll workers at
Letrice's poll location were
poorly trained and confused
on Election Day.

resulted in some voters being forced wrongly to cast provisional

ballots. Voters and volunteers also reported that poll workers failed to instruct provisional voters of the
toll-free hotline that they may call to find out if their ballot was counted; and poll workers failing to
instruct voters who voted provisionally due to insufficient or lack of ID that they should appear in-
person at the Board of Elections to present appropriate ID.

Election Protection leaders worked with the County Board of Elections to communicate with the
County’s presiding judges clarifying the correct law.

Poll workers also failed to direct voters to the correct precinct, and instead would offer provisional
ballots. Voters and field volunteers reported that poll workers issued provisional ballots to voters in the
incorrect precinct instead of informing those voters where the correct precinct was and that, if cast in
the wrong precinct, their provisional vote will not count. The failure to direct voters to the proper

2008 General Election:
Top Counties
Other 10%,

Lucas 8%

Montgomery,

Hamilton

20!
Franklin 19% %

2008 General Election:
Top Problems

Other 8%

Polling Place/
Poll Worker
¢ 2%

Voting
Equipment
1% y:

Absentee
12%

Registration
26%

¢ National Campaign For

FAIR ELECTIONS

WL org

precinct resulted in tens of thousands of provisional ballots that
were not counted; for example, in Cuyahoga County, about 3,400
provisional ballots were not counted because the ballot was not
cast in the proper precinct. Election Protection tried to rectify
this problem where possible. For example, in Hamilton County,
Election Protection volunteers worked with the Board of
Elections to allow a voter who had voted provisionally at the
wrong precinct due to poll worker error to come back and vote
at the proper precinct so that the voter’s ballot would count.
Moreover, the failure of poll workers in Franklin County to
ensure that voters casting provisional ballots completed all
relevant information on the provisional ballot envelope might be
determinative in a closely contested Congressional race; there has
been state and federal litigation over whether more than 1,000
provisional ballots should be counted where the voter had not
signed the provisional ballot envelope.

Absentee Ballot Problems

Voters also experienced significant problems with absentee
ballots. In some cases, ballots were received by voters who didn’t
request them while in others, ballots were not received by voters
who had asked for them. Voters were wrongly told during the

7
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early vote period that they would need to vote provisionally if they had requested or received an
absentee ballot, rather than canceling their request or original ballot and allowing them to vote a new
absentee ballot when they appeared in-person at the Board of Elections.

Voter Registration Problems

Many of the problems at the polling place were really problems with the voter registration system. In
2008, long time Ohio voters who have voted at the same precinct for many years showed up at their
polling place to find out that their names have disappeared from the poll book. Problems with the
statewide voter registration lists bore out across the state. Some voters were listed on the statewide
voter registration database but not on the precinct list, some were listed on the statewide registration
database but not the county’s database and some voters showed up on the county’s list, but not on the
statewide lists.
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About half of the March 4 primary calls came from Ohio. The 2008 Primary:
majority of the problems involved insufficient information, lack Top Countles
of resources, and inclement weather. These problems included:

* Polling place problems

o Ballot related problems

o Disability access and assistance problems

* Voter registration problems

o Confusion regarding identification requirements

Polling Place Problems

Polling place problems were particularly evident during the
primary, during which multiple precincts began to run out of
materials in the evening and poll workers reported problems Absentee
getting more materials from the board. When one precinct ran

out of paper ballots, poll workers began handing out ballots for Equpmen
another precinct within the polling location despite the fact that '
the two precincts were in different Congressional Districts. Roglstrat
Election Protection was able to quickly notify the Board of
Elections and get ballots to the polling place. At one location an
Election Protection mobile legal volunteer brought a new box of
pens for filling out ballots because the poll workers could not
get through to the Board of Elections and workers were concerned that voters would be turned away.
The paper ballot system also raised privacy issues across the state. Mobile Legal Volunteers observed
multiple polling locations that lacked sufficient privacy screens, forcing many voters to cast their ballot in
the open.

2008 Primary:
Top Problems

Other 36%

7 Polling Place/
Poll Worker
36%

Ballot Related Problems

One of the common problems reported by callers during the primary was confusion among voters and
poll workers about the newly implemented paper ballot system, especially whether or not to remove
“Stub A” from paper ballots. The stub was clearly labeled "Do Not Remove Or Vote Will Not Be
Counted.” While the warning was not to remove the stub prior to a voter marking the ballot, this was
not clear to voters or poll workers. Election Protection worked with the Cuyahoga County Board of
Elections to inform voters and poll workers of correct procedure, ensuring that ballots would be
counted. :

Disability Access and Assistance Problems

In Cuyahoga County, disability access and electronic reading machines were down at multiple polling
locations—some had not worked since early morning. One report noted that the person with
knowledge to operate the special disability equipment simply failed to show up.

Voter Registration Problems
Numerous eligible voters were unable to vote with regular ballots because their names did not appear
on the electoral rolls or appeared incorrectly. A caller reported that when she gave the poll worker an
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electric bill as proof of identification, the worker refused to accept it and told her voters needed a valid
Ohio drivers’ license with a current address in order to vote.

Identification Problems

Confusion over the identification requirements by both voters and poll workers continued to be a
problem during the 2008 primary. One student reported that a poll worker required students to recite
their address, while another overheard poll workers incorrectly saying that if the address on a student’s
driver’s license did not match the address on their voter registration they would have to vote a
provisional ballot.
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Prior to Election Day, voters called the Election Protection 2006 General Election:
hotline with questions about registration, new and changing Top Countles
identification requirements, and other questions about where .
and how to vote. Election Protection received 2,334 calls from : N
Ohio, more than from any other state. Hotline volunteers

recorded 2,139 reports into the database. Of those reports,
1,037 were from voters reporting problems while |,102 were
voter inquiries.

Montgomery
9%

Hamiltan 12% N
According to the Election Protection database, on Election Day,

Ohio voters complained of the following problems at the polls: 2006 General Election:
Top Problems

e Long lines at the polling place,
e Registration problems including long-time voters not

Polling Place/

showing up on the rolls, Other 9% 4%
e Malfunctioning voting machines, /
e Continued confusion and misapplication of identification | ***¢; 1

requirements, and, in many cases, improper G

implementation of Ohio election laws; and ! ' qistration

e Deceptive practices and voter intimidation.

Equipment 20%

Registration Problems
Over 24% of all reports came from voters in 23 counties with questions about registration. Many
voters simply called to confirm that they were registered and others inquired about where and how to
vote if they had moved since the last election. On Election Day, however, voters across the state were
told their names were not on the rolls and were either turned away entirely or had to vote by
provisional ballot.

In 2006, a poll worker in Franklin County reported that nearly 90% of the voters in her precinct were
not on the rolls. Many were long-time residents and had voted in the primary. In Hamilton County, a
voter went to vote at her regular polling place but her name did not appear on the rolls. Poll workers
told her she could not vote provisionally because they did not have any provisional ballots but she could
see if her name was on the rolls at another polling place. Her name was not on the rolls at the second
location and she went home without voting. Instances like this occurred in many counties throughout
the state.

Polling Place Problems

Problems at the polls accounted for 53% of all problems and reports came from 37 counties across
Ohio. Voters were disenfranchised by inadequate distribution of election resources, poor poll worker
training, long lines, late poll openings, and voters being erroneously told to vote by provisional ballot.

The hotline received reports of long lines from over 30 polling places in Cuyahoga

County, including a 2-3 hour wait in Bedford Heights. Seniors had to wait over an hour with nowhere to
sit down at Glacemount School. In at least 10 precincts, voters left without voting because of long lines,
including at Lonnie Burton Recreation Center, Oxford Elementary, and Shaker Heights Community
Center. In Columbus, a polling place with two precincts, one predominantly African-American and the
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other predominantly white, only had long lines at the predominantly African-American precinct.
Additionally, late poll openings were reported across the state.

Election Equipment and Voting Machine Problems

Nearly 25% of reported problems involved problems with voting machines, and nearly half of those
reports came from Franklin and Cuyahoga counties alone. Many voters, especially in Franklin County,
reported multiple machine failures in the same polling place. Poll workers were unsure how to use
machines or solve errors, voters reported vote switching (where they voted for one candidate but
another candidate’s name appeared on the confirmation screen), and many precincts did not have an
adequate supply of paper ballots, meaning voters had to leave without voting, vote by provisional ballot,
or vote on a piece of paper.

Identification Problems

Identification problems accounted for 7% of all reports and reports came in from |16 counties. Across
the state, voters and poll workers were confused by the ID requirements. Voters were turned away for
not having ID, even when they presented a form of ID accepted by the state. Contrary to Ohio law,
voters were also forced to vote provisional ballots when the address on their driver’s license differed
from the address on their registration; we received 6| reports from voters who encountered this
problem. Seniors at a nursing home in Cuyahoga called the hotline to complain because they were
forced to vote by provisional ballot because they did not have drivers’ license that matched their
address. As allowed by state law, a police officer in Toledo listed a P.O. Box on his license and poll
workers demanded another form of identification because they did not know to accept his [D even
though it did not display his home address. And voters in Delaware, Hamilton, Lucas, and Montgomery
Counties reported being turned away from the polls (not offered even a provisional ballot) because the
~ poll workers implemented a stricter identification requirement than Ohio law mandates.
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Based on the Election Protection database, voting problems
encountered in Ohio in 2004 included:

* Improper requests for, and non-uniform acceptance of

identification;

e Improper instructions on when to offer a provisional
ballot;

e Longlines due in part to poorly trained poll workers,
inadequate staffing or machines;

* Long-time voters showing up at the polls and finding
themselves no longer listed;

¢ Non-uniform procedures for handling voter who
requested, but did not receive, absentee ballots; and

* Inequitable distribution of voting materials (ballots or

2004 General Election:
Top Countles
Other 12%

Cuyahoga

Lucas 9% 51%

Summit 12%

13%

2004 General Election:
Top Problems

Polling Place/
Poll Worker

45%

machines).
Other 1%
Absentee Ballot Problems
EP volunteers helped voters with questions and complaints Absenteo
regarding the use of absentee ballots. Most often, individuals who
had requested such ballots never received them or received them Voting
too late to send in to the county on time. Others reported apment 13%
receiving ballots they never requested.

Registration
23%

Voter Registration Problems

" EP volunteers helped voters with problems related to voter registration. Individuals frequently reported

having “disappeared” from the voter rolls. Others had questions regarding how to register, how to
determine if they were registered, and what to do if they had moved. Many individuals expressed
concerns that they had registered but never received confirmation or were not listed on the voter rolls
at their precincts.

Voter Intimidation/Suppression

EP volunteers received complaints about suspected voter intimidation or unusual election-related
activities. Some voters reported being intimidated — and deterred from voting or from requesting
assistance — by the presence of poll challengers. Other voters reported poll workers engaging in
questionable practices, such as one poll worker who only asked African-American voters for their ID or
another poll worker who called the police when an individual attempted to help a disabled voter cast his
vote. Other voters reported misinformation campaigns.

Poll Worker Error and Provisional Ballot Problems

EP volunteers received complaints about provisional ballots from voters, many of whom reported being
denied the opportunity to vote by provisional ballot. Some polling places either ran out of provisional
ballots or never had any at their location.

Voting Machine Problems .
EP volunteers received reports about problems with voting machines, particularly in Cuyahoga and
Franklin counties. There were multiple polling locations with an inadequate number of voting machines
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and/or with broken machines, which led to long lines and frustration for voters and poll workers alike.
EP volunteers also received reports of machines not correctly recording votes.

Disability Access and Assistance Problems

EP volunteers received questions and complaints related to disability access and assistance. Voters asked
EP volunteers how they could vote if they were disabled. Other voters reported problems, including
polling places inaccessible to voters in wheelchairs and poll workers who did not allow disabled voters
to receive assistance.

Criminal Status Related Problems

EP volunteers answered questions related to criminal status. Most of these individuals wanted to know
what the eligibility requirements were to have their voting rights restored after being convicted of a
felony.

Ballot Related Problems
Voters contacted EP volunteers regarding ballot problems. Most of these problems were related to poll

workers handling ballots improperly, for example by failing to seal the ballot envelope or failing to place
them in the voting box,

Long Lines

EP volunteers received complaints, especially from voters in Cuyahoga and Franklin counties, about long
lines, some as long as 3-4 hours. The problem appeared to be caused by an insufficient number of voting
booths for the record number of voters who turned out.

Polling Place Problems

EP volunteers helped voters with problems that arose at the polling place. In some cases, voters needed
help identifying their proper polling location, and in other cases voters could not find their polling place
due to inadequate signage. EP volunteers also received reports from voters who had witnessed
improper polling place procedures.
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Election Protection encountered thousands of voters who faced numerous obstacles in casting a
meaningful ballot this election. In each of the elections that Election Protection has covered in Ohio, -
polling place problems continue to persist. This broad category includes everything from voters being
told they could not vote at a polling place to polling places running out of ballots. Many of these
problems were a direct result of poll worker errors and leading to provisional ballots being cast where
voters were entitled to cast a regular ballot, or provisional ballots being cast in the wrong precinct and
thus would not be counted. Additionally, while long lines seemed to be less of a problem on November
4 than expected — as well as less of a problem than in 2004 in particular — many voters complained of
waiting in lines for several hours in various counties during the early voting period. And though reports
of deceptive practices and intimidation decreased this election, instances are still being reported during
each election and serving to disenfranchise voters throughout the state. In many instances, the
problems that were avoided on Election Day were the result of close, and constant, collaboration
between election officials, Ohio election reform advocates and Election Protection.

There seemed to be a decrease in the percentage of voters reporting identification problems in 2008,
after a brief spike in ID problems corresponding to the change in Ohio’s voter ID law in 2006. A
comprehensive voter education campaign by Election Protection coalition partners and election officials
alike, to inform voters of their rights and of the change in Ohio’s voter ID law, seemed to work in
reducing the number of reports related to ID. Reports of voting equipment and machine failures have
also decreased with each election cycle. A large-scale statewide effort to encourage voters to take
advantage of early voting helped to prevent long-lines on November 4th. This was particularly evident
in Cuyahoga County, in which nearly a third of voters voted early.

Probleims Reported: 2004 2006 2008P 2008
Polling Place/Poll Worker 45% 41% 36% 42%
Registration 23% 24% 13% 26%
Voting Equipment 13% 20% 1% 11%
Absentee 8% 6% 4% 12%
:Other 11% 9% 36% 8%
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Each election cycle, the problems we hear about from voters in Ohio are ones that are shared across
the country — election officials and poll workers not adequately prepared for increased turnout,
malfunctioning machines, shortages of paper ballots, long lines, and problems with registrations. In
Ohio, many of these problems can be remedied by select policy and legislative changes, and continued
proactive preparation by organizational leaders and election administrators in advance of the next
election.

Require Pre-Election Plans

Many of the problems in election administration that occur on or before Election Day would be
prevented by detailed pre-election plans which set forth how each election board plans to handle issues
such as voter registration, absentee ballots, polling place resource allocation, poll worker recruitment
and training, ballot preparation, and security. If these plans were required and made publicly available,
election administration would improve and there would be greater transparency in the system.

Improve Voter Registration Process§

The most prevalent and alarming challenge to our electoral process throughout each election cycle,
particularly this November, came in the form of voter registration problems. Voters across the state
arrived at the polls to find that their registrations had never been processed, that their hames had been
purged from voter lists, or that they had missed the registration deadlines altogether. Indeed, the
Secretary of State has acknowledged that the statewide voter registration database needs to be
overhauled. Our first priority for improving this flawed system should be to make the registration
process fair, accurate and efficient.

Voter registration should be the responsibility of the state and not the voter. Shifting this burden is
more — not less — efficient for election officials. A system of automatic registration will spread the
registration process over the course of the year, updating the rolls when voters become eligible. This
will take the tremendous weight of last minute registrations off of the backs of election officials during
the critical weeks before the election. Registration should also be permanent, allowing voters to update
their registrations when they move or change their names, instead of requiring re-registration." Finally,
voters should have the ability to correct mistakes to the registration list on and before Election Day.

Combat Deceptive Practices

Voters across the country, including Ohio, received misinformation about polling locations, times and
rules during this past election. It's easier than ever to disseminate deceptive information quickly - and
with new mediums - our election system needs to adapt accordingly to combat these practices and
minimize the effects of partisan tricks. Additionally, though the elimination of Election Day challenges at
polling places by anyone other than election judges has helped to reduce reports of intimidation, many
voters still complained of intimidating behavior by individuals inside and outside of the polling place.
Legislation preventing voter deception and providing an administrative remedy to correct
misinformation will go a long way to solving this problem.

Provide More Resources to Election Officials
In Ohio, particularly during the primary, eligible voters were forced to cast provisional ballots because of
ballots shortages, and were hampered by poorly trained poll workers, and broken voting machines.
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These problems could have been avoided if the administration of our electoral process provided officials
and poll locations with the resources needed to handle the weight of full participation. Additionally,
additional resources put towards recruiting and training poll workers will help to ensure that fewer
provisional votes are cast due to poll worker error. Throughout Ohio, election officials are doing all
they can to provide every eligible Ohioan with the opportunity to vote a meaningful ballot.
Unfortunately, underinvestment in our elections has prevented that from happening.

Expand Early Voting

Ohio saw fewer problems in counties in which more voters took advantage of the early voting process.
For local election officials, the lighter volume of voters on Election Day equates to shorter lines, fewer
complaints, and a more efficient election environment. By expanding the number of locations in which
voters may cast an absentee ballot in-person, election officials give voters greater flexibility in choosing
when and where they would like to vote, and long lines become a less likely administrative problem for
election officials at single early voting locations in each county during the early voting period and at
polling places on Election Day.

Additionally, over |/3 of registered voters who do not vote attribute their inaction to being out of
town, away from home, too busy, or having conflicting obligations on Election Day. Other Americans
complain of transportation problems or inconvenient polling place locations. More of our citizens will
vote when we allow them to choose where and when they will vote. Offering instant voter registration
at early voting sites, beyond the initial 6-day “overlap period”, further empowers voters who may have
missed restrictive registration deadlines. By expanding opportunities to vote through no-excuse
absentee, these voters can simply go to early voting locations, re-register, and vote on the spot.

Reform Provisional Ballot Process

In every major statewide election, tens of thousands of Ohioans are disenfranchised because their
provisional ballots are not counted, mostly because voters are not on the registration list or cast their
provisional ballots in the correct precinct. This disenfranchisement would be prevented.by
implementing the reforms to the registration process described above and eliminating the correct
precinct rule. ‘
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Overview:

In a time when elections are decided by small margins and when the integrity of the
electoral process is often questioned, avoidable voter disqualification is not acceptable.
Quantitative studies in Cuyahoga County of the 2004 general election, summarized here,
help to define some of the sources of disqualification. Taken in conjunction with other
reported data, these studies lead to conservative estimates of votes that were avoidably
lost or put at risk. Statewide extrapolation indicates that about 42,500 votes may have
been lost and 30,000 put at risk — that is, over 1% of votes in a Presidential election that
was decided by about a 2% margin. We believe that almost all these errors (on the part of
voters, Board of Elections, or voter registration groups) were unintentional. Several
reforms could greatly reduce these flaws in the future. Results similar to those reported
here would be expected in many urbanized counties in the United States.

Summary of key findings:
(Non-technical summary given in underlined statements)

e In 2004, the registration/change of address applications of large numbers of voters
in Cuyahoga County are projected to have been lost or put at risk through errors on
the part of voters or the Board of Elections. Based on the findings of our studies of
both Board of Elections (BOE) and voter entry errors in about 9,600 applications
for registration or change of address, we project that nearly 7,000 Cuyahoga
County voters were probably disqualified and about 12,500 voters were put at
varying degrees of risk of disqualification.




Large numbers of applications arrived after the deadline. The applications of
another 6,000 voters were lost because the applications were handed in after the
October 4 deadline.

The BOE list of disqualified applications was even larger than our projections.
About 15,000 names (not including minor special categories) were on the BOE list
of disqualified or “at risk” voters. This number is greater than the projections of our
studies on BOE or voter error, possibly because our volunteers exercised careful
oversight of the voters we registered. About half of BOE categories of faulty
application were totally disqualifying unless corrected before the election, and the
other half potentially so unless corrected at the time of voting.

Over 900 provisional ballots may have been wrongfully rejected because of
database problems alone. Between 624 and 938 rejected provisional ballots, mostly
classified as “not registered”, were apparently mistakenly purged from the
registration lists, or involved other clerical errors in searching or entering data.
Since this error was detected by only one type of search, which did not detect other
voters who reported similar errors, the true number of provisional ballots
wrongfully rejected is likely to be higher.

We estimate that 2 out of every 5 provisional ballots that were rejected should have
been accepted as legitimate. If we combine incorrectly purged provisional votes,
projected votes rejected because of initial registration errors, provisional ballots lost
through polling place misinformation and innocent errors filling out the provisional
application, it appears that over 41% of rejected provisional ballots (or 14% of all
provisional votes) may have been unnecessarily rejected.

We estimate that simply changing residence exposes voters to a 6% chance of
being disenfranchised. Youth, the poor, and minorities are disproportionately
affected. In fact, with respect to just provisional ballots, we found a two-fold
increase in rejection rate in predominantly African-American compared to
predominantly Caucasian precincts. As noted in national studies, those Americans
who move more frequently are more likely to be subject to registration errors (and
also provisional ballot rejection). These include youth, those who rent rather than
own homes, African Americans and Hispanics, and the poor. In Cuyahoga County,
we estimate that each move brings about a 6% chance of disenfranchisement
through registration error. The national data on groups that move more frequently is
consistent with our findings of a nearly twofold rate of provisional ballot rejection
in precincts with over 90% black populations compared to those that are 10% black
or less. There is also a clear pattern of higher provisional ballot rejection rate in
predominantly African American wards of the city of Cleveland.

Avoidable errors and problems such as we studied amounted to over half the
percent margin of victory in Ohio’s close 2004 Presidential election.”Ballpark”
extrapolation of our results to big cities statewide lead to the conclusion that in
2004 about 1.3% (range 0.9 to 1.6%) of votes (42,500 lost, 30,000 at risk) could
have been lost statewide in a Presidential election decided by a 2.1% difference of
votes cast (and our numbers probably understate the problem).

Election reforms — itemized here only for illustration -- would reduce the
disenfranchising etrors discussed in this report. The Greater Cleveland Voter
Coalition is developing recommendations which will be presented later.




REPORT
1. Registration errors

In the course of registration drives in the spring of 2004, some recently registered
voters complained that they had not received confirmation notices from the Cuyahoga
County Board of Elections (BOE) many weeks later. In order to determine what had
happened to their applications, the Greater Cleveland Voter Registration Coalition
(GCVRC) carried out two studies (completed mid-September and mid-October) tracking
the fates of individual new registration or change of address applications by checking
copies of these applications against the BOE’s data base. The GCVRC had made a copy
of every application submitted to the BOE, and beginning in spring of 2004, had
submitted all new applications to the BOE once a week.

The summary results of the two studies combined (Table 1), based on the detail in
Table 4 (attached at the end as an appendix), are expressed in terms of projected numbers
of votes at risk. These are derived from the numbers actually found under each category
of error (Table 4, as appendix) within our sample of about 9600 applications, followed by
extrapolation to the 312,900 non-duplicate applications received by the BOE in 2004. For
the combined projected numbers the uncertainty is about 20% -- i.e. the numbers could be
up to 20% higher or lower than those given.

BOE errors: We project (Table 1) that the BOE totally failed to enter 2677 submitted
new registrations and made serious errors (e.g. omitting voter’s date of birth) in entering
another 1143 projected applications, for a total of 3,820 votes disqualified or at high risk
of disqualification. Other types of entry errors, with low to possibly high risk of
disqualification (numbering 8,131 + 4,114, Table 1) amounted to another 12,245
projected votes. About 40% of these 12,245 were address updates never entered, so that
such voters would not receive information from the Board, might be purged for not
having voted in 2 general elections, and would have to vote provisionally, with a 14%
risk of rejection (see section 2, below). Errors in transcribing the voter’s name
(especially last name) could lead to lack of successful BOE confirmation of registration
by mail, erroneous BOE information to voters that they were not registered
(unintentionally discouraging them from voting), or poll workers not readily finding
voters on the rolls, and requiring vote by provisional ballot. The availability of
provisional ballots undoubtedly “rescued” many registered voters with address entry
errors, but in turn subjected them to greater risk of rejection (see below) than voters who
used regular ballots.

Some problems of erroneous BOE or voter entries after Sept. 1, 2005 may also be
attributed to failings of the DIMS Voter Registration system now in use by the BOE,
according to a recent report'.

! httProblem://ohiovigilance.org/Counties/Cuyahoga/Analysis/CuyProblemDIMS.htm




Table 1. [Projected] or actual potential votes put at risk* through registration
errors, fall 2004, Cuyahoga County, Ohio

Type of Number of Number of | Number of Source of
Error applications | applications | applications at | information
likely to be at higher low to high
disqualified | risk of loss | risk of
disqualification
Apparent [2677] [1143] [12,245] Table 4
Board Error #1 #5 + #6 #2 + #4 + #3 | (appendix)
Apparent [2938] [392] Table 4
Voter Error | #7+#9 + #10 #8
Applications ~6,000 BOE
missed
deadline date
Subtotal: 11,615 1,143 12,637
Potential
votes affected
BOE List of 10,971 3645 BOE
Completely
or partly
Disqualified
Voters**

*Since turnout on election day was about 65%, actual votes lost from disqualified or
compromised registrations would be 65% of the numbers given. The term “application”
includes both new registrations and change of address applications, which many
registrants treated identically (not specifying their former address).

#1,#2, etc. below projected numbers (in brackets) refer to items as numbered in Table 4,
from which the projected numbers are derived

**Qverlaps some of the data of Apparent Voter and BOE errors in rows | and 2

Voter errors: Voters failed to enter vital information or gave addresses deemed not to
exist for a projected total of 2,938 disqualified registrations. Other voter errors put an
additional 392 projected registrations at low to high risk. The combination of these
serious 2,938 voter errors and the 3,820 serious BOE errors mentioned above amounts to
6,758 or nearly 7,000 disqualified voter applications.

Late applications (combination of Voter and Registration Group errors): According to
Michael Vu, Director of the Cuyahoga County BOE, about 6,000 applications were
handed in to the BOE after the Oct. 4 application deadline, and were thus disqualified.
About 2500 were due to errors made by one registration group, and the remainder were a
mixture of errors made by voters, Bureau of Motor Vehicles, and unspecified other
sources.

Based on studies of both BOE and voter entry errors in about 9,600 applications for
registration or change of address, we project that nearly 7,000 Cuyahoga County voters
were probably disqualified and about 12,500 voters were put at varying degrees of risk



of disqualification’. The applications of another 6,000 voters were lost because the
applications were handed in after the deadline.

2. BOE lists of disqualified applications.

The BOE published a list of 15 253 “fatal pending” or faulty applications, as updated
Dec. 1, 2004 (Informatlon from® ). Two of the largest categories -- invalid address
(6,203) and missing signature (4,768) -- totally disqualify the voter. The names of voters
in the next two largest categories -- missing important information (1,987) or birth date
(1,658) -- are flagged on the polling books, and requested when the voter signs in, in
which case the vote is accepted. Where the address is invalid, the Board takes no further
measures to notify the voter, but in the other 3 categories, it sends a non-forwardable
notification and asks the voter to supply the missing item. We were told by a BOE staff
member that only about 20% of those notified actually supply the missing information by
mail, although many with missing birth date or incomplete information, may do so at the
polling place (No data available on this). Other smaller categories on the BOE “fatal
pending” list, such as being under age or not being a citizen, are legitimately invalidating
or very small.

We can attempt to relate the numbers of voters on this “fatal pending” list to those in
the GCVRC studies described above. We exclude applications which were apparently
submitted but never entered (including change of address) or had only errors in
transcribing the name of the voter. Neither of these categories of error would cause the
voter to appear on the “fatal pending” list. After thls exclusion, the GCVRC study
predicts that about 6,000-8,000 faulty applications* would appear in the 4 major
categories on the BOE’s “fatal pending” list: the actual number is 14,616. We suspect
that part of the difference is due to the fact that the projected numbers in Table 4 derive
from applications overseen by highly motivated GCVRC volunteer registrars, who were
trained to spot and prevent errors of omission.

About 15,000 names (not including minor special categories) were on the BOE list of
disqualified or “at risk” voters. This number is greater than the projections of our
studies on BOE or voter error, possibly because of the careful oversight of our
volunteers in registering voters. About half of BOE categories of faulty application are
totally disqualifying unless corrected before the election, and the other half potentially
so unless corrected at the time of voting.

2 From Table 1, probably disqualified, those “likely to be disqualified” or at “higher risk of
disqualification” (2,677+1,143+2,938=6758; at “low to high risk” of disqualification (8,131 + 4,114 + 392
=12,637)

3httProblem://ohiovigiIance.org/AnaIVSis/CountvCuvaho,tza.html, then click on link to “Fatal Pending”
voters...

* Those given explanatory code letters E or F in Table 4. Mis-entry of addresses, if trivial, might not put the
voter on the “fatal pending list”, so we give a possible range of errors (6,000-8,000) rather than one
number.



3. Provisional ballots

8,559 0f 25,309 provisional ballots cast in Cuyahoga County were rejected5 , because of
BOE findings that the voter was not registered (5760), had not voted in the correct
precinct (2164) or (for 618, most of the remainder) had not been on the polling books
and had made a disqualifying error in filling out the provisional ballot application (main
categories: missing information, no signature, bad address).

We asked whether some of those rejected provisional ballots might have been
erroneously purged from the BOE’s list of duly registered voters. We used matching of
names and date of birth®, using the BOE’s list of provisional voters rejected for all
reasons and the BOE-supplied list of all registered voters as of Aug. 17, 2004 or as of
Oct. 22, 2004:

Group 1. Legitimate voters who had been on the BOE rolls of registered voters as of
Aug. 17,2004, but were absent from the rolls on Oct. 22 (Group [ total of 286 found in
this category: see Table 2 for breakdown). Clearly, the only major reasons for purging,
death or incarceration, did not apply to these voters who cast provisional ballots. Special
circumstances may apply to a few, but in the absence of feedback from the BOE, we
conclude that most if not all of the 286 were incorrectly purged from the rolls.

Group 2. Legitimate voters who were on the BOE rolls of registered voters as of Oct. 22,
2004 but were nonetheless found on the list of rejected provisional ballots (652 found in
this category, not including ballots rejected for being cast in the “wrong precinct — see
Table 2). We presume that these provisional ballots were required because poll workers
had not found the voter’s name on the rolls on election day. Of these individuals, 338
provisional ballots were rejected as “not registered” even though the voters were on the
rolls as of Oct. 22, 2004. In these cases, we cannot distinguish between voters being
purged (more likely) or failures of the clerks checking the provisional ballots to find
listed voters (less likely). These 338 lost votes added to the 286 in Group 1 equals 624
apparently purged voter records.

Another 314 provisional ballots in Group 2 were rejected because of “no signature”, “bad
address” or “missing information”, raising the question of why these voters were forced
to vote provisionally in the first place if they were registered as of Oct. 22. Presumably
they were not found on the rolls at the polling place, and later, because of voter errors in
filling out the provisional ballot forms at the polls, clerks at the BOE may have
disqualified these provisional ballots without checking whether they were registered.

* Information from Ohio Secretary of State, officially certified list of provisional ballots, for overall accept
and reject values; information from Cuyahoga BOE for subcategories (with very slightly different totals
than state certified numbers).

¢ Computer searches carried out by Dan Kozminski, volunteer, Greater Cleveland Voter Registration
Coalition.



Table 2. Tally of apparent errors in database of registered voters whose provisional
ballots were rejected, voting date nov.2, 2004

Reason for | Not Registered No Signature Missing | Bad Wrong
rejection of Info Address | Precinct
provisional
ballot

Address | Same Address | Same Group
Change | Address | Change | Address Total

Group 1: [ 111 153 19 3 286

On db in
Aug., off
in October

Group2. | 101 237 164 81 13 56 Not 652

On db in applicable
Oct. but
made to
vote
provisional
ballot on
Nov. 2

More complicated possibilities for some of these findings do exist, but in sum:

1) It is likely that at least the 286 in Group! and 338 rejected as “not registered” in Group
2 had been purged, for a total of 624;

2) The remainder (314) rejected in Group 2 for the other reasons given above, may or
may not have been purged. Therefore between 624 and 938 voters may have been
purged;

3) The BOE was unwilling to investigate these data before certifying the election results,
when the problem was first raised and the first detailed data was presented at BOE
meetings of Nov. 22 and Nov. 29, 2004; and

4) Cuyahoga BOE Director Vu reportedly said “he would review the lists Robbins
provided and wished he had had them sooner” (Plain Dealer, Nov. 30, 2004), but in fact,
has never responded (as of this writing) since he was sent the complete files described
above within a week of this news report. Until the BOE analyzes our results, we will not
know exactly how many of these presumed purges actually occurred, and how many were
due to other circumstances or errors on the part of either voters or the BOE.

We know that the number of purged and rejected provisional voters (624 to 938) is
probably an underestimate. From a variety of non-BOE sources, we learned of 13 voters
who insisted that they had voted repeatedly or had confirmed their registration with the
BOE and yet were told they were not on rolls, were forced to vote provisional ballots on
Nov. 2 and were rejected. Of these 13, the search for purged voters in our matching
studies picked up only 3. Therefore, we believe that using other types of search (e.g.
voters incorrectly purged before Aug. 17, use of variations in name or address as well as




date of birth, etc.), the total number of erroneously rejected provisional ballots would be
greater than the number we found with one particular search protocol. According to
another report, errors in the DIMS data base could also contribute to cases where
provisional voters had been purged, rendered unfindable, or otherwise rejected’.

How many provisional ballots voters may have been rejected because the BOE failed to
enter registration applications or entered them incorrectly (see item 1)? We could not use
the registrations analyzed in September, 2004, because we had taken vigorous measures
to get these registration failures or errors corrected before the registration deadline of Oct.
4. However, using data from the other study subgroup of about 7400 applications
submitted to the BOE before the deadline but analyzed after the deadline, we found 30
individuals whose provisional ballots had been rejected, mostly listed as “not being
registered” but some as “wrong precinct”. Since the BOE received 312,900 applications
in 2004, we project that with a voter turnout of 65%, about 825 rejected provisional
ballots may have been rejected directly or indirectly because of BOE errors®.

What is the risk of any legitimate voter being forced to vote a provisional ballot and
being disenfranchised? From the above, up to 938 such ballots may have been rejected
due to purging errors and 825 due to BOE registration entry errors (unknown to the
voter). Another 540 voters made errors of omission (e.g. missing signature, incomplete
information) on the provisional ballot form that alert poll workers could have prevented.
Finally, another investigative group found that 1201 provisional ballots were rejected for
being cast in the “wrong precinct” when the voters were actually at the correct polling
place’. These voters received incorrect information from the poll workers or were not
properly directed by them to the proper precinct table (Additional voters arrived at the
wrong polling place because of software errors in the poll place finder on the BOE web
site'’, or because they failed to receive mailed polling place information because of
address errors in their listing, but we don’t have any numbers on this type of error). In all,
these 4 sources of known error add up to 3504 or 41% of rejected provisional ballots, or
14 % of all provisional ballots cast (accepted and rejected) in Cuyahoga County.

Between 624 and 938 rejected provisional ballots, mostly classified as “not
registered”, may have been mistakenly purged from the registration lists. The true
number incorrectly rejected for this reason is likely to be higher.

If we combine incorrectly purged provisional votes, projected votes rejected because of
initial registration errors, provisional ballots lost through polling place misinformation
and innocent provisional application errors, it appears that over 41% of rejected
provisional ballots (or 14% of all provisional votes) may have been unnecessarily
rejected.

7 httProblem://ohiovigilance.org/Counties/Cuyahoga/A nalysis/CuyProblemDIMS htm

8 (312,900/7400) x 0.65 x 30 = 825

? http://ohiovigilance.org/Counties/Cuyahoga/Analysis/Cuy WrongPrecinctSummary.pdf

'% personal communication from Cheryl Kufta, a software expert who personally encountered and analyzed
these problems. Also, see:
httProblem://ohiovigilance.org/Counties/Cuyahoga/Analysis/CuyProblemDIMS.htm




4. Population sectors at greater risk for disenfranchisement

Americans who move more frequently are more often subject to the kind of registration
errors described in this report because they need to re-register to avoid voting provisional
ballot''. Those disproportionately affected include youth, home-renters (vs. home
owners), the poor, African-Americans and Hispanics (Table 2). Fortunately, the
provisional ballot mechanism partly prevents disenfranchisement due to lack of re-
registration, BOE address entry errors (in some cases), or BOE failure to enter address
updates.

Table 3.
Comparison of residential mobility in different pairs of American subpopulations

Percent who move in the space of one year'>
Age % | Housing | % Race % | Household | %
income
Comparison | 20- | 28- Rent | 31 [Blackor | 18 | <$25,000 | 19
of 29 | 30% Hispanic
pairs Over | 3.5- Own 7 | White 12 | >=$100,000 | 10
55 6%

What is the risk in Cuyahoga County of being disenfranchised by registration errors
with each new move and new registration? From Table 4, the sum of all risks of un-
entered or erroneously entered registrations is about 6%. Thus, movers (youth, low
income, minorities) are at greater risk of disenfranchisement.

We investigated the consequence of this disproportionate effect of registration error,
specifically with regard to race, in two ways:

1. Precinct by precinct comparison of the provisional ballot rejection as a percent of all
votes cast in each Cuyahoga County precinct as a function of black/white percentages in
the precinct population. Selecting precincts where there were at least 100 persons 18 and
older, we found that the average rejection rate (as % of all votes cast) was 1.8% in
precincts with 90% or more black residents, and 1.1% in precincts with less than 10%
black residents. This result was highly statistically significant.

2. Evaluation of percentage of provisional ballots rejected as percent of provisional
ballots cast in the 21 wards of Cleveland, graphed below by % black population.

' Task Force on the Federal Election System, 2001 (attached to the National Commission on Federal
Election Reform, 2001),
httProblem://millercenter.virginia.edu/programs/natl_commissions/commission_final report/task force re

port/complete.pdf

2 Table 8 in U.S. Census Report, Geographical Mobility: 2002 to 2003.
httProblem://www.census.gov/prod/2000pubs/p20-549.pdf
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It is obvious by eye (and valid statistically) that wards with over 80% black populations
had higher rejection rates (as % of provisional ballots cast) than those with 50% or less
black populations. In one predominantly black ward, the rejection rate reached 51%.

As noted in national studies, those Americans who move more frequently are more
likely to be subject to registration errors (and also provisional ballot rejection). These
include youth, those who rent rather than own homes, African Americans and
Hispanics, and the poor. In Cuyahoga County, we estimate that each move brings
about a 6% chance of disenfranchisement through registration error. The national
data on groups that move more frequently is consistent with our findings of a nearly
twofold rate of provisional ballot rejection in precincts with over 90% black
populations compared to those that are 10% black or less. There is also a clear pattern
of higher provisional ballot rejection rate in predominantly African American wards of
the city of Cleveland.

S. “Ballpark” estimate of registration/provisional ballot errors on a statewide basis

By what factor should the errors in Cuyahoga County be multiplied in order to estimate
their occurrence statewide in 2004? The majority of errors appeared to be concentrated

in the most urbanized areas of the County where the most intense registration drives
occurred. Therefore, one approach to extrapolation is to find the combined populations
of the 10 largest Ohio cities (1.72 million, assuming that about half of Columbus is
urbanized) and to divide that by the population of Cleveland (478,000) to yield a factor of
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about 3.6. Using this factor and data cited or derived above, these cities together would
have experienced 24,300 disqualifications due to BOE or voter error'?, 45,500
registrations or change of address at varying degree of risk because of BOE or voter
error'®, and up to 21,600 because of applications handed in after the deadline'’. In
addition, about about 12,500 provisional ballots may have been incorrectly rejected'®.,
With an average turnout of 65%, this amounts to a “ballpark” projection of about 31,000
final votes actually lost (0.65 x (24,300 + 21,600)), and 30,000 (0.65x46,500) at risk of
loss, in addition to the 12,500 provisional ballots lost. Because of the assumptions
involved, these numbers could easily be off by 20% in either direction. However, the key
point is that the sum of these avoidably lost votes or votes put at risk add up to 72,500
votes or about 1.3% (range 0.9-1.6%) of votes cast in a (2004) Presidential election
decided by a difference of 2.1% of Ohio’s votes'’. Therefore, despite the range of
uncertainty, there is no doubt that these sources of error must be addressed by election
reforms.

Are these estimates “conservative”, i.e. likely to be understatements of the magnitude

of the problem? We believe they are, because:

e we derived our numbers of voter and Board just from applications submitted by the
Greater Cleveland Voter Registration Coalition, whereas twice as many voters were
on the BOE’s “fatal pending list” of voters disqualified for wrong or missing
information;

e we did not include estimates of voters who did not even attempt to vote a
provisional ballot because they called the Board of Elections after the registration
deadline only to find they were apparently not listed (either because of registration
or data base errors that were not the fault of the voter); and

e we did not include voters who might have voted provisionally but were directed by
poll workers or the BOE’s “precinct finder” to the wrong precinct, and did not have
the time or energy to correct these errors.

“Ballpark” extrapolation to big cities statewide lead to the conclusion that in 2004
about 1.3% (range 0.9 to 1.6%) of votes (42,500 lost, 30,000 at risk) could have been
lost statewide in a Presidential election decided by a 2.1% difference of votes cast (and
our numbers probably understate the problem).

¥ Using the number of high risk errors in application (Table 1, columns 2&3) times the 3.6 factor: 3.6 x
(2,677+2.983+1,143) = 24,328

" Multiplying number of applications at low to high risk in Table 1 times 3.6 (3.6 x 12,637 = 45,493)

'* 6,000 applications in Cuyahoga County which missed the deadline for registration x 3.6 = 21,600

' 3504 provisional ballots possibly incorrectly rejected in Cuyahoga County times 3.6 = 12,600 statewide.
' According to the “Amended Official Results” at http:/www.sos.state.oh.us/sos/results/index.html, where
it is reported that there were 5,627,903 votes cast, of which 50.81% were for Bush, 48.71% for Kerry.
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6. Some of the election reforms which would reduce the disenfranchising errors
discussed in this report (P=problem; R=reform): Incomplete List supplied only for
Illustration.

The following reforms are sketched rather than detailed, and do not include all good
options. Rather, they are intended to illustrate that for each problem, there are workable
solutions if there is the will at the appropriate level of agency or government. The Greater
Cleveland Voter Coalition is developing a set of reforms which will be presented at a
later time.

A. Registration errors

PROBLEM: New registration or change of address submitted to BOE but never entered.
REFORM: BOE provides some form of receipt on receiving an application from voter
or registration group (see also next item), so that timely submission can be proven.

PROBLEM: Voter or BOE error in filling out or transcribing application.

REFORM. BOE checks all registrations on disqualified (“fatal pending”) list against
original written application to correct clerical errors (BOE already notifies voters with
missing information or birth date to supply same, but this unfortunately is not sufficient).

REFORM. If BOE notification to voter of error or omission is returned, it should be re-
sent as a forwardable letter. '

REFORM: At a point in time sufficiently before the registration deadline, BOE supplies
all fully registered voters with prominent notification that they are registered (e.g. repeat
large-size flyer to all registered voters, searchable website list of all registered voters,
available on internet, public libraries, etc.), including address for checking plus intensive
public outreach to everyone to check their registration status, correct faulty registrations
or re-register if necessary before the deadline.

REl?g)RM: Major overhaul of DIMS data base so that it warns of input errors as they
occur

PROBLEM. Applications missing important information (e.g. signature, birthdate, Social
Security or Driver’s License number) in submissions by registration organizations or
individuals.

REFORM. The Board should check periodically and randomly for the number of such
omissions, and warn the offending registration organization that unless the problem is
immediately corrected (to a certain percent of error), further applications will not be
accepted.

REFORM. More graphic and literacy-sensitive flyers, explaining and warning against
potential voter errors and omissions, should accompany all blank registration forms
distributed publicly.

PROBLEM: Applications handed in huge batches or late by registration or other
organizations.

REFORM: BOE requires that all applications be submitted within 5 working days of
signature date, with penalty of losing future right of registration for organizations that fail

'8 http://ohiovigilance.org/Counties/Cuyahoga/Analysis/CuyProblemDIMS .htm
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to do so. All organizations that routinely submit applications (including BMV) should
receive special administrative reminders of the deadline for receipt.

B. Provisional ballot problems (other than Registration problems as above)

PROBLEM: BOE inadvertently purges voters from list.

REFORM: BOE keeps list of registered voters as of each month, and routinely checks
that those that are dropped from the list in subsequent months are done so for legitimate
reasons.

PROBLEM: Provisional Ballots rejected because voter is in wrong precinct.

REFORM: At the very least, accept ballots cast in the correct polling place (even if
wrong precinct) as prima facie evidence of poll worker mistake;

REFORM: Change state interpretation of HAVA so that voter can cast provisional
ballot anywhere in the correct county (with loss of vote only on precinct-specific offices
or issues).

PROBLEM: Provisional Ballot rejected as “not registered” because original voter
application was disqualified

REFORM: Check all such individuals against a copy or scan of the original voter
application, to be sure the voter was not disqualified because of clerical error or omission
in the original entry on to the data base

PROBLEM: Provisional Ballot rejected because of voter omission (on the provisional
application form) of signature, date of birth, or other required identifying information.
REFORM: Accompany provisional application form with graphic, low-literacy
sensitive flyer explaining most common errors.
REFORM: Make poll workers responsible for voter omissions (e.g. discharge worker
if over a certain number of provisional ballots OK’d by this worker contains omissions)

C. Disproportionate risk of disenfranchisement in certain subpopulations

REFORM: Reforms as above, plus proportionately more intensive public outreach
directed at those subpopulations with higher percentage of those who move (Table 2)
—e.g. at youth, minorities and the poor

D. Election Day Registration would reduce disenfranchisement due to most errors
reported here:

REFORM: Election Day Registration, as practiced successfully in 6 states, would
eliminate most of the errors discussed in this report much more effectively than many of
the reforms suggested above. Furthermore, according to national studies, election day
registration also significantly increases voter turnout. Any added administrative costs of
election day registration should be balanced against the costs of correcting the errors
reported here, as well as the reduction in avoidable disenfranchisement.
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‘We wish to acknowledge the consistent helpfulness of the BOE staff in making available computers and in assisting volunteers in carrying out computer searches of
the BOE’s database. The first study of 2183 non-duplicate applications was completed Sept. 17, 2004; the 2nd study of approximately 7400 additional applications
was completed end of October for registrations as of Oct. 22, 2004. Results for each category are combined in the information presented, so that the percent is
derived from numbers found in each category divided by 9583 (2183+7400). In the case of the September study, vigorous outreach to affected voters led to
correction of many of these errors, but for the present purposes, the data are presented as originally found before correction. In the case of the October study, efforts
were made to correct the registration errors but in most cases were too late. Numbers in some categories are slightly different from previous versions because of
review, small numbers reclassified, or use of more subcategories.

" Qualifications: Work done by volunteers on Board of Election computers, and some categories subject to interpretation. Most of these data were submitted to the
Board of Elections for their review and correction, but no response was received. Copies of most of the applications used have been retained. Number of total
applications studied in the second study, 7400, is an estimate based on previous day exact number. Low numbers in several study categories make projections to
entire 2004 application list (see next note) very uncertain. The calculated 95% confidence interval for these data vary with the number of entries: for instance, the
95% confidence interval for the number of new registrations never entered (row 1) is about 18% so that the 95% confidence interval goes from 1700 to 3184.

Entries with smaller numbers have much bigger uncertainties or larger confidence intervals; for this reason, smaller categories are pooled in the overall summary
(Table 1) and especially in the text, so that confidence intervals for pooled categories is in this same 20% range. Surrounding events were somewhat different for the
Sept and October studies (see note 1 above). with variations in different subcategories. Nonetheless, overall combined percentage of either Board or voter errors
were similar, so results were pooled by category. .

* In order to extend our results to the entire universe of submitted applications, we need to calculate the total non-duplicate number received. The Director of the
Cuyahoga County Board of Elections said that 360,000 registration/change of address applications were received in 2004 by the deadline. However, at an earlier
time, when the number received was 344,245, the Director said there were 45,043 duplicates, or duplicates were 13% of the total. Thus if the latest total is 360,000,
then 13% or 47,100 need to be subtracted as duplicates, so that the number of non-duplicate registrations received would be (360,000 — 47,100) or approximately
312,900. Therefore, we multiply the percentages of each type of error (in column labeled “percent of submitted applications” in Table 4) times 312,900 to find the
“projected number of applications affected countywide”.

16



Appendix 6:

Summary of Cuyahoga
County Board of Elections
data on invalid registrations
(Fatal Pending), provided by
Norman Robbins, Former
Study Leader of the Greater
Cleveland Voter Coalition



SUMMARY: FATAL PENDING REGISTRATIONS

Cuyahoga County 2008

Category

"Z-Invalid Address” (new
registrations with invalid
address)

"GIS Invalid Address"
(registration updates with
invalid address)

No Address supplied
Commercial Address
Crude estimate of
duplicates in above
@35/1000

Subtotal Address Errors
(less duplicates)

No Signature

No ID line 10

No DOB

Crude estimate of
duplicates in above
@35/1000

Total Fatal Pending

Total number of
registrations receivedby
Cuyahoga County in 2008
IS 275,265, including
Active,Inactive,Fatal
Pending and Pending.

% NG Registrations

(If 6% statewide, would be
39,600 defective
registrations)

Number

5023

Street Exception

1544(Questionable addresses

investigated)

1985
111

298

8366

2589
4654
1285

298

"Change missing DOB
or signature” (original
registrations sent to and

corrected by voter)

16596

275,265
6.0

9735

915
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Dear Reader:

As Election Day approaches, excitement is building for a presidential race expected to generate greater voter
interest than we have seen in decades.

Many of those going to the polls on November 4 will be first-time voters who will need to know how to register
to vote, where to vote and, likely, who and what are on the ballots for the 2008 elections. Today’s technology
should make it easier for these first-time voters. However, while it is clear that the Internet helps people search
for and use information, it is not clear that voters will in fact find the information they are looking for or that the
information they do find will help them vote in the coming elections.

Americans are increasingly incorporating the Internet into their daily lives. Today, it's an easy way to look for
directions, purchase gifts or household necessities, get a movie or book review or search for information about a
presidential candidate. For many companies like Marriott, Progressive, Best Buy or Toyota, a first-class Web site
is part of their core strategy and the site’s usability sometimes makes the difference between success and failure.
Businesses realize that their customers rely on Web sites to help them not only purchase goods, but also to
gather information—comparing products and prices—that can help consumers make better decisions.

In this report, Make Voting Work (MVW) examined the state elections Web sites in all 50 states and the District
of Columbia to determine whether citizens can find the official election information they need to register to vote,
check their registration status and locate their polling places. More importantly, MVW measured if potential
voters can use the information on state elections Web sites and if it helps them. We found that every state has
room for improvement. However, states can still take steps to help voters; as the election approaches, many states
have updated their Web sites and developed tools to help voters this November.

How easy a state’s elections Web site is to use dictates if citizens can efficiently learn what they need to know to
vote on November 4. According to experts, on average, people spend less than two minutes on a Web site before
they abandon their search for information. Web sites that quickly and easily deliver the information citizens seek
about the upcoming election will potentially improve the voting experience and ease the burdens placed on
election officials’ resources. A 2007 U.S. Election Assistance Commission survey found that election
administrators are realizing the importance of offering voting information online—saving election offices time
and resources while also possibly reducing voter frustration.

Make Voting Work, a project of the Pew Center on the States, is committed to making the election system work
optimally for all voters. Through this research, MVW has identified areas for improvement for all state elections
Web sites and made recommendations for improvement. MVW has also partnered with the JEHT Foundation
and state and local election administrators, with technical assistance from Google, Inc., to create the Voting
Information Project, which is working to develop and implement a technical standard to more efficiently
disseminate accurate voting information.

Being Online is Not Enough: State Elections Web Sites was researched and written by The Pew Charitable Trusts’ Center
on the States (PCS). PCS identifies and encourages effective policy approaches to critical issues facing states.

MVW hopes this report will help state and local election officials continue to find new and better ways to deliver
information to voters through the Internet to make the election process easy and efficient for citizens.

Sincerely,

LSz

Sue Urahn

Being Online is Not Enough



Executive Summary

Can | find it?
Can | use it?
Does it help?

Three broad questions, but ones critical to any
user searching a Web site for information.

According to Pew Research Center’s Internet and
American Life Project, as of May 2008, almost three
in four adults use the Internet. Although roughly
three-quarters of users go to the Internet for
information on expected topics such as health, the
weather and travel planning, increasing numbers
of Internet users—two-thirds of all users—are also
turning to government Web sites for information.’
And this year, Americans are using the Internet to
gather information about the campaigns and the
2008 election more than ever before.

In many ways, the 2008 presidential election
represents the first campaign of the 21st century.
Using modern technologies and Web-based
trends developed in the past few years, like
social networking, both Democratic and
Republican campaigns have raised money,
recruited volunteers and sent out messages to
their supporters through the Internet. In turn, a
record-breaking 46 percent of Americans have
used the Internet, e-mail or cell phone text
messaging to get news about the campaigns,
share their views and mobilize others.? However,
despite the prominence of the Internet in the
2008 elections, 60 percent of users reported that
a great deal of misinformation exists online?

With the prevalence of the Internet as a

source of information in the 2008 campaign,
Make Voting Work (MVW), a project of the

Pew Center on the States, seeks to understand
how the Web and the information available

on state elections sites will help engage citizens
in this November's election.

As of June 2008, 40 percent of all adults were
turning to the Web for campaign information—a
nine percentage point increase over a comparable
stage in the 2004 presidential campaign.* Some
groups of voters—particularly young and first-time
voters—will increasingly go to the Web to find basic
information about how to register, where to vote
and what is on the ballot this year. MVW finds that
much of this information is available at the state
and local level, but finding and using the
information can be difficult—particularly on state
elections Web sites.

Being Online is Not Enough: State Elections Web Sites
assesses how well state elections Web sites are
doing to provide the necessary information to help
citizens vote. To answer the three basic questions
(Can I find it? Can | use it? Does it help?), this
research critically focuses on the ease of navigation
in accessing the information and the usability of
that information.

MVW found that all states have room to improve.
Furthermore, making election information easy to
find and use can yield a return on investment
(ROI) for election officials. If people are locating
the information they need online, fewer of them
will need to use the phone to call a state or
county elections office. Experts suggest that calls
to state or county elections offices can cost
between $10 and $100 each, depending on the
staffer’s qualifications.®

There are many ways that states can address the
limitations described in this report. To further
highlight these avenues of improvement, we
introduce the Voting Information Project, a
unique partnership between Pew, the JEHT
Foundation and state and local election officials.
This partnership, made possible with technical
support from Google, Inc., will enable states to
place critical election information directly in the
hands of their voters.

Being Online is Not Enough



INntroduction

In recent years, state and local election offices
across the country have been following the
national trend of making information available
online. As more and more Americans use the
Internet, simply putting information online is not
enough. State Web sites must be easy-to-find
and easy-to-use if they are to fulfill their intended
purpose of helping voters.

Brian Ryu, a 24-year-old transplant to D.C. who
works in finance, voted in the last presidential
election by absentee ballot from New York. In this
November’s election, he is voting for the first time
in the District of Columbia.

To register to vote in D.C,, the first thing he did
was turn to the Web to find out how. “l went
online and typed in, 'Washington D.C. voter
registration’ using Google. The link to the
registration page was the first hit,"he said.

Brian then had to fill out an online form, which
required his home address, driver's license
number and date of birth. That still wasn't
enough to get to the registration form. He had to
declare a party affiliation as well. Only then was
he able to download the registration form. But,
he wasn't done yet. He had to sign the form and
mail it back. ‘It wasn't too difficult, but it wasn't
easy either. At first, | didn't affiliate with a party,
but D.C/s Web site wouldn't let me move on!

Thanks to the government site, Brian was able to
find and fill out the right form to register to vote.
For Brian, because he's had a computer since he
was seven years old, when he wants information
his instinct is to turn to the Internet, where he,
and according to research, his peer group, go for
most of their information gathering needs.
"Registering to vote took time, but when | need to
find out where to vote or who is running for city
council, I'll still look on D.C!s Web site. It's just
naturally where | would go to get that
information”

Itis simply no longer enough to have the data on
state elections Web sites. If citizens turn to the
Internet for election-related information, they
require information they can find, use and trust to
help them participate in the 2008 election and
beyond. As a result, it is important that state
elections Web sites be easily accessed, easy to use
and helpful. This report is limited to state elections
Web sites only, since elections are primarily a
function of state law. Local elections Web sites,
however, are also important and can benefit from
the study’s analysis and findings on usability.

Using the Internet to find

voting information

More and more Americans are looking to the
Internet to find information. Users increasingly
have incorporated the Internet into their daily
lives since the World Wide Web became popular
in the mid to late 1990's. Currently, more homes
have high-speed internet connections than had

Being Online is Not Enough
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computers 10 years ago (58 percent vs. 43
percent).” Many users prefer the Internet over
traditional channels to research services and
products, manage finances and make purchases.
Users’expectations are set by user-friendly online
services.

The number of adults who turn to the Web for
campaign information has increased by 29
percent since the 2004 election.” And if the 2008
primary season is an indicator of voter turnout,
the upcoming election is likely to see a record
number of young voters. Some states witnessed
as much as a 15 percent increase in young voter
rates between the 2004 and 2008 primaries.’®

This election’s youngest voters are members of
Generation-Next, a generation that has grown up
with personal computers, cell phones and the
Internet and uses technology in fundamentally
different ways than previous generations. Unlike
other groups of voters, these young voters are
turning to the Internet as their primary source of
information about the election—for the first time
the Internet has supplanted cable television as
the preferred source of campaign and political
information for 18- to 29-year-old voters.” These
young voters will also likely rely on the Internet
for information about voter registration, polling
locations, ballot measures and other voter
concerns in the same ways they rely on the
Internet as a source of political news.

Voter turnout is not expected to surge just
among young voters; if election interest and
voter registration numbers are indicative, many
predict record levels of Americans of all ages will
vote this November. A June 2008 poll conducted
by the Pew Research Center projects that, based
on self-reported voter interest in the election,

Make Voting Work | Pew Center on the States

voter turnout in November will be significantly
higher than in the previous four presidential
elections.”

Voter registrations have grown exponentially in
many states over the past year. The Washington
Post reported that in Nevada there are 400,000
more voters registered now than four years ago
and that over half a million voters have registered
in Indiana since January of this year. In response
to this growth in Indiana’s electorate, Secretary of
State Todd Rokita said this could be “the biggest
Election Day in our nation’s history in terms of
turnout”"" According to George Mason
University’s Michael McDonald, “If all conditions
remain the same as what they are now, we could
see voter turnout up three to four percentage
points, cresting over turnout rates in the mid-
1950s."

What we know about

voter concerns

There is little data available on Web usage by
voters in need of assistance during the election
process; however, the concerns of voters in earlier
elections are indicative of the information voters
will likely need leading up to this November’s
election. In the 2006 election cycle, approximately
70,000 calls were made to four hotlines providing
election information.” The most commonly
asked questions were related to where to vote
(42 percent of questions) and registration
concerns (33 percent of the inquiries)." For
example, 65 percent of calls received by the
MyVote1 National Election Hotline, which helps
voters through an automated Interactive Voice
Response System, were about locating a polling
place.” Some of these calls could be avoided if
states were able to provide accessible and usable
voting information online.
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The importance of state

elections Web sites

Between 2002 and 2003, use of government Web
sites increased by 50 percent.”” Today, 66 percent
of Internet users go to government Web sites for
information.” As the election approaches, these
government Web sites are likely to be sources of
trusted information on how and where to vote.

Noting the importance of making government
data accessible online, J.L.. Needham, manager of
public sector content partnerships at Google,
Inc.—the division dedicated to finding official
information and making it searchable—explains
that “some state government documents are
hidden behind design elements of the Web site
or, more commonly, in a database that a search
engine’s crawlers can't access."

With an increasing number of Internet users, it is
paramount that state elections Web sites meet

the needs and expectations of current and
prospective voters by providing useful and usable
elections Web sites. For many businesses, this is a
core strategy. For state elections Web sites, this is
no longer a nice thing to do, but a must-do to
enable citizens to exercise their right to vote.

User-friendly Web sites can also ease the burden on
election officials. One Election Assistance
Commission (EAC) survey showed that state election
offices are realizing the importance of offering voter
information online.” Election officials can save time
and resources if voter information is readily available
online. An effective Web site can reduce the number
of inquiries and alleviate voter frustrations. An added
benefit is that these online services are accessible 24
hours a day, seven days a week, from the voter’s
home and other locations.”” The presence of user-
friendly official sites also reduces the likelihood of
outside groups creating unofficial, and potentially
unreliable, sources for voting information.

Being Online is Not Enough



How well are elections Web sites

helping voters?

Make Voting Work'’s study, an examination of the
information available to voters, looked at elections
Web sites of all 50 states and the District of
Columbia. This report assessed whether state
elections Web sites could be easily found and used
by voters seeking information before going to the
polls this November. These questions usually come
in the form of one or more of the following voter
frequently asked questions (FAQs):

® Am | registered; or, how do | register?
® Where do | vote?

e \What candidates and issues are on the ballot?

Much of this information is available at the

state and local level as part of election management
systems and voter databases, many of which

were created as a result of state appropriations
funded in part by the Help American Vote Act of
2002. Election officials use this information to
manage voter registration, select polling locations
and prepare ballots for the millions of voters who go
to the polls each year.

However, this information comes from a
patchwork of data sources that are not
consistently available to information providers,
such as newspapers, civic organizations and other
outlets where voters turn for voting information.
Most importantly, this data is not readily
accessible to the growing segment of Americans
who rely on search engines for finding
government information online.

Make Voting Work | Pew Center on the States

As voters look to the Internet for election
information, it is good practice for states to
increase transparency and make official voting
information easily accessible. For the current
study, MVW examined if election information is
easily available through state elections Web sites.

First, can voters find official election information?
Ideally, citizens who sit down at their computers
and search for voting information should be able
to easily find their state’s official elections Web
site. It doesn't matter how many bells or whistles
states may have on their Web sites. If voters can't
find the site, they can't use it.

Next, do state elections Web sites provide the
information voters need, and will likely be looking
for, in the upcoming election? To facilitate voter
participation, states can provide critical tools
online, such as polling place locators, online voter
registration verification and information so voters
know which candidates and initiatives are on the
ballot. By providing this information online, states
may reduce the number of people who need to
contact local or state election officials to request
information.

Finally, is the information on state elections Web
sites easy to use? MVW looked at how user-friendly
and accessible state elections Web sites are. State
efforts will be wasted if the information they
provide to voters is mired in poor Web site design.
Many of the Web sites MVW analyzed for this report
are rich with data, but data is not information; it is
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only through the design of usable interfaces that
data can be put in context and combined to
provide useful, meaningful information for citizens
preparing to vote. For example, historical data
clutters some Web sites, and that can confuse or
distract voters from obtaining the information they
seek. Historical data is not useful to citizens
preparing to vote by registering, verifying
registration, locating polling places and analyzing
candidates and issues that will be on their ballot.

Can voters find the information
they need?

The user’s ability to find the state Web site is the
most critical element of our evaluation. If voters
can't find a site, they can't use it. Users’ strategies
for finding Web sites fall into two categories. First,
some users will attempt to type a name or term
into the address bar of their browser, figuring that
someone who offers a corresponding service will
have bought the domain name. Alternatively, and
increasingly more common, users will type a name
or term into a search engine. If the state Web site
does not appear within the first few search terms,
users may be confused about where to go to find
the information, go to an unofficial Web site that
could include out-of-date or incorrect information,
or give up entirely. The official Web site ideally
should appear as the first search term to guide
users quickly to the correct information.

Users who have to scroll through multiple results
may end up on unofficial or paid advertising sites
before finding the information they are looking
for. These Web sites may not be up-to-date or
users may give up altogether. Because many
users reach a site via search engines, states need
to pay special attention to the page titles, tags
and descriptions so a Web site can be indexed
and presented properly through a search engine.

Our study found that 38 official state sites do
appear as the first search result when searching
for “voting in <state name>. For example, a voter
in Kentucky can type “voting in Kentucky,"and the
official state elections Web site appears as the
first result in the search list. However, for 12
states, the official site appears within the first five
results and South Dakota's Web site does not
appear at all on the first page of results. For Web
users searching for information on their polling
places, only 34 official state Web sites appear as
the first search result when users enter in their
state name with “polling place!

The main homepage of a state’s Web site should
also include a prominent link specifically for that
state’s elections Web site. Seventeen states
included such a link. Although many states added
these links as the election drew closer, all states
should add this feature because many voters may
go to the primary state government page before
searching for the elections Web site. All states
should do everything possible to point users in the
right direction. For example, the Rhode Island state
government site currently includes a prominently
labeled “Spotlight” section on its home page, and
when we checked the site it was using this
location to promote the election Web site.

Do state elections Web sites
provide the tools to answer

voter questions?

To facilitate voter participation, states can provide
critical tools online, such as polling place locators,
online voter registration verification and
information about which candidates and
initiatives are on the ballot.

Generally, we found sites lacking basic tools such as
registration verification and poll locator features

Being Online is Not Enough
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(see Exhibits 1 and 2). However, we know that
these sites have the data—they just have not built
usable interfaces that take that data and turn it into
useful information. Approximately half the states
(53 percent) offer a way for voters to verify their
registration online. All of these tools require
personal information, but there is tremendous
variation in the amount and type of personal
information required to check one’s registration
status. For example, in North Carolina and New
Mexico voters need only input their last names to
find very comprehensive voter information. States
such as Nevada, New Jersey, Tennessee and Virginia
require voters to input as much as the last four
digits of their Social Security number to retrieve
confirmation of their registration. Users in some

Half the states have online registration verification tools.

MT ND

AK
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states can indirectly check their voter registration
status by using a polling locator tool that requires
personal information; these states were not
credited with having a voter registration tool
because there is a notable disconnect between the
functionality and the usability of these services (see
sidebar on page 10).

Two-thirds (67 percent) of elections sites have a tool
for finding polling locations. Many of these sites
require users to enter personal information and
already be registered to find their polling location.
Of the states with a polling place locator tool, one
third (32 percent) will identify the polling place for
any address in the state. However, the remaining
states (68 percent) require either some form of

Exhibit 1
AM | REGISTERED TO VOTE? | ELECTION SITES WITH REGISTRATION VERIFICATION

Online verification? .

State
requires
license
or partial
social
security
number

SOURCE: Pew Center on the States 2008
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Exhibit 2

WHERE CAN | VOTE? | ELECTION SITES WITH POLLING PLACE LOCATORS

Two-thirds of the states have polling place locators on their Web sites, but many of them require
the user to enter personal information, and some only work with registered addresses.

AK

Polling place locator? .

SOURCE: Pew Center on the States 2008

Required for use

Must use
registered
address

% Not

~ applicable

Personal
information

NOTE: Both Oregon and Washington have vote-by-mail systems. In Oregon, voters may only vote by mail, while Washington is predominantly vote-by-mail.

The Washington site notes that a ballot drop-off locations tool is coming soon.

personal information or locate polling places only
for addresses associated with registered voters.

If these tools are going to help voters, it is critical
that users can easily find information by entering
basic information such as street address and ZIP
Code or name and date of birth (see Exhibits 1
and 2 for more information about what each
state requires).

Some states without poll locator tools have
attempted to use tables and other features to
funnel visitors toward their polling places, but
these features do not “push”the information to

their users; instead they require users to sort
through layers of data and to synthesize the
pieces that are most pertinent. For example, the
Florida Web site has an interactive map, but it
links to the phone number for each county
supervisor who the voter would need to call to
get their polling location. In this study, the only
type of polling location tools that were given
credit are those that provide the relevant
information to users once they input some pieces
of personal information such as a street address.

Being Online is Not Enough
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ALIGNING FUNCTIONALITY

AND USABILITY

Georgia, Idaho, Louisiana, Massachusetts, Ohio,
Oklahoma and Utah all have poll locators that
require different levels of personal information or
only serve voters with registered addresses.
These poll locators essentially act as registration
verification tools but are not labeled as such.
While these states have the information
necessary to provide users with online voter
registration verification, they have not made this
information easy to navigate to or use. For
example, in Massachusetts users can input any
registered address and find detailed voter
information such as a sample ballot and a list of
current elected officials. However, the Web site
does not provide information on the specific
individual’s registration. If there are multiple
residents at the same address, they are unable to
confirm who is registered. With some minor
adjustments these states could dramatically
increase the functionality and usability of their
voter information tools. The information that
voters need is onling, but it can only be accessed
indirectly and may be difficult to decipher.

Eight sites require users to sift through tables or
lists and know their ward and precinct to find
their poll location. Another seven states do not
have any polling location information on their
Web sites (Alabama, Colorado, Connecticut,
lllinois, Kansas, Mississippi and Montana).

In lieu of providing the tools and information that
are truly required by users, many state elections
Web sites tell users to call or visit county and city
officials. Not only do these sites frustrate users
who are unable to find information needed to

Make Voting Work | Pew Center on the States

vote, they potentially generate phone volume for
the Web site’s own agency and other
government agencies.

s the information on state
elections Web sites easy to use?
While the features and tools that states provide
are critical, states’ efforts will be wasted if they fail
to provide user-friendly and easy-to-access Web
sites. On average, people spend less than two
minutes on a Web site before they abandon

their search for the information.”" According to
usability experts Jakob Nielsen and Hoa Loranger,
“Usability...refers to how quickly people can learn
to use something, how efficient they are while
using it, how memorable it is, how error prone it
is, and how much users like using it. If people
can't or won't use a feature, it might as well not
exist”

Making a site usable can avoid many undesirable
consequences for state voting officials. Frustrated
users give up on Web sites that are not
straightforward to use. They pick up the phone
instead, driving up costs and drawing on
personnel resources for state and county election
offices. For commercial use, Web site usability is
most commonly discussed in terms of the return
on investment (ROI) that brings in business, but
Jakob Nielsen advocates that government Web
sites can reap similar returns by increasing the
usability of their informational sites. Nielsen finds
that the easiest way to measure the usability ROI
for government sites is in terms of the reduced
call-center burdens; if more people are finding
the information they need online, they will not
have to call a state or county elections office.
Experts suggest these calls can cost that office
between $10 and $100 each, depending on the
staffer’s qualifications.”
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Also, poor information—or simply the lack of it—
on candidates and ballot issues can lead voters to
the polls without the information they need to
make informed decisions. It's not the job of state
elections Web sites to help users make choices,
but it is the job of the elections sites to present
voters with the choices so they can then research
on their own.

For example, Delaware’s elections Web site
includes a link where voters can enter their
addresses and find their polling places, where
they are registered and what is on the ballot.

These are critical tools for voters. Unfortunately,
the link to all of this information is labeled, “Find
your polling place”. If a potential Delaware voter is
going to the Web site to explicitly find out if they
are registered or to see who is on the ballot in
their local election, what are the chances they
would think to fill out the form listed under “find
your polling place”? If voters fail to fill out the
form, they would miss the information they are
looking for; and, there are no other links on the
site that might lead them to find out if they are
registered or who is on the ballot. Potential voters
may give up if they can't find those links.

Exhibit 3

SEVEN CRITERIA FOR EVALUATING USABILITY OF STATE ELECTIONS WEB SITES

Web Presence

How easily can users find the official state elections Web site when conducting

standard Web searches for key phrases related to voting? Can they find the

elections Web site from the state’s main Web site?

Navigation and
Information

Architecture

Is it easy to navigate to key topics? Can users easily tell where they are
within the site if accessing a deep link from a search engine? Are links

named intuitively? Is the site organized in a user-centered manner?

Content Is the content understandable to users? Is it easy to scan and find the right
information? Is information made available in HTML versus PDFs?

Homepage Is the homepage organized such that users can tell which information is intended
for them? Are important links placed and presented so they will be noticed? Is the
homepage easy to scan?

Accessibility Can users with disabilities (severe or mild) utilize the site effectively?

Search Is there an open search field available on each page of the site? Do search results
seem appropriate? Are result titles/content understandable?

Site Tools Are tools for looking up registration, finding a poll location, etc. intuitive and

efficient?

SOURCE: Pew Center on the States 2008, based on research from Nielsen Norman Group

NOTE: Full details on the project methodology are included in Appendix A, and the Web addresses for the 51 Web sites scored are included in Appendix B.
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Having a site that allows users to find what they
need quickly and reliably without having to
invest an inordinate amount of effort is essential.
Uncomplicated access to accurate information is
key to successfully navigating the election
process. If users cannot understand or if they
receive inaccurate information regarding polling
places or registration procedures, they may get
lost in the system and not be able to vote.

To measure the usability of a Web site, it's best to
use the site within context—as users would

interact with it. We tested several tasks that users
would likely perform on state elections Web sites
as they sought to answer the typical Voter FAQs:

® Am | registered; or, how do | register?
® \Where do | vote?

e \What candidates and issues are on the ballot?

Based on our evaluations and the final scores (see
Exhibit 3 for assessment criteria), state elections
Web sites overall are not meeting usability
standards. The average usability score across the
Web sites of all 50 states and the District of
Columbia is 58—far below what it should be
given the importance of these Web sites in
serving the people and supporting democracy.
Overall usability scores (scored on scale of 1 to
100) range from a high of 77 (lowa) to a low of 33
(New Hampshire).

As Exhibit 4 shows, the average scores on the
seven criteria for our assessments reflect some
specific challenges for state elections Web sites.
At two points during our study, we checked each
states’ elections Web sites for our usability
assessment. The average Web presence score of
these sites dramatically increased—to 67—

Make Voting Work | Pew Center on the States

Exhibit 4
AVERAGE USABILITY |

ELECTIONS SITES’ COMPLIANCE SCORES

vy

Web presence 67

Navigation/information architecture 56

Content 64
Homepage 48
Accessibility 49

Search 53

Site tools 46

SOURCE: Pew Center on the States 2008, based
on research from Nielsen Norman Group

between our two review periods. This increase
may be attributed to the rise in traffic to these
sites; the more a site is visited the greater
likelihood of it appearing as a top search result
rises. This trend will probably continue as the
election approaches. This growth does not
negate the need for improvements; it highlights
the need for official Web sites to appear as top
search results. If unofficial elections sites, with
potentially incorrect or out-of-date information,
are top search results, the traffic to those sites
could increase, diverting voters from the
accurate, state administered elections Web sites.
On average, many states had easy to understand
content on their state elections Web sites, but
scored weakly on homepage and middle-of-the-
road on the navigation and information
architecture criteria. Therefore, many of these
Web sites have easy to understand content but
users will have trouble getting to it and finding it.
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Exhibit 5
STATE ELECTIONS WEB SITES AND USABILITY—THE TOP 10 AND BOTTOM 10
Top 10 Bottom 10
1 lowa 77 42 Alabama 49
2 Texas 75 42 Georgia 49
3 Utah 72 44 South Dakota 48
4 Pennsylvania 71 45 Wisconsin 47
4 New Jersey 71 46 Idaho 46
6 West Virginia 70 47 New Mexico 45
7 Missouri 69 48 Connecticut 37
8 Maine 68 49 Illinois 36
8 Minnesota 68 50 Mississippi 35
8 Wyoming 68 51 New Hampshire 33

SOURCE: Pew Center on the States 2008, based on research from Nielsen Norman Group
NOTE: The scoring accounts for ties.

All but six states scored under 70 points out of a usability scores fall between 45 and 65 points. As
possible 100, suggesting considerable room for Exhibit 5 shows, no size (population) or
improvement. Scores for all 51 state elections geographic (U.S. region) patterns emerge when
Web sites are included in Appendices C and D. looking at the top and bottom performers. What
Half of the states scored at or below 58 points is clear is that most state elections Web sites have
(the mean score). Most state elections Web sites’ room to upgrade their usability so that citizens

SITE UPDATES SHOULD BE LOGICAL, PERSISTENT AND CONSISTENT

Usability is critical to the success of any Web site, and Alabama is an example of a state that has invested in
a new site with new user tools and improvements in content. In this study, MVW analyzed the Secretary of
State’s Web site—the primary source of official information available to Alabama voters when data
collection began. Over the course of the study, Alabama introduced a new Web site to help voters. But,
unfortunately users cannot find the new Web site through a browser search (i.e., Google) and it is not linked
to the Secretary of State’s site. Only when visiting the official state Web site will users be directed to
www.alabamavotes.gov. As a result, voters in Alabama are being directed to different and unrelated sources
of information depending on how they begin their search for voter information. If Alabama'’s two elections
Web sites were seamlessly integrated with each other and accessible through the same Web search

channels, all voters would have access to comprehensive and useful elections information.

Alabama’s new site, www.alabamavotes.gov, has many improvements and would have scored well on
several of the study’s criteria. However, usability research suggests that additions and improvements
should be incorporated within a unified Web site rather than spread across different URLs or separate
windows. As state elections Web sites update their information and tools, they should aim for consistency

in the navigation and information architecture of their sites.

Being Online is Not Enough
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have an easier time finding answers to the voter
FAQs and using this information to facilitate
voting.

The top scoring state elections Web sites are
those that are easy to find, navigate and
understand. For example, lowa—a technical
assistance provider to MVW on the Voting
Information Project—received the highest score
in our usability analysis because the links on its
homepage are divided into useful categories, and
voter information is the first and most prominent
category link (see Exhibit 6). The direct links to
voters'most critical questions about absentee
voting, registration status and polling places are
easy to locate in the bottom of the page. The site
also scored perfectly on two of the three Web
search criteria, and a link to the site is
prominently listed on the state's Web site
homepage. Although the reading level of the
content was a little high, overall the Web site
easily guides voters to the information they need.

Exhibit 6
IOWA
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Eletng

wiis 5 * Personal Fnanoal Decosyre Repors
» Engd Your | egstator
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* HAVA [Helg Americs Vote Act] » County Audtor List
+ e * Abaenies VOing Insruchons
» dipter Lst Reguests - + Auior Calendar A
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SOURCE: http://www.sos.state.ia.us/elections/; Accessed September 10, 2008.
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Exhibit 7
PENNSYLVANIA

Importance of Voting
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SOURCE: http://www.votespa.com/AboutVotingandElections/ImportanceofVoting
/tabid/60/language/en-US/Default.aspx; Accessed September 10, 2008.

Contrast the lowa page with that of Mississippi.
Rather than including links to the key tasks for
voters, the Mississippi elections homepage
includes descriptions of what the election officials
do. The Web site is difficult to navigate and the
sidebar links to election information by year, rather
than to the specific pieces of information needed
by voters for the upcoming election. Users must
click around to several pages before they find
information relevant to the upcoming election.

The navigation and architecture of elections Web
sites is vital because many users may access the
site via Web search “deep links Deep links are
below the homepage and essentially thrust the
user into the midst of the Web site. Therefore, it's
important that users can verify that they are in
the right place, easily navigate to other
information/services and find what they need
without exerting much effort. The navigation
links should be logical and consistent on every
page of the site, so users can quickly return to the
previous page or the main elections site.
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Exhibit 8
WEST VIRGINIA

[ netp | search | vome

It's wasy to register and update your
rugistration information. Just follow the
simple steps below. If you have quastions,
plense sea our QRA page.

@  Rewmiond the registration form.
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Raader. If you do nok have Adoba

REGISTER
T0 VOTE'

Then follow these steps:

[e}

heme stats ragistration nfarmation. See our O&& \/
If you wank bo know more about algibility.

* Lamng  the Puils Please register only if you are an eligible West
Virginia reskdent. If you reside in anather state,
RS P use Yoler Registration USA to find links to your

* Bemits el atutics

* Conrnpmy e e

Please register at your home addrass. Tha law
raquires that you register whara you live, not at a business address. Whan
updanng your registration, you MUt register after you have moved.

1f you have not alraady, Downlead ha (orm and Ingtrectivny here. The
mail-in form uses the free Adobe Reader. If you do not have Adobe Reader,
dawnioad it hare,

SOURCE: http://www.wvvotes.com/voters/register-to-vote.php; Accessed September
10, 2008.

For example, both the Pennsylvania (see Exhibit 7)
and West Virginia (see Exhibit 8) Web sites include
a navigation bar on the left-hand sidebar. Links
within the site are logically labeled and highlight
the page the user is currently viewing. Users can
use the navigation bar to orient themselves on
the site and jump to another topic without having
to return to the main page.

States don't need sophisticated tools and
programming to be user-friendly. The Texas state
elections Web site (see Exhibit 9) is relatively modest
in scope but performed well in our usability analysis
because it provides a logical introduction, clear links
to voter tools and is easy to understand.

Missouri is another state to look to for homepage
and navigation inspiration. The homepage is
well-organized, easy to scan and to the point.
Unfortunately, Missouri lost points for Web
presence. Poor search results for polling place and
the absence of a link on the state’s main Web site

to the elections site lowered Missouri's overall
score. However, with minor improvements in
these areas, the Missouri Web site has the
opportunity to truly be a stand-out site.

Nevada also scored well on usability and is the
only site to feature poll locator and registration
verification tools directly on the homepage.
Placing the voter tools directly on the homepage
illustrates the state’s understanding of the
purpose of the site—users want easy-to-find and
easy-to-use information. Additionally, the links
below the tools are grouped and organized to
help users find the right content. Given the
predicted surge in the number of voters, election
officials are using their Web site to push
information out to voters. However, Nevada's
tools require more personal voter information
than most sites, and the multiple labels
describing different functions can be confusing
to users. Voters looking for help may want to call
election offices for assistance but see a graphic
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2008.
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that relates, "Please Don't Call nvsos.gov”. When
placing the mouse over the graphic, one sees
that it provides information about how to get on
the state’s do-not-call list. But, unless a user finds
the roll-over text, the graphic conveys the
message: please do not call state election offices.

On government Web sites, content truly is king.
Users come to the site trying to find out
information about programs, processes and
guidelines. Reading level, formatting and easy
access are of the utmost importance. Government
Web sites serve a wide and varied audience. They
must be written so that readers of all levels can
comprehend the information. Experts recommend
that content be written at an 8th grade or lower
level—this will allow both lower and higher-
literacy users to gain information from this site—
and written specifically for Web sites with concise
bullet points and easy to scan content. The
average score for content across the 51 Web sites
is 64, which is the second highest category score

Exhibit 10
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Exhibit 11
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SOURCE: http://www.sos.state.tx.us/elections/index.shtml; Accessed September 10,
2008.

but still not at the level it needs to be. For
example, although Kentucky scored near our top
ten usability sites, the text on the homepage is
written at a reading level well above the 12th
grade (Exhibit 10). The tools on other pages of the
Web site are easy to use, but the homepage that
serves as a welcome mat to users may prohibit
some voters from clicking on the more user-
friendly content. The Wyoming Web site (Exhibit
11), on the other hand, is easy to read and scan.

Overall, most of the state elections Web sites leave
considerable room for improvement in very basic
areas. User expectations are based not on what
they see on other elections or government Web
sites but rather on those sites they use every day,
such as banks, bookstores and news outlets. States
should be investing in the usefulness and usability
of not only their elections Web sites, but all state
Web sites that serve citizens. Voter Web sites do
not need fancy tools or programming, but the
information should be accessible and usable.
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Recommendations for states

By investing in a Web site with easy-to-find and
easy-to-use information that helps voters, states
can realize a return on their investments.”
Improved Web sites can provide citizens with the
information they need to exercise their right to
vote. Also, states will see a reduction of the
number of telephone inquiries to call centers and
election officials, which can rack up costs for
elections offices—up to $100 per call.”®

The following recommendations are specific
areas that all states can improve upon.

Homepage design

Agencies need to clean up their homepages,
remove historical data, group content by
audience-type, place key content and links in the
body of the page and highlight tasks critical to
voters—register to vote, verify registration, find
your polling location and view your ballot.
Ultimately, focus on voters!

Site tools

During our review, we found many sites lacked
basic tools such as polling place locators and
ballot generators. However, we know that these
sites have the data—they just have not built
usable interfaces that take that data and turn it
into useful information. For example, some sites
still post long PDF lists of poll locations that
require users to know their ward and precinct to
find their poll location. It is essential that users
can easily find information by providing basic,
known information such as a street address.

States should also remove barriers to accessing
polling place and voter information. Information
on polling places is publically available, and
potential voters should not need to enter
personal information to access it. Although 34
states have a tool for finding polling locations,
two-thirds require users to enter personal
information and already be registered to find
their polling location. This is a serious
impediment to the usefulness of such a tool.

States should also focus on embedding the
proper tags and meta tags that will allow search
engines to easily catalog the content and make
the site more accessible during Web searches.

Being Online is Not Enough
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HOW THE VOTING INFORMATION PROJECT CAN HELP

STATES REACH THEIR VOTERS

Recognizing the need to make official voting information both widely and equally available to voters,
Make Voting Work partnered with the JEHT Foundation—with technical assistance from Google, Inc.—to
create the Voting Information Project (VIP). The VIP has worked with state and local election officials to
develop and implement a technical standard, known as an "open format," by which state and local
election officials can more efficiently disseminate voting information to citizens, the media, civic groups,

search engines and political parties.”

Benefits of the VIP

The availability and accessibility of this information will bring information straight from election officials
to voters. Voters will gain access to the full range of voting information, including voter registration,
polling place location, absentee ballot instructions and identification requirements at the polls. Using
the open format increases transparency and allows for any organization to serve as a distribution
channel—taking voting information directly from election officials and bringing it to the voters.
Additionally, election officials will likely see reduced call traffic from voters and may experience

considerable savings in staff time and resources. For more information, visit www.votinginfoproject.org.
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APPENDIX A

Our Methodology

To develop the benchmarks for the usability
criteria, the Nielsen Norman Group conducted an
analysis of state elections Web sites on behalf of
Make Voting Work. Usability data was collected
between September 4 and 15, 2008 and all of the
sites were reviewed again on October 6 and 7,
2008. Although some state elections Web sites
may change leading up to the election, these
results reflect what users would have experienced
with these sites during this study period. To
maintain browser consistency, all state Web sites
were accessed using the Internet Explorer 7
browser, and all Internet searches were
conducted using Google.com. Researchers used
one search engine for Internet searches because,
according to Hitwise—an Internet market
research firm, over 70 percent of all US. searches
are conducted using Google.com.

At the onset of this study, we selected the state
elections Web sites to be scored for functionality
and usability (listed in Appendix B). In most
instances these are the Secretaries of States Web
sites, but some states maintain separate voter
URLs. When these separate, but official, state sites
contained all of the pertinent elections
information they were used for the study.

Make Voting Work | Pew Center on the States

In the current study, we utilized an overall
usability score that was a composite of seven
category scores. Category scores with breakdowns
for each criteria are included in Appendices C and
D. Each category was weighted to reflect its
contribution to overall usability, and included
three to five criteria that were scored to
determine the individual category scores.

For each category, we summed the points the
sites received on all the criteria and divided that
number by the total number of points possible
for the category. These category scores were then
weighted according to the category weight and
were totaled to determine a state’s overall
usability score.
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CRITERION

Web Presence (25%)

e State election site falls within first page of Web
search results. Search for "register to vote in [state]"
[use Google]

e Search for "polling place in [state]".

e Search for "election candidates in [state]".

o Noticeable link to the elections Web site (or specific
functions on the elections Web site) on the state Web
site homepage.

Navigation and Information Architecture (20%)

e Global and local navigation: logical, persistent and
consistent.

e Effective use of page titles, navigational
highlighting and breadcrumbs to help users
determine where they are within the site.

e Descriptive link names clearly indicate content
the user is linking to (instead of links such as
"Click Here", "Go" and "More").

e Site architecture groups information logically
and allows users to easily get all the information
for a topic without having to jump around the site
or visit numerous pages. (e.g., voter registration
information is not located across 10 different
pages).

Content (20%)

e Key voter-oriented content written at an 8th grade
level (or lower).

e Written for the Web (concise, bullet points,
easy-to-scan and hyperlinks used to direct users).

® PDF usage limited to print-and-fill-out forms,
not for basic content (e.g., How to register to vote).
Also, links to PDFs are labeled as such (eliminating
surprise).

Homepage (15%)

e Chunking of information/links so that users can
easily determine which information is intended for
voters versus candidates and researchers.

e Links to key voter content and functionality are
grouped and located noticeably on the homepage
above the fold: Am | registered to vote? How to
register? Polling Locations? Absentee voting?

e Homepage is easy to scan—light on prose-style
content. Links are easily identifiable; content is
concise and presented in brief format.

Accessibility (10%)

® "Skip Navigation" link at top of all pages.

o Site uses scalable fonts.

o ALT text on informative/functional graphics
(i.e., graphics you need to understand in order to
use the site).

e High contrast between background and text
and in images.

e Visited links change color.

Search (5%)

e Search field (or link) located on every page in
consistent location.

e Search results titles/content are understandable.

o Search results are appropriate to the query.

Site Tools (5%)

e Tool descriptions adequately describe the tool
users are about to use and what they will receive by
entering their information.

e Tools are designed with intuitive flow, buttons,
controls, and links.

o Clear error messages.
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Scoring

Each criterion was scored on a scale from zero to
three. Most of the criteria were scored according
to a general scoring key:

General Scoring Key

Full compliance/User-centric
implementation

Partial compliance/User needs
considered

Poor compliance/Requires significant
improvement

n Not available on site/Extremely poor

For three of the Web Presence criteria (numbers
1-3 above), scoring was determined based on the
location of the result in the search results using
the following scoring:

Web Search Scoring Key (used for criteria 1-3)
First result

Within first 5 results

Within first page of results

Not on first page of results

o] ]~

Make Voting Work | Pew Center on the States

The content grade level was assessed using the
Flesch-Kincaid Grade level metric, which is one of
the most widely used readability tests to
determine comprehension difficulty. The metric
translates a text passage based on the complexity
as determined by the number of words and
syllables in the sentence. The score is translated
to a specific grade level need to understand it, as
calculated by the following formula:

total words total syllables
0.39 (total sentences) 118 ( total words ) S 1559
The criterion for content grade level was scored
using the following scale:

Content Grade Level Scoring Key
(used for criterion 9)
8th grade or lower (grade school to junior
high)
9th-12th grade (high school)
13th-16th grade (undergraduate)
Higher than 16th grade (graduate)

o] -~
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Web sites Included in Scorecard

Alabama
Alaska
Arizona
Arkansas
California
Colorado
Connecticut
Delaware

District of Columbia

Florida
Georgia
Hawaii

ldaho

lllinois
Indiana

lowa

Kansas
Kentucky
Louisiana
Maine
Maryland
Massachusetts
Michigan
Minnesota
Mississippi
Missouri
Montana
Nebraska
Nevada

New Hampshire
New Jersey
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon
Pennsylvania
Rhode Island
South Carolina
South Dakota
Tennessee
Texas

Utah
Vermont
Virginia
Washington
West Virginia
Wisconsin
Wyoming

http://www.sos.state.al.us/Elections/Default.aspx
http://www.elections.alaska.gov/
http://www.azsos.gov/election/
http://www.sos.arkansas.gov/elections.html
http://www.sos.ca.gov/elections/elections.htm
http://www.elections.colorado.gov
http://www.ct.gov/sots/cwp/view.asp?a=3&q=415810
http://elections.delaware.gov/
http://www.dcboee.org/
http://election.dos.state.fl.us/index.shtml
http://sos.georgia.gov/Elections/
http://hawaii.gov/elections/
http://www.idahovotes.gov/
http://www.elections.state.il.us/
http://www.in.gov/sos/elections/
http://www.sos.state.ia.us/elections/
http://www.kssos.org/elections/elections.html
http://elect ky.gov/default.htm
http://www.sos.louisiana.gov/tabid/68/Default.aspx
http://www.maine.gov/sos/cec/elec/
http://www.elections.state.md.us/
http://www.sec.state.ma.us/ele/eleidx.htm
http:.//www.mi.gov/s0s/0,1607,7-127-1633---00.html
http://www.sos.state.mn.us/home/index.asp?page=4
http://www.sos.state.ms.us/elections/elections.asp
http://www.sos.mo.gov/elections/
http://sos.mt.gov/ELB/
http://www.sos.ne.gov/dyindex.html
http://sos.state.nv.us/elections/
http://www.sos.nh.gov/electionsnew.html
http://www.state.nj.us/state/elections/index.html
http://www.sos.state.nm.us/sos-elections.html
http://www.elections.state.ny.us/
http://www.sboe.state.nc.us/
http://www.nd.gov/sos/electvote/
http://www.sos.state.oh.us/SOS/voter.aspx
http://www.ok.gov/~elections/
http://www.sos.state.or.us/elections/
http://www.votespa.com/
http://www.sec.state.ri.us/elections
http://www.scvotes.org/
http://www.sdsos.gov/electionsvoteregistration/electionsvoteregistration_overview.shtm
http://www.state.tn.us/sos/election/index.ntm
http://www.sos.state.tx.us/elections/index.shtml
http://elections.utah.gov/
http://vermont-elections.org/
http://www.sbe.virginia.gov/cms/
http://www.secstate.wa.gov/elections/
http://www.wvvotes.com/
http://elections.state.wi.us/
http://soswy.state.wy.us/Elections/Elections.aspx
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Usability Scores

Web Navigation

overall Presence  and Information Content Homepage Accessibility Search Site Tools
Usability
Score Total out Total out Total out Total out Total out Total out Total out

of 25 of 20 of 20 of 15 of 10 of 5 of 5
lowa 77 18.75 15.00 15.56 15.00 7.33 3.89 1.11
Texas 75 20.83 15.00 15.56 10.00 6.67 2.78 4.44
Utah 72 18.75 13.33 15.56 11.67 4.67 3.33 5.00
Pennsylvania 71 16.67 18.33 15.56 15.00 2.00 0.00 3.89
New Jersey 71 18.75 13.33 15.56 11.67 5.33 3.33 3.33
West Virginia 70 14.58 20.00 20.00 5.00 6.67 0.00 3.33
Missouri 69 14.58 11.67 15.56 15.00 4.67 3.33 3.89
Maine 68 20.83 15.00 15.56 3.33 7.33 3.33 278
Minnesota 68 18.75 16.67 17.78 6.67 5.33 0.00 2.78
Wyoming 68 22.92 15.00 11.11 6.67 5.33 3.89 2.78
Kentucky 67 22.92 13.33 13.33 5.00 6.00 1.67 5.00
South Carolina 67 18.75 13.33 15.56 5.00 7.33 3.89 278
Nevada 66 10.42 16.67 15.56 13.33 2.67 3.89 3.33
Florida 65 16.67 13.33 15.56 10.00 6.00 3.89 0.00
Maryland 64 22.92 10.00 13.33 5.00 4.67 3.89 3.89
Tennessee 64 12.50 11.67 13.33 11.67 6.00 3.89 4.44
North Carolina 63 12.50 15.00 15.56 10.00 4.67 4.44 1.11
District of Columbia 63 10.42 15.00 15.56 13.33 3.33 3.89 1.11
Indiana 62 20.83 13.33 13.33 10.00 2.67 0.00 2.22
Ohio 62 12.50 15.00 11.11 15.00 3.33 3.33 1.67
Vermont 62 22.92 13.33 13.33 5.00 6.00 1.11 0.00
Washington 61 18.75 6.67 11.11 11.67 5.33 3.89 3.33
California 60 18.75 11.67 8.89 11.67 6.00 3.33 0.00
Delaware 60 20.83 8.33 15.56 5.00 4.67 3.89 1.67
New York 59 10.42 15.00 13.33 8.33 6.00 4.44 1.67
North Dakota 59 16.67 6.67 11.11 8.33 7.33 4.44 4.44
Michigan 59 18.75 11.67 11.11 5.00 6.00 3.89 2.22
Arizona 58 18.75 10.00 13.33 8.33 4.00 3.89 0.00
Virginia 58 20.83 11.67 11.11 5.00 4.67 3.89 1.11
Nebraska 57 16.67 10.00 13.33 6.67 4.67 3.89 222
Massachusetts 57 20.83 8.33 13.33 6.67 4.00 2.78 1.1
Oregon 57 12.50 6.67 15.56 10.00 6.00 1.11 5.00
Rhode Island 55 22.92 11.67 6.67 1.67 5.33 3.33 3.33
Oklahoma 54 20.83 6.67 15.56 1.67 6.67 0.00 222
Colorado 53 18.75 6.67 11.11 8.33 5.33 0.56 2.22
Alaska 52 16.67 11.67 11.11 6.67 3.33 278 0.00
Montana 52 16.67 11.67 11.11 5.00 6.67 1.11 0.00
Hawaii 51 14.58 10.00 13.33 3.33 6.00 2.78 1.11
Louisiana 51 16.67 11.67 11.11 1.67 3.33 3.33 3.33
Kansas 51 14.58 16.67 11.11 0.00 2.00 3.33 3.33
Arkansas 50 14.58 5.00 11.11 8.33 6.00 2.78 2.22
Alabama 49 14.58 13.33 13.33 1.67 2.67 0.00 3.33
Georgia 49 20.83 6.67 8.89 5.00 0.67 3.33 3.33
South Dakota 48 6.25 11.67 11.11 5.00 5.33 4.44 4.44
Wisconsin 47 10.42 10.00 11.11 3.33 4.67 4.44 3.33
Idaho 46 12.50 10.00 8.89 8.33 5.33 0.00 0.56
New Mexico 45 14.58 5.00 13.33 3.33 4.67 1.67 2.22
Connecticut 37 8.33 5.00 11.11 8.33 333 1.11 0.00
lllinois 36 16.67 3.33 2.22 8.33 3.33 1.11 1.11
Mississippi 35 12.50 5.00 13.33 0.00 4.00 0.56 0.00
New Hampshire 33 14.58 3.33 8.89 0.00 6.00 0.00 0.00
51 state average 58 16.67 11.27 12.85 7.25 4.93 2.63 231
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APPENDIX D

Search “register

to vote in [state]”

Search “polling
place in [state]”

Search “election
candidates in [state]”

Link from official state
Web site homepage

Total score (out of 12)

New Hampshire

New Jersey

New Mexico

New York

North Carolina

North Dakota

Alabama 7
Alaska 8
Arizona 9
Arkansas 7
California 9
Colorado 9
Connecticut 4
Delaware 10
District of Columbia 5
Florida 8
Georgia 10
Hawaii 7
Idaho 6
Illinois 8
Indiana 10
lowa 9
Kansas 7
Kentucky 11
Louisiana 8
Maine 10
Maryland 11
Massachusetts 10
Michigan 9
Minnesota 9
Mississippi 6
Missouri 7
Montana 8
Nebraska 8
Nevada 5
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9
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5

6

8

6
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Ohio

Oklahoma 10
Oregon 6
Pennsylvania 8
Rhode Island 1
South Carolina 9
South Dakota 3
Tennessee 6
Texas 10
Utah 9
Vermont 11
Virginia 10
Washington 9
West Virginia 7
Wisconsin 5
Wyoming 11
51 state average 8
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Navigation and

APPENDIX D

Information Architecture wemesom

Alabama

Global and local

navigation

Help users determine
where they are

Easy to use links

Information grouped
logically

Total score (out of 12)

Alaska

Arizona

Arkansas

California

Colorado

Connecticut

Delaware

District of Columbia

Florida

Georgia

Hawaii

Idaho

Illinois

Indiana
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WO IN OO DO O NNW AN W O ||

Kansas

=
(=}

Kentucky

Louisiana

Maine

Maryland

Massachusetts

Michigan

NV OO ||

Minnesota

o

Mississippi

Missouri

Montana

Nebraska

N N | W

Nevada

=
(=}

New Hampshire

New Jersey

New Mexico

New York

North Carolina

North Dakota

Ohio

Oklahoma

Oregon

A O DOV W O|N

Pennsylvania

—_
—_

Rhode Island

South Carolina
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Wyoming

51 state average
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APPENDIX D

CO n te nt (weighted 20%)

Written at 8th grade level

(o lower) Written for the Web Limited PDF use Total score (out of 9)

Alabama
Alaska
Arizona

Arkansas

California

Colorado

Connecticut

Delaware

District of Columbia
Florida

Georgia

Hawaii

Idaho

Illinois

Indiana

lowa

Kansas
Kentucky
Louisiana

Maine

Maryland

Massachusetts

Michigan
Minnesota

Mississippi

Missouri

Montana
Nebraska
Nevada

New Hampshire
New Jersey
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon
Pennsylvania
Rhode Island
South Carolina
South Dakota
Tennessee

Texas
Utah
Vermont

Virginia
Washington

West Virginia

Wisconsin

Wyoming
51 state average
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APPENDIX D

HOMEPAJe e s

Alabama

Content grouped for voters

Links to key voter content

Homepage is easy to scan

Total score(out of 9)

Alaska

Arizona

Arkansas

California

Colorado

Connecticut

Delaware

District of Columbia

Florida

Georgia

Hawaii

Idaho

Illinois

Indiana

lowa

Kansas

Kentucky

Louisiana

Maine

Maryland

Massachusetts

Michigan

Minnesota

Mississippi

Missouri

Montana

Nebraska

Nevada

New Hampshire

New Jersey

New Mexico

New York

North Carolina

North Dakota

Ohio

Oklahoma

Oregon

Pennsylvania

Rhode Island

South Carolina

South Dakota

Tennessee

Texas

Utah

Vermont

Virginia

Washington

West Virginia

Wisconsin

Wyoming

51 state average
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APPENDIX D

AccesSibility wesmes s

"Skip Navigation"
link Scalable fonts

Easy to use High contrast Visited links Total score
graphics (easy to view) change color (out of 15)

Alabama
Alaska
Arizona

Arkansas
California
Colorado

Connecticut

Delaware

District of Columbia
Florida

Georgia
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Idaho

Illinois
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S ea rC h (weighted 5%)

APPENDIX D

Alabama

Consistent location

Results are
understandable

Results are appropriate
to the query

Total score (out of 9)

Alaska

Arizona

Arkansas

California

Colorado

Connecticut

Delaware

District of Columbia

Florida

Georgia

Hawaii

Idaho

Illinois

Indiana

lowa

Kansas

Kentucky

Louisiana

Maine

Maryland

Massachusetts

Michigan

Minnesota

Mississippi

Missouri

Montana

Nebraska

Nevada

New Hampshire

New Jersey

New Mexico

New York

North Carolina

North Dakota

Ohio

Oklahoma

Oregon

Pennsylvania

Rhode Island

South Carolina

South Dakota

Tennessee

Texas

Utah

Vermont

Virginia

Washington

West Virginia

Wisconsin

Wyoming

51 state average
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APPENDIX D

S |te TOO | S (weighted 5%)

Adequate tool descriptions Tools are intuitive Clear error messages Total score (out of 9)

Alabama 2 2 2 6
Alaska 0 0 0 0
Arizona 0 0 0 0
Arkansas 1 2 1 4
California 0 0 0 0
Colorado 1 2 1 4
Connecticut 0 0 0 0
Delaware 1 1 1 3
District of Columbia 0 1 1 2
Florida 0 0 0 0
Georgia 1 3 2 6
Hawaii 0 1 1 2
Idaho 0 0 1 1
Illinois 1 1 0 2
Indiana 1 1 2 4
lowa 0 1 1 2
Kansas 2 2 2 6
Kentucky 3 3 3 9
Louisiana 2 2 2 6
Maine 3 1 1 5
Maryland 2 3 2 7
Massachusetts 0 1 1 2
Michigan 0 2 2 4
Minnesota 3 1 1 5
Mississippi 0 0 0 0
Missouri 3 2 2 7
Montana 0 0 0 0
Nebraska 0 3 1 4
Nevada 1 3 2 6
New Hampshire 0 0 0 0
New Jersey 2 2 2 6
New Mexico 0 3 1 4
New York 0 2 1 3
North Carolina 0 1 1 2
North Dakota 3 3 2 8
Ohio 0 1 2 3
Oklahoma 0 2 2 4
Oregon 3 3 3 9
Pennsylvania 2 2 3 7
Rhode Island 2 3 1 6
South Carolina 0 2 3 5
South Dakota 2 3 3 8
Tennessee 2 3 3 8
Texas 3 3 2 8
Utah 3 3 3 9
Vermont 0 0 0 0
Virginia 0 2 0 2
Washington 2 2 2 6
West Virginia 1 B 2 6
Wisconsin 3 1 2 6
Wyoming 3 1 1 5

1 2 1 4

51 state average
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Appendix 8: Spreadsheet of States” Use of
Social Security Database,
October 2007 — September
2008, provided by the New
York Times



October, 2007 - September, 2008

Non % Non Single Match Multiple Matches

. Matches| Matches| Matches Alive| Deceased| Alive| Deceased| Mixed
State Transactions| Unprocessed
Alabama 1,037,372 2,542 123,929 11.95%| 910,901| 893,988 16,706 185 2 20
Alaska 742 0 220 29.65% 522 519 3 0 0 0
American
Samoa 0 0 0 -- 0 0 0 0 0 0
Arizona 58,758 0 14,543| 24.75% 44,215 43,867 340 8 0 0
Arkansas 27,494 0 7,374] 26.82% 20,120 20,047 68 5 0 0
California 410,777 44 292,324| 71.16% 118,409 116,690 1,703 15 0 1
Colorado 3 0 2| 66.67% 1 1 0 0 0 0
Connecticut 35,563 15 9,292 26.13% 26,256 26,242 2 12 0 0
Delaware 1808 5 236 13.05% 1567 1562 4 1 0 0
District of
Columbia 0 0 0 -- 0 0 o] 0 0 0
Federated
Micronesia 0 0 0 -- 0 0 0 0 0 0
Florida 127,120 0 57,968| 45.60% 69,152 69,120 18 13 0 1
Georgia 1,956,464 0 265,691| 13.58%| 1,690,773| 1,688,666 1630 406 0 71
Guam 0 0 0 -- 0 0 0 0 0 0
Hawaii 0 0 0 -- 0 0 0 0 0 0
Idaho 40,170 9 15,635 38.92% 24,526 22,520 2,002 4 0 0
Illinois 8,915 0 2651 29.74% 6,264 6,205 53 4 0 2
Indiana 415,517 153 57,887 13.93%| 357,477 357,154 251 60 0 12
lowa 41,505 3 12,158 29.29% 29,344 29,250 92 1 0 1
Kansas 56,581 0 9,576| 16.92% 47,005 46,714 286 5 0 0
Kentucky 0 0 0 -- 0 0 0 0 0 0
Louisiana 55,073 28 17,274 31.37% 37,771 37,670 94 6 0 1
Maine 9,388 0 1530| 16.30% 7,858 7,853 5 0 0 0
Mariana
Islands 0 0 0 -- 0 0 0 0 0 0
Marshall
Islands 0 0 0 -- 0 0 0 0 0
Maryland 37,646 0 11,827 31.42% 25,819 25,790 18 11 0 0
Massachusetts 48,564 9 11,072| 22.80%| 37.483| 37,476 2 4 0 1
Michigan 9,428 0 2017 21.39% 7,411 7,406 5 0 0 0
Minnesota 514 0 202 39.30% 312 312 0 0 0 0
Mississippi 0 0 0 -- 0 0 0 0 0 0
Missouri 147,766 16 39,489 26.72%| 108,261| 107,594 636 29 0 2
Montana 33,760 7 11,352 33.63% 22,401 22,386 12 3 0 0
Nebraska 14,184 0 3,108] 21.91% 11,076 10,817 255 4 0 0
Nevada 744,913 0 716,252| 96.15% 28,661 28,595 30 30 0 6
New
Hampshire 184 0 94| 51.09% 90 68 22 0 0 0
New Jersey 205,300 29 68,939 33.58%| 136,332 136,268 49 15 0 0
New Mexico 0 0 0 -- 0 0 0 0 0 0
New York 337,940 13 94,561 27.98%| 243,366 242,987 311 58 0 10
North Carolina 395,155 61 74,797| 18.93%| 320,207 320171 39 78 0 9
North Dakota 0 0 0 -- 0 0 0 0 0 0
Ohio 741,132 696 289,603| 39.08%| 450,833| 420,667 30,102 51 0 13
Oklahoma 9,471 0 1,448| 15.29% 8,023 8,017 5 1 0 0
Oregon 93,409 12 22,475 24.06% 70,922 70,903 11 8 0 0
Palau 0 0 0 -- 0 0 0 0 0 0
Pennsylvania 262,054 147 72,137| 27.53%| 189,770[ 189,668 77 24 0 1
Puerto Rico 0 0 0 -- 0 0 0 0 0 o]
Rhode Island 14,791 8 2,341] 15.83% 12,442 12,441 1 0 0 0
South Carolina 0 0 0 _ 0 0 0 0 0 0
South Dakota 13,404 0 1,982| 14.79% 11,422 11,407 14 1 0 0
Tennessee 0 0 0 -- 0 0 0 0 0 0
Texas 205,093 9 33,763 16.46%| 171,321| 170,304 996 20 0 1
Utah 10,003 1 2,432 24.31% 7,570 7,548 22 0 0 0
Vermont 5,515 0 1323| 23.99% 4,192 4,191 1 0 0 0
Virgin Islands 0 0 0 - 0 0 0 0 0 0
Virginia 0 0 0 -- 0 0 0 0 0 0
Washington 40,484 7 7,453| 18.41% 33,024 33,015 6 3 0 0
West Virginia 0 0 0 -- 0 0 0 0 0 0
Wisconsin 17600 0 4546| 25.83% 13054 12968 82 1 3 0
Wyoming 22,574 10 5,416 23.99% 17,148 17,035 101 11 0 1
Unidentified 20 0 3| 15.00% 17 17 0 0 0 0
National 7,694,154 3,824| 2,366,922| 30.76%| 5,323,408| 5,266,119 56,054 1,077 5 153
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Preface

The Association for Computing Machinery (ACM) is an educational and scientific
society uniting the world’s computing educators, researchers and professionals to inspire
dialogue, share resources and address the field's challenges. ACM strengthens the
profession's collective voice through strong leadership, promotion of the highest
standards, and recognition of technical excellence. As such, ACM cares deeply about the
dependability and reliability of computing technology. Voter registration systems
encompass not only the databases that house voter information, but also an entire
information technology infrastructure that must be carefully managed by election
officials. The U.S. Public Policy Committee of the ACM (USACM) commissioned this
study to provide objective technical information and expert recommendations to state and
local election officials, policy makers, and the public about these systems.

The USACM serves as the focal point for ACM’s interaction with U.S. government
organizations, the computing community, and the U.S. public in all matters of U.S. public
policy related to information technology.

Supported by ACM’s Washington, D.C., Office of Public Policy, USACM responds to
requests for information and technical expertise from U.S. government agencies and
departments, seeks to influence relevant U.S. government policies on behalf of the
computing community and the public, and provides information to ACM on relevant U.S.
government activities. USACM also identifies potentially significant technical and
public policy issues and brings them to the attention of ACM and the public.

More information about ACM may be found on the World Wide Web at
http://www.acm.org, and information on USACM may be found at
http://www.acm.org/usacm.
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"An adequate and effective registration will go far toward assuring
honesty and fairness in the conduct of elections. Upon the honest and
faithful maintenance of the registration books depends the purity of the
ballot box. And upon the purity of the ballot box depends the success or
failure of our democratic form of government."
-- Registration of Voters in Louisiana, Alden
L. Powell and Emmett Asseff, Bureau of

Government Research, Louisiana State
University, 1951

Executive Summary

The voter registration process may seem simple to most voters. They give their names,
addresses, birth date, and in some cases party affiliations to election officials with the
expectation that they will be able to vote on Election Day. In reality, election officials
must oversee a complex system managing this process. They must ensure that the voters’
information is accurately recorded and maintained, that the system is transparent while
voter information is kept private and secure from unauthorized access, and that poll
workers can access this information on Election Day to determine whether or not any
given voter is eligible. A well-managed voter registration system is vital for ensuring
public confidence in elections.

State and local governments have managed voter registration using different
approaches among different jurisdictions. In 2002, Congress sought to make these
disparate efforts more uniform by passing the Help America Vote Act, which required
that each state have a computerized statewide voter registration database. In
implementing this mandate, state and local governments still have differing approaches,
but it is clear that information technology underpins each of their efforts. While
technology will help election officials manage this complex system, it also creates new
risks that must be addressed.

This study focuses on five areas that election officials should address when creating
statewide voter registration databases (VRDs): accuracy, privacy, usability, security, and
reliability. Each chapter contains detailed discussions and recommendations. The
following are some of the overarching goals for VRDs and selected recommendations for
achieving them.

1. The policies and practices of entire voting registration systems, including those
that govern VRDs, should be transparent both internally and externally.

VRDs control access to voting; therefore, they have a direct impact on the fairness of
elections, as well as the public’s perception of fairness. It must be possible to convince
voters, political parties, politicians, academics, the press, and others that VRDs are
correct and are operating appropriately. Internal procedures and interfaces also must be
clear to election workers in order to minimize errors. Transparency can be provided by
allowing voters to verify their voter registration status and data; publicly disclosing
outside data sources that officials use for verification; indefinitely keeping a secure write-



once VRD archive in electronic form to allow audits of previous elections; and using
independent experts to audit and review VRD security policies. Other goals such as
accountability, audits, and notification also support transparency and are discussed
below.

2. Accountability should be apparent throughout each VRD.

It should be clear who is proposing, making, or approving changes to the data, the
system, or its policies. Security policies are an important tool for ensuring accountability.
For example, access control policies can be structured to restrict actions of certain groups
or individual users of the system. Further, users’ actions can be logged using audit trails
(discussed below). Accountability also should extend to external uses of VRD data. For
example, state and local officials should require recipients of data from VRDs to sign use
agreements consistent with the government’s official policies and procedures.

3. Audit trails should be employed throughout the VRD.

VRDs that can be independently verified, checked, and proven to be fair will increase
voter confidence and help avoid litigation. Audit trails are important for independent
verification, which, in turn, makes the system more transparent and provides a
mechanism for accountability. They should include records of data changes,
configuration changes, security policy changes, and database design changes. The trails
may be independent records for each part of the VRD, but they should include both who
made the change and who approved the change.

4. Privacy values should be a fundamental part of the VRD, not an afterthought.

Privacy policies for voter registration activities should be based on Fair Information
Practices (FIPs), which are a set of principles for addressing concerns about information
privacy. FIPs typically address collection limitation, data quality, purpose specification,
use limitation, security safeguards, openness, individual participation, and accountability.
There are many ways to implement good privacy policies. For example, we recommend
that government both limit collection to only the data required for proper registration and
explain why each piece of personal information is necessary. Further, privacy policies
should be published and widely distributed, and the public should be given an
opportunity to comment on any changes.

5. Registration systems should have strong notification policies.

Voters should be informed about their status, election information, privacy policies of the
government, and security issues. As with audit trails, notification procedures can
improve transparency; however, they are not always widely embraced. A recent survey
found that approximately two-thirds of surveyed states do not notify voters who have
been purged from election rolls. Voters should be notified by mail about their polling
places, any changes that may affect their ability to vote, or any security breaches that
expose private data.



6. Election officials should rigorously test the usability, security and reliability of
VRDs while they are being designed and while they are in use.

Testing is a critical tool that can reveal that “real-world” poll workers find interfaces
confusing and unusable, expose security flaws in the system, or that the system is likely
to fail under the stress of Election Day. All of these issues, if caught before they are
problems through testing will reduce voter fraud and the disenfranchisement of legitimate
voters. We recommend many different ways to test various aspects of VRDs throughout
the report. Examples include, evaluation of VRD interfaces by laypersons and experts
for consistency, feedback, and error handling; testing interfaces with real-world users and
conditions, including extreme or sub-optimal conditions such as high processor load or
network congestion; and allowing thorough, independent evaluations of the security and
reliability of the VRD.

7. Election officials should develop strategies for coping with potential Election Day
failures of electronic registration databases.

VRDs are complex systems. It is likely that one or more aspects of the technology will
fail at some point. Different strategies can be employed to adjust for various failures.

For example, Election Day verifications can be done via any of the following: paper
systems, personal computers or hand-held devices with DVD-ROMs or other methods of
holding static copies of the voter list, or via personal computers or hand-held devices
connected by electronic communication links to central VRDs. Regardless of the method
used, a fallback process should be devised to deal with a VRD failure. When appropriate,
these processes should operate in tandem with provisional balloting and other measures
designed to protect the voters’ right to vote.

8. Election officials should develop special procedures and protections to handle
large-scale merges with and purges of the VRD.

One of HAVA’s main requirements is that VRDs be coordinated with other state
databases (such as motor vehicle records). Ensuring that voter records reflect up-to-date
information from other databases can improve the accuracy of VRD, but coordination can
introduce errors from the same databases, thereby undermining accuracy. Because large-
scale merges and purges can render voters ineligible, the action should only be performed
by a senior election official with procedures that force some sort of manual review of the
changes. Further, if large-scale purges occur, they should be done well in advance of any
election, and anyone purged from the database should receive notification so that any
errors can be corrected.

Conclusion. State and local election officials face an ongoing and challenging task in
creating and implementing statewide voter registration databases. We hope that the
discussion and recommendations in this report will help inform officials and the public
on how to meet these challenges.

In issuing this report, we recognize that many states have been working diligently



toward meeting the federal requirement to have an operational statewide VRD. Both
because many states will not meet this deadline, and because there will be ongoing
maintenance and changes to any such system, state and local governments will also face
the issues identified in this report well beyond the federal deadline. For this reason, we
offer our continued guidance to officials who may wish to discuss any of the topics raised
in this report.



Chapter Overviews and Recommendations

Accuracy

Databases are only as good as the data they contain. Quality assurance is a challenge for
any database because data entry and necessary merges and purges of data within the
system can create errors. Maintaining accurate VRDs is even more difficult considering
the mobility of the U.S. population' and the wide variety of information sources voting
officials must use to verify registration records. Further, voting officials must balance
between competing concerns of ensuring that each legally registered voter can cast his or
her vote and preventing ineligible voters from casting votes. Accuracy concerns often lie
at the center of these debates. An additional complication is that voter eligibility rules are
determined state-by-state, and VRD design and implementation are likely to differ state-
by-state.

Accuracy Recommendations
Voter Verification

* Voters should easily be able to determine if they are registered.

* Voters should be able to verify that they are registered through the use of a computer
or handheld device located at any of the polling places in that state. Responses
should not include personally identifiable information about the potential voter.

* Voters should be able to view the relevant contents of their voter registration
records to check for accuracy and should be provided with easy-to-use mechanisms
and contacts for correcting errors.

* Electronic Election Day updates to registration records are risky and should be
implemented only after careful testing, if at all. Paper forms are a well-understood
alternative.

Notice

*  Whenever a voter or potential voter is determined to be ineligible to vote, the reason
and source of information for the determination of ineligibility should be noted in the
VRD for the potential voter to review and contest, if appropriate.

* Voters should be notified when their records change in any way that affects their
eligibility to vote.

* Public notice of polling places should be provided well in advance of an election
(e.g., signs in neighborhoods, prominent notices on local web sites).

e Each registered voter in the VRD should be mailed a postcard with his or her
assigned polling place and registration status in advance of the election.

" A recent report of the Commission on Federal Election Reform found that “during the last decade, on
average, 41.5 million Americans moved each year.”



Polling Place Lists

* Polling place lists (whether paper or electronic) of all registered voters associated
with a particular polling place should be generated automatically by the VRD well
before Election Day.

* Automatically generated lists should be carefully checked by at least two local
officials and far enough in advance of elections to allow time for corrections.

Archiving

* Ineligibility records should be retained in the VRD for at least twenty-two months
and possibly longer.

e If for any reason it is determined that an individual is ineligible to vote, that
individual's record should be marked accordingly, not deleted.

*  When information is sufficiently old (we recommend at least 22 months), it should be

moved from the VRD into an offline archival database that is never purged and is
protected against unauthorized disclosure or access.

Other Databases

*  When other databases, such as driver registration databases, are used to check for
eligibility, those databases should be used for screening and not to automatically
enroll or de-enroll voters.

* An automated check can be used to flag some voters for further scrutiny, but the final

determination of eligibility should be performed only by an appropriate election
official.

Merges, Purges, and Batch Updates

* Large-scale automated database merges are error-prone and should be avoided if
possible.

e If purges are performed, they should be done well in advance of any election. People
whose names are purged from the VRD should receive notification in sufficient time
for them to be able to correct any errors.

* A greater level of authority should be required to perform a batch update than is
required to make smaller changes.

Accountability

* There must be well-defined accountability for all changes to the VRD including to
source code, database schemas, database contents, and system configuration.

¢ Changes should require approval or sign-off by an authorized individual.

* It should be possible to identify a clear chain of responsibility for each change, and
the VRD should be designed to facilitate tracking of this information.



Audits

* A complete audit trail should log all modifications to the VRD.

Privacy

The public is increasingly aware that personal information in electronic form can pose
new risks, such as identity theft, to personal privacy. As state and local governments
digitize, centralize, and share this data, the stakes are raised still higher. While VRDs
may pose threats to privacy, technology also opens up new opportunities to protect
privacy. As governments design and implement these systems, privacy values must be
considered a fundamental part of the design process, not simply applied as an
afterthought.

Privacy policies for voter registration activities should be based on Fair Information
Practices (FIPs), which are a set of principles for addressing concerns about information
privacy. FIPs typically address collection limitation, data quality, purpose specification,
use limitation, security safeguards, openness, individual participation, and accountability.

Privacy Recommendations
Openness (Transparency)

* Publish on the main election board website a complete notice of policies and practices
describing the collection, maintenance, use, and disclosure of voter registration data.
The notice should include contact information for the office or the officials
responsible for voter registration data.

* Publish a readable summary notice in other places, such as voter registration forms, at
polling places, on sample ballots, and elsewhere as appropriate.

* Provide a copy of the complete notice to any person who requests it.

* Publish any changes to the notice before the changes become effective, and accept
and consider public comments.

* Place a date and version number on notices as they are published. Maintain, and
make publicly available, copies of all previous notices, including the periods of time
during which they were effective.

Data Collection Limitation

* All data should be collected by lawful and fair means.

* Data should be collected, where appropriate, with the knowledge or consent of the
subject.

* Registrants and the public should be informed through the published notice of
policies and practices of the sources of all data obtained for voter registration
purposes.

* The types of data elements to be collected should be subject to public scrutiny.

* Data collection should be limited to sources and procedures authorized by law and
properly described in the published notice.

*  Only the minimum information necessary for, and relevant to, voter registration
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purposes should be collected and maintained. The reason for collecting each type of
personal information should be explained, and the specific data elements collected
should be subject to public scrutiny.

Use and Disclosure Limits

* Limit use and disclosure of voter registration data to activities directly related to the
election process or to other activities expressly authorized by law.

* Describe all uses and disclosures in the published notice of information practices.
Identify publicly all recipients of voter registration data.

* Provide public notice of and, if possible, a chance for public comment on all
disclosures of identifiable voter registration data for any activity not directly required
for voter registration purposes.

* Restrict access to specific records, specific data elements, and specific classes of
voters (e.g., by location) to those election officials who have a need to use those
records, data elements, and classes in the performance of their duties.

* For some or all uses by election officials or disclosures to external parties, maintain a
record of the date, nature, and recipient of all personal information and make the
record accessible to the data subject upon request.

* Restrict disclosures to specific data elements permitted by law and necessary to
accomplish the purpose of the disclosure. Withhold data elements that are not
essential to accomplish the purpose of the disclosure or that would place data subjects
in excessive jeopardy to identity theft or other improper activities.

* Prevent recipients of data from using or redisclosing the data in ways not specifically
authorized by law. Asking recipients to sign data use agreements is one way to
accomplish this purpose.

* Allow some non-essential uses and disclosures only with the affirmative consent (opt-
in) or negative consent (opt-out) of the data subject.

* For some data subjects at risk (e.g., victims of spousal abuse, jurors, some public
officials), it may be appropriate to further limit disclosures.

* Even the best use and disclosure policies may be violated by people and software
within the election process. Therefore, limit access by each person and each system
component.

* Provide access for every voter to a personalized list of those third parties who have
been given or purchased access to his or her voter registration data.

Usabilit

VRDs will be used in many ways by a wide variety of people. Ensuring that well-trained
election officials, minimally trained volunteer poll workers, and voters with little to no
technical skills can all use different and appropriate aspects of VRDs is a key challenge
for designers of these systems. Poorly designed user interfaces might confuse users or,
worse yet, disenfranchise voters. This can create the reality or the perception of an
unreliable system, thereby undermining the entire process.
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Usability Recommendations
General Usability

* Consider the various types of users, tasks, and environments in which the voter
registration database will be used. Design user interfaces that address all of these
factors, providing different interfaces for different combinations as necessary.

* Use accepted user interface design techniques to build data entry forms and data
retrieval components that are clear, usable, and interpretable.

Design and Features

* Involve a wide range of test users of different backgrounds, skills, literacy levels,
ages, and roles (county official, election volunteer, voters, etc.) in all stages of user
interface design, including gathering of usability requirements, design of user
interfaces, and testing and evaluation.

* Treat user interface design as an iterative process: use evaluations of user interface
designs to guide revisions that themselves can be evaluated in turn.

* Provide informative feedback (i.e., provide users with detail sufficient for
understanding the impact of their actions, results of queries, and characteristics of the
current operating environment).

* Eliminate unnecessary functionality and data output in favor of simple, minimal user
interfaces.

* Provide online tutorials and help systems for all voter registration database user
interfaces. For critical applications such as voter verification on Election Day,
appropriate experts should be available to help address any concerns.

* Ensure that public-facing interfaces (e.g., World Wide Web based services) are
vendor-neutral and are designed to meet widely accepted technical standards.

Evaluation and Testing

* Use a variety of user interface evaluation techniques, including heuristic evaluation
by usability experts, “think-aloud” sessions, and user studies.

* Test interfaces thoroughly with representative users performing tasks under situations
that approximate those likely to be found in real use.

* Test user interfaces under extreme or suboptimal conditions, including high processor
load, network congestion, and noisy or extreme environments.

* Test web-based user interfaces for use by the public on as wide a range of browsers as
possible, including multiple older (and pre-release) versions of popular browsers and
screen-reader systems for people with visual impairments.

* Evaluate user interfaces, particularly web-based interfaces, to determine their impact
on other system goals such as reliability, security, accuracy, and privacy.

Security

Security underpins each of the issues discussed in this report. Maintaining accurate and
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private information is impossible if a VRD is vulnerable to malicious attack. Further, the
validity of data within the VRD may be called into question if the system is easily
compromised or lax security policies are established. Ultimately, an unsecured VRD
could undermine elections. Good security policies address many different factors.
Election officials should establish detailed access controls for each user accessing the
VRD, procedures to harden VRDs from attack, and mechanisms to deal with and recover
from security failures.

Security Recommendations

Designing & Implementing Access Control Policies

Federal, state, and local election officials should work together to establish a common
framework for access control policies, such as common roles and responsibilities of
users and their levels of access, as well as who would be responsible for ultimately
implementing and enforcing access control policies.

Access control policies should not grant the same privileges to all users; rather the
policies should group people by established roles and geographic areas. For example,
the security policy might give the same level of privileges to all data entry officials
for a particular county, but privileges should be different for VRD administrators.
Access control policies should minimize the number of people who receive privileges
both to access each piece of information and to grant access to others.

Access control policies should ensure that each person is granted only the minimal set
of privileges needed to do his or her job.

Access control policy should cover all records stored in the VRD including records
on both voters and non-voters.

VRDs should use access control mechanisms provided in the database management
systems provided; trying to implement access control entirely at the application level
leaves greater opportunity for security mechanisms to be bypassed or compromised.
VRDs should create public logs of all changes to the list of authorized users and their
access rights, and any changes to either of these should require authorization from
two different persons.

Authorized users of the system should receive security training, including how to
protect passwords and how to resist social engineering attacks (attempts to deceive
someone into performing certain actions), and the importance of never sharing
passwords.

Older versions of access control policies should be retained, along with their dates of
applicability, and possibly made available to the public to increase the transparency
of the system.

Administrative Privileges and Emergencies

The number of people with administrative privileges for the VRD should be limited;
very few users should have the ability to grant access to others.

People with administrative access should not be allowed to grant themselves new
access privileges unilaterally; rather, such a change should require the consent of
another administrator.
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* Officials should create rules that allow trusted election officials to increase
temporarily the privileges available to others during emergencies in a controlled and
fully audited manner.

* Emergency overrides should require two-person authorization and generation of
detailed audit logs.

Security Metrics

* Those responsible for managing VRDs should measure how effectively they have
limited VRD users' privileges by determining how many people have access to how
much data and by tracking effectiveness over time using these metrics.

* The EAC or some other appropriate organization should help develop and identify
appropriate metrics.

Protecting Against Attack

* All communication channels used by the system should be secured. Anything
transmitted over open communication networks, such as any wireless connection, the
Internet, or the phone system, should be protected using end-to-end cryptography.

* Firewalls should be used to severely limit connectivity between internal and external
networks.

*  Mechanisms should be deployed to detect any penetration of system defenses or any
insider misuse.

Dealing with Security Failure

* It must be possible to recover from security failures (e.g., retaining historical copies
as well as the latest, regular backups with offsite storage, etc.)

* Officials should obtain independent security reviews of the VRD before system
deployment and periodically thereafter.

* Individuals should be notified if an inappropriate person may have obtained their
data.

Reliability

Because VRDs control access to voting, they must meet a very high standard for
reliability. If the system fails, it may disenfranchise voters and undermine public
confidence in elections. VRDs should be designed to be reliable both during the non-
peak times before and after an election, and for high-activity times such as Election Day.
While reliability issues are often considered in terms of “always on” electronic systems,
registration systems may be economically designed to employ both online VRD and
offline solutions, such as distributing DVD-ROMs of registration data to polling places
for use on Election Day. State and local governments should assess the entire scope of
reliability issues and design systems that have built in redundancy, replication, and
distribution, but also incorporate mechanisms that allow the voting process to proceed
should the VRD fail. States may choose to implement the VRD by centralizing the
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database at the state level or decentralizing it and spreading responsibility among the
different local jurisdictions; officials must recognize that reliability issues differ
depending on the chosen implementation.

Reliability Recommendations
Redundancy

* Use redundancy to alleviate failures affecting time-critical operations.
* Ensure that redundancy actually increases reliability by conducting system failure
tests.

Replicated Data

* There should be multiple copies of the database.

* Copies should be physically separated to protect against physical damage.

* Copies should be logically separated (i.e., in different forms/types of systems) to
protect against software failure and attacks.

* The data on physically separate copies (such as DVD-ROMs) should be encrypted.
Encryption and decryption mechanisms should be tested.

* Different channels, including alternate network providers and routes, physical media,
and printed copies to access different replicas should be provided.

Distribution

* Evaluate the ability of individual databases to function when other parts of the system

fail.

* Evaluate distributed database solutions with respect to their ability to meet the
HAVA-mandated goal of a single, uniform, official, centralized, interactive
computerized statewide voter registration list.

Centralization

e Evaluate the ability of the system as a whole to respond to the unavailability of one or

more copies of the centralized database.

Archives

* All changes to the database that affect the ability of an individual to vote must be
logged and archived.

* Archival media, including audit logs and backups, must be write-once or otherwise
protected to ensure that accurate records of changes to the VRD have been
maintained.

Election-Day Fallback Processes

¢ Develop fallback processes for registration verification so that elections can proceed
P p g p

15



even in the face of system failures.

Ensure that fallback processes will withstand any failure that would not otherwise
prevent voting. If a power failure at a polling place does not prevent use of voting
machines, then it should not prevent voter registration checks to be performed.

Provisions for Delayed Entry of Registration Information

Develop processes supporting delayed entry of registrations.
Analyze the impact of near-deadline registration and early/absentee ballots on the
system.

Testing

A defined and empowered quality assurance group should be in place from the
beginning of the project. The group should develop functionality, usability, and
reliability tests.

Periods of peak stress (e.g., immediately before registration deadlines, during
elections, and registration verification) should be identified for reliability testing, as
should the activity mix during periods of peak stress. Consider questions such as how
many simultaneous users or operations are expected, and identify all potential
component failures. Testing should check whether system performance will be
adequate even when some system components have failed.

Tests for security against likely attacks (e.g., denial-of-service attacks) should be
conducted.

16



1. Introduction

The Help America Vote Act of 2002> (HAVA) mandates that each state create a single,
uniform, official, centralized, and interactive computerized statewide voter registration
list by 2006. The requirement that the list be both interactive and computerized implies
that the only compliant implementation will be as a database. While the goal of
mandating the use of databases is to improve and streamline aspects of voter registration,
inappropriately designed or implemented databases will have serious negative impacts on
the accuracy of elections and on public perception.

In this report, we describe the characteristics that centralized voter registration
databases should possess. While some recommendations might not be relevant to some
systems, most of our recommendations should be implemented if systems are to be
accurate, usable, secure, reliable, and appropriately protective of voters’ privacy. In
those cases in which systems have already been designed or built, election officials
should consider modifications if our recommendations have not yet been included.

We start with an overview of voter registration databases and the Help America Vote
Act and then provide technical recommendations.

Voter Registration Databases (VRDs). VRDs are statewide databases of registered
voters. With the exception of North Dakota, which is the only state that does not have
voter registration, voter registration rules are created at the state level.” Prior to the Help
America Vote Act, local jurisdictions maintained lists of voters, with list formats and
uses varying from jurisdiction to jurisdiction. In general, the lists can consist of the
following:

e full legal name,

* date of birth,

* last four digits of the social security number,

e driver’s license number,

* address of residence (to assign the precinct),

* mailing address,

* phone number,

* place of birth,

* party affiliation (so the correct election materials can be sent before primaries, and
correct ballots can be given at primaries), and

e validity status, noting whether the record is for a valid voter, or if the registrant is not
currently allowed to vote.

Some jurisdictions may request the full social security number and a digital image of
the individual’s signature for visual verification of mail-in ballots and initiatives.
Jurisdictions may also retain voting history of registered voters and remove invalid

2 Public Law No. 107-252, 116 Stat. 1666 (codified at 42 U.S.C. §§ 15301-15545), available
online at http://www.fec.gov/hava/law_ext.txt.

* For more information about state voter registration deadlines, see
http://www.eac.gov/register vote deadlines.asp.
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registrations from the voting rolls. Invalid voter registrations can occur if a voter has not
voted in several elections, has died, or has moved outside of the jurisdiction. If a record
indicates that someone is not currently a valid voter, that individual must reregister.
Some jurisdictions also include an indicator on a voter’s record as to whether or not the
address and phone number are to be given to outside organizations.

Election officials mail election materials, such as mail-in ballots and polling place
addresses, to the voters listed in the VRD. Polling books or voter rolls derived from the
VRD enable local officials to verify that a voter is registered in the precinct served by a
particular polling place and that the voter has not previously voted in the election via a
mail-in ballot or early voting. Polling books can be printed on paper or they can be
digitized and put on personal computers or electronic handheld devices, often called
electronic polling books. While these devices may differ in design, in general they
connect either by phone lines or a wireless link to a master location that has the polling
information, or they are stand-alone and contain copies of polling information. VRDs
also may be used to produce lists of voters, including names, addresses, and party
affiliations. Such lists frequently are used by outside groups to send voters election-
related materials and to call voters in get-out-the-vote campaigns. VRDs typically are the
basis for Internet-based voter information applications that enable people to determine if
they are registered and where their polling places are located.

Standards. In light of recent events and legislation that have underscored the core
importance of voting and of public confidence in our electoral system, one might
conclude that all VRDs should be built and operated to the highest possible standards.
While the highest standards of reliability, privacy, accountability, usability, and security
are desirable, they may at times be impractical because of resulting expense or system
response. Nonetheless, where practical and reasonable, the highest standards should be
applied.

Standards for reliability, privacy, accountability, usability, and security allow for a
wide range of applications and choices. Conventional commercial products and normal
practices, which may be suitable for business or governmental applications, might not
satisfy the difficult political and operational demands of voter registration systems. The
cost of failure for a VRD, which may include a major loss of confidence in our political
system and institutions, must be considered in the standards-setting process along with
the other traditional costs that are the normal subject of evaluation.

This report discusses some standards that exceed the average commercial application
for database software. While a higher standard may be recommended or included in a list
of options for consideration, the ultimate decisions about standards obviously are not ours
to make. We hope that those decisions will be made with an awareness of and sensitivity
to the requirements essential to maintaining a high degree of public confidence in our
electoral system.

The Administration of HAVA. The U.S. Election Assistance Commission (EAC),
created by HAVA, is charged with, among other things, assisting states in the
administration of Federal elections and establishing minimum election administration
standards. It also provides states federal grants to replace punch card voting systems and
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to establish and maintain statewide voter registration lists.* The cost of developing and
maintaining voter registration lists could be more than half the overall cost of
administering elections.’

Prior to HAVA, voter registration records often were maintained on a county or other
local level; these records frequently were not coordinated across counties. What is new
with HAVA is the aggregation of all records statewide under a central administration and
in electronic form, thereby creating new challenges, risks, and opportunities.

We address a variety of issues in this report with the understanding that many states
are nearing the completion of the HAVA-mandated implementation.® As computer
systems are rarely finished, it is likely that the VRD implementations will continue to be
developed and enhanced and that our recommendations will be relevant well beyond the
initial implementations.

Other Studies. This report focuses on the technology aspects of VRDs. There are
several other studies that discuss different aspects of VRDs. For example, “Balancing
Access and Integrity, The Report of the Century Foundation Working Group on State
Implementation of Election Reform™ has an excellent chapter on VRDs. This study,
while not as detailed as ours, includes more policy-related issues.

The California Voter Foundation has an outstanding study, “Voter Privacy in the
Digital Age,”™ that details how information on voter registration lists is gathered and
used. “Assorted Rolls, Statewide Voter Registration Databases Under HAVA” by
Electionline.org, is a complete snapshot of the States’ different plans and
implementations of HAV A-mandated statewide VRDs. The Appleseed Foundation, in a
joint effort with Latham & Watkins and the Brennan Center for Justice, released a best
practices guide in 2005 offering guidance to states in developing their VRDs.’

Scope. We make some assumptions to narrow the scope of our report to the kinds of
VRD:s that are actually being used by the states.'” For example, we assume that the VRD
is implemented as an application using a commercial off-the-shelf database system.
Commercial database management systems (DBMSs) are reliable, affordable, and have
many features that are needed for the VRD application. However, the use of a
commercial DBMS is only part of the implementation. Applications built on top of a

*42 U.S.C. § 15322.

> Ace Project, Voter Registration Overview web page,
http://www.aceproject.org/main/english/vr/vr10.htm.

% Electionline.org, 2005, “Assorted Rolls: Statewide Voter Registration Databases Under
HAVA,” Election Reform Briefing 11, June, available online at
http://www.electionline.org/Portals/1/Assorted %20Rolls.pdf.

7 Century Foundation Working Group on State Implementation of Election Reform, 2005,
“Balancing Access and Integrity,” available online at
http://www.reformelections.org/publications.asp?pubid=542.

¥ California Voter Foundation, 2004, “Voter Privacy in the Digital Age,” available online at
http://www.calvoter.org/issues/votprivacy/pub/voterprivacy/index.html.

’ Appleseed, 2005, “The Database Dilemma: Implementation of HAVA's Statewide Voter
Registration Database Requirement,” available online at
http://www.appleseeds.net/download/Appleseed Brennan HAVA Users Manual.pdf.

' Electionline.org, op. cit.
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DBMS include user interfaces, system design, and the implementation of various security
and reliability policies.

Commercial DBMSs have features that are necessary for the VRD application such as
transaction logs and audit logs that maintain records of changes to the data and database
design. The systems also provide mechanisms to backup the database. A backup is a
complete copy of the database at a known point in time. Transaction logs are used
together with backups to rebuild the system if there is a problem, restoring the data to its
state at the time of the backup. Audit logs are used to determine if suspicious updates
have occurred. Commercial DBMSs also provide access protections, so that only users
with the correct authorizations can access given data.

VRDs may be top-down, bottom-up, or some combination of the two."" In a top-down
approach, state officials administer a single master computer server; all voter records are
stored on that central server, and all requests to view or modify voter records are
executed on the central server. In a bottom-up approach, each county may keep its own
database of records for voters within the county, and the county’s records may be
reconciled with a database run by the state on a periodic basis.'> Although these two
approaches have some different properties, most of the issues that we discuss apply
independent of whether the VRD is top-down or bottom-up. Therefore, when we refer to
the VRD, it is worth keeping in mind that this database may in fact be implemented by a
collection of computer systems working cooperatively to store and maintain voter
registration records.

Software Development. Sound principles of project management must be followed
when developing software. The knowledge of the people currently working in the local
offices, who may be experts in voter registration, should be assessed. A single person
should manage the software development project and also bear responsibility for its
success.

Those working on the development of the VRD must be trained professionals who
have implemented database systems, preferably with the development tools of the chosen
vendor. In addition, from the beginning there must be a trained quality assurance group
that is continuously testing the design and ultimately the implementation to make sure
that the application is reliable and accurate.

"' The Electionline.org briefing cited above contains an excellent discussion of the distinction
between the two and why both can be considered HAV A-compliant.

242 U.S.C. § 15483(a)(1)(A)(vi) (“All voter registration information obtained by any local
election official in the State shall be electronically entered into the computerized list on an
expedited basis at the time the information is provided to the local official.”) The EAC Voluntary
Guidance has interpreted “expedited” as meaning “at least every 24 hours.”
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2. Accuracy

Maintaining the accuracy of VRDs requires balancing two opposing concerns. The first
concern is that a VRD needs to be inclusive to avoid disenfranchising legitimate voters.
The names of all people who have registered and are duly eligible to vote must be
included in the VRD; any omissions will exclude eligible voters from voting. The
second, somewhat contrary concern is that the VRD must not be overly inclusive. To
prevent fraud, only legally registered persons should be listed in the VRD as eligible to
vote. We will address both of these concerns.

Not only must VRDs be accurate, the public must also believe that they are accurate.
Because VRDs control access to voting, transparency is critical. It must be possible to
convince those with interests in elections—including voters, political parties, politicians,
academics, and the press—of the correctness of the VRDs. To provide transparency,
policies should minimize the possibility of error and facilitate the correction of errors.
Election officials must also take responsibility for ensuring adherence to these policies.

Data Entry and Errors. Most errors in individual database records occur during data
entry. Errors include misspelling of names and addresses, incorrect recording of unique
IDs, misidentification of people to whom access to the system should be allowed or
denied, and misdirecting voters to the wrong polling place.

Data is entered into the VRD using one of two methods: manual entry or via
automatic scanning devices. An automatic scanning device is a machine that looks like a
copier and is used to scan a document into a computer system. Once the document is
scanned in, software that can recognize characters transfers the data from the printed
form into the VRD, while providing a clerk with the opportunity to correct mistakes. For
either manual entry or automatic scanning, a well-designed user interface for the clerk
will reduce errors. (Chapter 4 on usability contains further discussion of user interfaces.)

While quality control systems and appropriate supervision of data entry may reduce
data entry errors, some errors will inevitably occur. Problems can arise because of
variations of name spellings (Stevens or Stephens), first and last names that use accent
marks or more than one capital letter (McMullen), and names that have no vowels (Ng).
Incorrect or incomplete spellings of street names are additional potential sources of
errors. Changes that are primarily entered in other state databases—such as changes in
marital status and court approved name changes—also compound the challenge to
accuracy.

Voter Verification and Notice. To minimize the impact of errors in the VRD, voters
should be provided with (1) opportunities and methods to view and verify their data, and
(2) notices about changes to their records. For example, the system might provide an
Internet website or automated telephone service where voters can examine parts of their
records, check their registration status, and determine their assigned polling places.

Whenever a voter or potential voter is determined to be ineligible to vote, the reason
and source of information for the determination of ineligibility should be included in the
VRD. This information should be retained so that someone who has been inappropriately
labeled as ineligible can easily challenge the decision and demonstrate that an error has
occurred.
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Finally, election officials should mail each registered voter in the VRD a postcard with
his or her registration information and information necessary for voting, such as polling
place location or instruction for voting by mail. Voters also should be notified when their
registration status changes. A voter removed from the rolls or reassigned to a new
polling place should be notified by mail of the change and be provided an opportunity to
seek correction if the change is an error. A voter recorded as having moved should be
notified by mail sent to both the new address and the old address (similar to the method
the United States Postal Service uses with respect to change of address forms).

To help correct errors in voting records, contact information for the person or office
responsible for complaints and questions should be provided to voters. Further, voters
and system administrators should understand how complaints and errors are addressed,
and voters should receive feedback explaining the reasons for a final determination.

One recent survey found that approximately two-thirds of surveyed states do not
notify voters who have been purged from the election rolls."”> Advance notice, which can
be facilitated by the VRD, would provide voters with an opportunity to identify mistakes
prior to an election. Care must be taken in designing such systems so that violations of
privacy and security do not occur.

Notification processes are not always foolproof. For example, in 2004, 8,800
Maricopa County, Arizona, residents received election notification cards listing the
wrong polling places in the wrong cities."

To help minimize the impact of incorrect notification, we recommend that public
notice be provided well in advance of an election. That notice should include the polling
place’s geographic location and official name (school, church, library name), a
description of the exterior of the polling place to assist voters in locating the entrance,
times of poll operation, residential boundary lines, and corresponding zip codes.

Some states allow voters to verify that they are registered through an Internet web site
or by phone. For states that use Internet verification the user interface should protect
voters’ privacy by requiring the voter to provide his or her name and address and limiting
the response to “yes, you are registered to vote and here is where you go” or “no, you are
not registered to vote.” The response should not include personally identifiable
information about the potential voter.

Some provision needs to be made to deal with corrections on Election Day because
not all errors can be corrected in advance. Poll workers are likely to be preoccupied with
running an election and should not be allowed to make changes to the VRD. Under the
right circumstances, after extensive testing for accuracy and usability, it might be
possible to allow poll workers to send electronic reports of needed changes to election
workers. If such a system is implemented, the updates would need to satisfy the auditing
and authorization requirements discussed elsewhere in this report.

A simple alternative is to provide paper forms that are filled out at the polling place
and submitted to election workers after the close of the election.

Generating the List of Registered Voters. A printed voter registration list for those
precincts served by a polling place is typically used to verify registered voters. While

" Electionline.org, op. cit.
' Dennis Wagner, 2004, “8,800 Voting Cards Have Wrong Poll Address,” The Arizona Republic,
October 27, p. BS.
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these printed lists are convenient and easy to control, sometimes the wrong list is
provided to a polling place. To minimize the chance of the delivery of an incorrect list,
we recommend that automated generation of polling place lists be used as much as
possible and that the lists be carefully checked by at least two people. Local officials can
conduct these checks, but they need to be made far enough in advance of elections to
allow time for corrections.

Incorrect voter lists could be delivered to polling places independent of whether the
data are provided on paper, DVD-ROMs, in a PC, or in a handheld device. In all of these
cases, a computer operator might provide incorrect directions to the computer, resulting
in the wrong electronic list going to the polling place. As with paper printouts, we
recommend that electronic versions of voter lists be checked by at least two people well
in advance of elections to allow time for corrections.

Information Deletion and Retention. In addition to being a list of currently registered
voters, a VRD is a comprehensive set of records reflecting voter registration activity and
administration. Consequently, we recommend that after records appear to be no longer
relevant, they be retained in the VRD at least for the next two Federal elections or for the
statutorily-mandated minimum of twenty-two months." The retained record should
include a dated annotation stating that the voter is not eligible to vote, along with the
reason for ineligibility. Thus, a VRD might contain information about those who have
applied, been approved, been questioned, died, moved, or been denied the right to vote,
as well as those who currently are eligible to vote.

When records were stored on paper, retaining old records imposed a non-trivial
administrative burden. Electronic databases have made the cost of retention negligible,
so old information can be retained relatively easily and inexpensively. When information
is sufficiently old, it should be moved from the VRD into an offline archival database that
is never purged. Retention of such information will enhance transparency and facilitate
the correction of errors such as those that can occur when voters are thought to have died,
moved, been convicted of a felony, or otherwise determined not to be eligible to
participate in a public election.

Other Databases. HAVA requires that states authenticate each potential voter by cross-
checking with other state databases—in particular, databases of driver’s licenses.'® If a
potential voter does not have a state driver’s license, then the last four digits of the
voter’s Social Security number must be used for authentication.

Because other databases can be inaccurate as a result of ambiguous or incorrectly
entered data or computer-related problems, wholly automated procedures are risky.
Consequently, we recommend that other databases not be used to enroll or de-enroll
voters automatically. External databases could be used for initial screening, but an
appropriate election official should perform any final determination of voter eligibility or

" The Civil Rights Act of 1960 requires that every officer of elections retain for 22 months
registration and other voting records and papers for federal elections. 42 U.S.C. § 1974.

' HAVA provides for coordination of voters lists with other state agency databases (42 U.S.C. §
15483(a)(1)(A)(iv)) and requires that registration applications include either a current and valid
driver's license or the last 4 digits of the applicant's Social Security number (42 U.S.C. §
15483(a)(5)).
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ineligibility. We suggest that every change, addition, or deletion to the VRD require
explicit approval by an individual authorized to make that change. We discuss how this
might be done in Chapter 5 on security.

Errors can arise because of court-approved changes in legal name that conflict with
existing birth records, motor vehicle records, or other state records. Name similarities
also can create problems. For example, a death record database may show that Mr. John
Smith who lives at 254 Vine St. has died. There may be a Mr. John Smith, Jr. living at
the same address who is eligible to vote. If the death record database is applied with no
cross checking, John Smith Jr. may learn on Election Day that he has been denied his
right to vote.

Databases also can be inaccurate or unreliable because of computer viruses,
programming errors, and system failures. For example, in 2003 the Maryland Motor
Vehicle Administration (MVA) offices were attacked by a computer worm."” The worm
shut down the MVA’s computers and telecommunication systems, cutting them off from
all forms of remote communication and disrupting operations in all 23 MVA offices
located throughout the state. A second event occurred on January 20, 2004, when the
MV A could not process work on the mainframe computer for about an hour after
opening. The problem was characterized as a computer glitch."®

A further risk to the accuracy of databases is insider fraud, involving either the VRD
itself or external databases, such as driver’s license databases, that are used to
authenticate voters.'® Therefore, election officials should carefully consider if the
accuracy and security of external databases is sufficient to meet voter registration needs.
Risks associated with insider fraud are discussed further in Chapter 5 on security.

Avoid Large-Scale Merges and Purges. Computers make it easy to automate sweeping
batch updates to a VRD; at the same time, errors can be magnified by the use of
automation. In the context of VRDs, a batch update is a group of updates received from
what is believed to be an authorized source (e.g., a local county). Because many voter
records could be affected by a single batch transaction, a greater level of authority should
be required to perform a batch update than is required to make individual changes. As is
the case with all updates, election officials should develop policies and procedures to
ensure the accuracy of large batch updates to the VRD. For example, a policy might
prohibit batch updates affecting more than a maximum number of voters or jurisdictions
(essentially requiring that large changes be broken down into multiple smaller batches
that can be reviewed more effectively), or a policy might require individualized review
and approval of each voter record that is affected. A policy might specify that batch
updates be reviewed by several people or mandate that audits of a statistically-significant

'7 Christian Davenport and Hamil R. Harris, 2003, “MD’s MV A Offices Forced to Shut Down,”
Washington Post, August 13, p. A09.

18 “Glitch at MV A Branch Offices Delays Some Transactions for an Hour,” 2004, The Baltimore
Sun, January 21, p. B6.

" For example, a Maryland MV A employee was charged with conspiring with others to sell more
than 150 state identification cards. See Eric Rich, 2005, “MD, MV A Employee Charged in ID
Card Sales,” Washington Post, April 23, p. BO3. For a collection of stories of security problems
of motor vehicle records, see Center for Democracy and Technology, Tracking Security at State
Motor Vehicle Offices, available online at http://www.cdt.org/privacy/03013 1motorvehicle.shtml.
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random sample of records in the batch be performed before approving the batch update.

Given the inaccuracies that exist in many governmental databases, large-scale
automated merges between databases increase the risk of errors in a VRD.”
Consequences of inaccuracies in other databases could result in the widespread
disenfranchisement of eligible voters, the inclusion of ineligible voters in a VRD, or both.

We recommend special caution in deploying large-scale purges of VRDs. The move
to a statewide VRD may make it tempting to attempt to automatically eliminate
duplicates by comparing lists of eligible voters across counties, something that previously
could not be done. However, automatic purges of duplicate entries could disenfranchise
large numbers of legitimate voters. If large-scale purges occur, they should be done well
in advance of any election, and all people whose names are purged from the VRD should
receive notification in sufficient time for them to be able to correct any errors arising
from the purge.

Accountability. Clearly defined accountability for all changes to the database is a
fundamental requirement for helping instill voter confidence in VRDs. Voters,
politicians, election officials, the press, and others should be able to determine who is
responsible for changes to the VRD.

These changes include, changes to the data such as adding new voters, purging voter
records, changing addresses, names, etc.; changes to the software configuration such as
incorporating new software releases into the VRD; changes to the security policy and
access rights; or changes to the database design. Any of these changes can adversely
affect the data, so in order to provide the desired accountability there must be a record of
each change, when it occurred, and who approved the change.

Audit Trail. The record of the changes to the VRD is called an audit trail. In order to
ensure accuracy and transparency, VRDs must be auditable. VRDs that can be
independently verified, checked, and proven to be fair will increase voter confidence and
help avoid litigation.

The audit trail should include the record of all possible changes mentioned, namely,
data changes, configuration changes, security policy changes, and database design
changes. Although we call this an audit trail, it is not a single entity. The records of
configuration, policy and design changes, including who approved them, can be kept in
computer files or on paper as long as they are auditable by a third party. The record of
changes to the data, because there will be many of them, must be kept in computer files
to facilitate auditing.

In DBMS applications, there are typically two files generated because of a change to
the database. The transaction log records in a file the data values before and after the
change occurred, as well as the time of the change. The audit log records information
about the user ID of the person who made the change. The transaction log is used to
provide backup should a system failure occur.

The content of audit logs varies among DBMSs. In some, it is possible to configure
the system so that the audit log tracks changes to the security of the system (the

*In 1988, Congress enacted the Computer Matching and Privacy Protection Act to address some
of the unfairness and inaccuracies arising from federal government use of computer matching
techniques. See Public Law 100-503, 102 Stat. 2507 (codified at 5 U.S.C. §552a).
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permissions given to particular users), changes to the data, and changes to the database
design. For the purposes of the VRD auditing requirements, this is not sufficient. The
VRD should record not only which user made the change, but also the identification of
the person who authorized the change. Therefore, it may not be possible to rely on the
commercial DBMS’s auditing capabilities alone for the audit trail that a VRD requires.
VRD implementers will need to augment the application code of the commercial database
audit log to provide a complete audit trail.

Well-maintained audit trails are critical because they may allow reconstruction of the
circumstances of a system failure, thereby facilitating future improvements to access
policies and possibly to the database itself.

Approval Mechanism. Given that there is an audit trail that records whose approval was
given for each change, state or local officials must set policies on who is actually
authorized to make changes. Access control polices are discussed in more detail in
Chapter 5 on security. We assume that the person with ultimate authority to make the
changes is an election official, and we recommend that the responsibilities and authorities
of such election officials be clearly defined and publicly available.

For system changes, we recommend that there be a formal change control process that
states how changes to the system configuration, security policy, and database design are
reviewed, approved, and recorded.

Summary reports or excerpts from audit trails should be provided to supervisors and
made available to external auditors. These reports should be inspected frequently for
unusual or suspicious activities such as access from unexpected Internet Protocol
(commonly referred to as "IP") addresses or at unusual times of day, surges in the number
of accesses by a single user, and other anomalous activity.

Conclusion. Well-designed accuracy features must be accompanied by appropriate
training and resources. Even the best designed VRD will be of little value if officials do
not monitor and verify that only authorized changes are made to the VRD. Log files that
are never read and system quality control processes that are not supervised will not
ensure database accuracy. Since accuracy should be viewed as an ongoing responsibility,
election officials should assign specific staff to oversee these continuing activities.
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3. Privacy

Policies for voter registration activities should include appropriate protections for the
privacy of identifiable data about individuals. A privacy policy should be based on Fair
Information Practices (FIPs), a set of principles for addressing concerns about
information privacy. FIPs typically address issues such as how data is collected, secured
and used, and how policies regarding data practices are disseminated. Specific
implementation recommendations are included in the discussion.

The increased computerization and sharing of voter registration records raises the
stakes for privacy. While paper records also affect the privacy of data subjects, the risks
are greater with electronic records, which may be more vulnerable to improper
disclosures by more people. Furthermore, the scope of the disclosures can be much
greater. A thief can carry only so many paper records, but an entire electronic database
can fit unnoticed in someone’s pocket.

Technology also brings opportunities for privacy improvements, making it easier to
obtain and enforce the preferences of each voter for the use and disclosure of the voter’s
personal data. Technological tools also facilitate the tracking of data. To minimize the
threats and maximize the benefits of technology for privacy, it is necessary to build the
proper capabilities into VRDs.

Fair Information Practices, which form the basis of many privacy laws in the United
States and around the world, help to assure that any system of personal information
addresses all appropriate privacy elements. The Privacy Act of 1974,”' a law that applies
to federal agencies, was the first statutory implementation of FIPs anywhere in the world,
and federal agencies have been operating under that law for more than 30 years.”
Although there have been numerous restatements and versions of FIPs,” core principles
address collection limitation, data quality, purpose specification, use limitation, security
safeguards, openness, individual participation, and accountability.

While FIPs provide a useful framework for information privacy, the principles are not
self-implementing. How they are implemented depends on the type of data, the record
keeper, the purpose of processing, the manner in which data is to be used and disclosed,
the costs, the technology, and the traditions of the jurisdiction or record keeper. There
are often several strategies for implementing the same principle. What is most important
is that any privacy policy should consider and address in an appropriate way all elements
of FIPs. Some FIPs principles also reflect good record management policies.

The prevalence of identity theft illustrates why any sharing of personal information
can be a threat to an individual. There is already some evidence that concerns about
privacy affect voter behavior: one survey found that 23 percent of California non-voters

*'5U.S.C. § 552a (2002).

** Fair Information Practices were invented in America. See Secretary's Advisory Committee on
Automated Personal Data Systems (Department of Health, Education & Welfare), 1973, Records,
Computers, and the Rights of Citizens, available online at
http://aspe.os.dhhs.gov/datacncl/1973privacy/tocprefacemembers.htm.

* The leading international statement of FIPs is by the Organisation for Economic Cooperation
and Development. See Council Recommendations Concerning Guidelines Governing the
Protection of Privacy and Transborder Flows of Personal Data (1980), available online at
http://www.oecd.org/document/18/0.2340.en 2649 34255 1815186 1 1 1 1.00.html.
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say they haven’t registered to vote because they want their information to remain
private.”* If voter records are perceived to be a source of data that contributes to the
widespread trafficking in personal information and to identity theft, some potential voters
may be discouraged from registering and voting. Larger or centralized databases may
exacerbate these concerns. Further, any inadvertent or malicious release of data can
affect millions of people and will attract considerable publicity. The move to statewide
VRDs raises the privacy stakes considerably.

Privacy values, which too often are an afterthought for collections of personal
information, are fundamental for voter registration. For this reason, some privacy issues
are intertwined with basic design standards and do not need to be addressed separately.
This chapter addresses only those privacy policy matters of openness, data collection
limitation, and use and disclosure limits, which are not otherwise considered in this
report.

Openness (Transparency). Policies and practices for the collection, maintenance, use,
and disclosure of voter registration databases should be transparent, published, and
available to all upon request.

Implementation Strategies

* Publish on the main election board website a complete notice of policies and practices
describing the collection, maintenance, use, and disclosure of voter registration data.
The notice should include contact information for the office or the officials
responsible for the voter registration data.

* Publish a readable summary notice of policies and practices in other places such as on
voter registration forms, at polling places, on sample ballots, and elsewhere as
appropriate.

* Provide a copy of the complete notice to any person who requests it.

* Publish any changes to the notice before the changes become effective, and accept
and consider public comments.

* Place a date and version number on notices as they are published. Maintain, and
make publicly available, copies of all previous notices, including the periods of time
during which they were effective.

Discussion. A notice of policies and practices for the collection, maintenance, use, and
disclosure of personal information informs registrants, the public, and interested parties
of the relevant policies. It also informs the staff of the election agency about the policies
and the need to conform to those policies. Finally, clear notice imposes a discipline on
agencies helping prevent them from making ad hoc choices about their data processing
activities. By requiring that these activities be properly disclosed in advance, privacy
policies prevent agencies from undertaking new data gathering or disclosures without
going through a formal process, thereby helping agencies resist pressures to use personal
information in new ways without sufficient oversight.

24 California Voter Foundation, 2005, “California Voter Participation Survey,” available online at
http://www.calvoter.org.
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Formal privacy notices, like other legal notices, are often necessarily long and detailed
— likely longer and more complex than an average voter will care to read. Consequently,
we recommend that a summary notice that is more accessible to the average voter and
brief enough to fit on commonly distributed forms be made available.

Collection Limitation. The following principles should apply to the collection of
personal data.

* All data should be collected by lawful and fair means.

* Data should be collected, where appropriate, with the knowledge or consent of the
subject.

* Registrants and the public sh