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FOREWORD

By Amb. R. James Woolsey, Director of Central Intelligence 1993-95

In the last few months, we have learned extraordinary details about a Russian assault on our
election infrastructure. While there is no evidence that this assault altered the vote count, that fact
should be cold comfort as we look to protect ourselves against future attacks.

One doesn’t have to be an expert on cybersecurity or election technology to understand how
dangerous this is. Based on my experience, as a former Director of Central Intelligence, and in
service to this country under both Democratic and Republican Presidents, I am confident the
Russians will be back, and that they will take what they have learned last year to attempt to inflict
even more damage in future elections. In particular, their history of interfering in other nations’
politics, their antipathy to the United States and Western democracies generally, and their proven
ability to multiply the impact of their actions through cyberattacks should put us on the highest
alert, and spur us to take all necessary actions to protect ourselves from further attack.

Of course, Moscow is not the only adversary that we have to worry about. North Korea has been
implicated in the ransomware attack that locked up the computers of government agencies and
businesses worldwide this May, while Al Qaeda and ISIS have a history of executing cyberattacks on
foreign government websites. They too might be emboldened by Russia’s actions against us last year.

This report offers important guidance on how to protect ourselves. In particular, it looks at the two
most critical parts of America’s election infrastructure: voting machines, which could be hacked to
cast doubt on the integrity of vote tallies, or change them; and voter registration databases, which
could be manipulated to block voters and cause disorder when citizens attempt to vote.

As the authors explain, much has been done to secure these systems in the last few years. But hackers
have grown increasingly sophisticated in this time as well. And the state and local elections ofhicials
who are custodians of our election infrastructure often operate with highly constrained resources.

What more must be done? The key security measures detailed in this report are the right place to
start: replace paperless electronic machines, upgrade the hardware and software that supports voter
registration, and conduct post-election audits to confirm the results.

These are common-sense solutions that will increase security and public confidence in the integrity
of our system. Importantly, they will do so without interfering with the right of any eligible citizen
to participate in the choice of who will govern the nation.

Sadly, as polarization has increased in this country, even discussions of topics like how to safeguard
our voting systems have broken down into partisan fighting, with each side looking for an advantage
in the debate, and failing to take the steps necessary to secure our infrastructure from attack. We
can no longer afford such indulgence. As has happened at key moments in our history, we face
a test from outsiders who would like to harm us. We are forced to answer whether we can, once
again, lay aside our differences to work together to protect the common interests of our nation.
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The history of national defense shows that threats are constantly evolving. When the United
States was attacked at Pearl Harbor, we took action to protect our fleet. When we were attacked
on 9/11, we took action to upgrade transportation security and protect our ports and other
vulnerable targets. We were attacked in 2016. The target was not ships or airplanes or buildings,
but the machinery of our democracy. We will be attacked again. We must act again — or leave our
democracy at risk.
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INTRODUCTION

In the spring of 2017, Americans began to learn startling details of Russias unprecedented attack
on our election infrastructure. While it is important to emphasize that there is no evidence these
actions changed the vote count, the attack makes clear that our country is not immune from foreign
interference in our elections merely because it is the world’s dominant superpower.

To a greater degree than many realize, America’s election systems remain vulnerable. This is a product
of old technology, inadequate systems, and a patchwork election administration model with widely
varying levels of resources and skill at protecting against new-era threats. A twentieth century election
system is no match for twenty-first century threats.

But we are far from helpless. This report outlines urgent steps we can take now to protect the security
of the most critical elements of the U.S. election infrastructure:

* voting machines, which could be hacked to cast doubt on the integrity of vote tallies, or to
even change them; and

*  voter registration databases, which could be manipulated in an attempt to block voters, cause
disruption, and undermine confidence when citizens vote.

The Brennan Center has studied these systems for more than a decade. Following the 2016 election,
we surveyed cyber-attacks against election systems in the United States and around the world. And we
conducted interviews with more than a dozen of the country’s leading election officials and security
experts, including officials from the Department of Homeland Security and the United States Election
Assistance Commission.

This report examines the greatest vulnerabilities to the integrity of our election infrastructure, and the
important steps that election officials and others have taken to protect these vulnerabilities. Above all
else, we set out the measures that must be put in place as soon as possible to protect the integrity of
American democracy as we prepare for elections in 2018, 2020, and beyond.

Much of the focus on Russia’s attack on our election system turns on Putin and foreign policy matters.
In response, sanctions and other steps may be warranted. But we can do much more to harden our
election infrastructure so it is not susceptible to manipulation — by Moscow, by any other foreign
power or terrorist group, or by domestic interests.

Understanding the Threat

On January 6, 2017, the Director of National Intelligence (DNI) published an extraordinary document
that described a brazen attack on American sovereignty. Over the course of 14 information-packed
pages, the DNI report condensed the best thinking from the FBI, CIA, and NSA about how Russia

interfered in the 2016 election, in part by targeting the systems we use to run our elections.

Portions of the report read like a throwback to the Cold War, noting “Moscow’s longstanding desire to
undermine the US-led liberal democratic order.” But what was different in 2016 is that Russia’s effort
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“demonstrated a significant escalation in directness, level of activity, and scope of effort compared to
previous operations.”!

Among other actions, the report describes the hacking of private information from political targets,
including both major parties; the leaking of stolen information; and the use of media reaching U.S.
audiences to spread propaganda. The report also found that “Russian intelligence obtained and
maintained access to elements of multiple ... state or local electoral boards, though the Department of
Homeland Security assesses that the types of systems Russian actors targeted or compromised were not
involved in vote tallying.”

The report does not mince words about who directed this operation or its purpose:

Russian President Vladimir Putin ordered an influence campaign in 2016 aimed at
the US presidential election. Russias goals were to undermine public faith in the
US democratic process, denigrate Secretary Clinton, and harm her electability and
potential presidency.”

In the last several weeks we have learned that Russian attacks on the country’s election infrastructure
may have gone even further than was indicated in the DNI report. In particular, 7he Intercept reported
on a leaked National Security Agency document that revealed a “months-long Russian intelligence
cyber effort against” the voter registration process, “including a private sector manufacturer of devices
that maintain and verify the voter rolls,” as well as spear-phishing attacks against “local government
organizations,” and government officials “involved in the management of voter registration systems.” A
subsequent article in Bloomberg stated that in Illinois “investigators found evidence that cyber intruders
tried to delete or alter voter data,” on the state’s voter registration database and that “[i]n all, Russian
hackers hit systems in a total of 39 states.”

Not surprisingly, American intelligence agencies have concluded that Russia will use what it learned
in 2016 to meddle in future elections.’ Bloomberg cited one former senior U.S. official as expressing
concern “that the Russians now have three years to build on their knowledge of U.S. voting systems
before the next presidential election, and there is every reason to believe they will use what they have
learned in future attacks.”® Former FBI Director James Comey has been particularly blunt, stating that
“They’re coming after America,”” and “I expect to see them back in 2018, especially in 2020.”*

Sowing Doubt About American Democracy

Russia may have preferred Donald Trump to Hillary Clinton. But its “aumber one mission,” as Comey
told the House Intelligence Committee in March, “is to undermine the credibility of our entire
democracy enterprise of this nation.” Russia’s primary goal is to sow chaos, not necessarily to support
a particular candidate.

While there is no evidence that these cyberattacks altered the vote count in 2016, all signs point to the
fact that sooner or later some interest — or collection of interests — will try. As former intelligence
officer Lieutenant Colonel Tony Shaffer (retired) put it in a briefing to Congress Members and staff,
“anything that can be done to penetrate this system ... will be done. It is just a matter of time.”"
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Moreover, as he noted in that same briefing, we should not assume we must only worry about
Russia.!" Other nations could try to attack our electoral system, whether it’s an ascendant China, Iran,
or North Korea, which has been linked to the ransomware attack that held hostage the computers
of government agencies and businesses across the world in May of 2017."2 The threat is not limited
to nations, of course; well-organized terrorist groups such as al Qaeda or ISIS have a history of
executing cyberattacks on foreign government websites and could expand their efforts.'?

Immediate Steps Needed to Protect Our Election Infrastructure

For the past ten years, in the face of evolving cyberattacks and warnings from security experts
about protecting our elections from hacking, Congress has remained strangely silent. Now,
as Congressional leaders investigate Russia’s interference in the 2016 election, they can take
immediate, common sense actions to protect our elections from attacks in 2018 and 2020. While
states and counties run our elections, the federal government and Congress have a critical role to
play through funding and setting standards. All levels of government must be involved in securing
our elections.

Among the most important security recommendations detailed in this report are the following:

* Replace Antiquated Voting Machines with New, Auditable Systems. Our election
infrastructure is aging. It is time for Congress, states, and local governments to assist
election officials in replacing antiquated equipment that is costly and difficult to maintain,
has an increased risk of failure and crashes, and remains a significant security risk. Perhaps
most importantly, Congress should act to help states and counties replace the old, paperless
Direct Recording Electronic machines that are still used in 14 states, with more secure,
accessible systems.

* Conduct Audits of Paper Ballots or the Voter Verified Paper Record. Paper records
of votes have limited value against a cyberattack if they are never used to check that the
software-generated total has not been hacked. Today, only 26 states require that election
officials conduct post-election audits of paper records. Even in states where they are
conducted, they are often insufficiently robust to ensure an election-changing software
error would be found.

* Complete a Full Assessment of Threats to Our Voter Registration Systems. State and
local governments must fully identify potential avenues for attacking voter registration
systems, mapping out all of the entities that interact with that system, and implementing
mitigation strategies where weaknesses are identified. The consensus among experts
interviewed by the Brennan Center is that this should be done on a regular basis, but that
many states are unlikely to have completed this kind of comprehensive risk assessment in
the last few years, despite the fact that both registration systems and cyber threats have
evolved enormously over that time.
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* Upgrade and Replace IT Infrastructure, Including Databases. The Brennan Center
estimates that 41 states are using voter registration databases that were initially created at least
a decade ago. Experts interviewed by the Brennan Center agreed that many states will require
upgrades to their databases and election infrastructure in the near future, and that the need
is particularly great at the local level, where systems often run on discontinued software like
Windows XP'* or Windows 2000 that is more vulnerable to cyberattack because it is no longer
vendor supported.

Further recommendations are discussed in more detail in the body of this report.

Critically, members of Congress and state legislatures should be talking with election officials and
security experts about local needs, as they will vary by county and state. The best legislative solutions
may mimic already existing bipartisan bills to address cybersecurity issues, such as the State Cyber
Resiliency Act, a bill introduced in March in the Senate by Senators Warner (D) and Gardner (R)
and in the House by Representatives Kilmer (D) and Comstock (R)." That bill requires the Federal
Emergency Management Agency and DHS to work with state and local governments in administering
and awarding State Cyber Resiliency Grants to protect critical infrastructure, based on the needs in
those states. That is a good start. Our election infrastructure could benefit from an even more narrowly
tailored program of grants that aims to provide money for the kinds of measures discussed in this report.

In May, former Director of National Intelligence James Clapper warned the Senate Judiciary Committee
“If there has ever been a clarion call for vigilance and action against a threat to the very foundation
of our democratic political system, this episode is it.”'® We would add that if anything can be deemed
vital to our political system, it is election integrity. Indeed, election integrity is the prerequisite for
democracy itself.

The Russian attacks are a powerful illustration of how the integrity of elections has become a matter of
national security. Vulnerabilities in election systems can be exploited by foreign powers for their own

benefit, with the potential for lasting damage to American democracy.

The threats against each system we discuss below are very real. Fortunately, they can be neutralized. In
this report, we explain how.
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VOTING MACHINES

Although no evidence has emerged of foreign tampering with American voting machines, the press
has devoted many breathless words to the question of whether machines can be hacked.” The
emphasis is understandable: to the average person, voting machines are elections. Manipulating
voting machines is a concrete, easy-to-understand method for tampering with elections.

But is there an actual danger of such attacks succeeding in the United States? Based on recent
experiences in other countries, the evolution of cyber-attacks over the last decade, and current
vulnerabilities in our system, the answer is yes.

In fact, cyberattacks against voting systems are not just the stuff of binge-watched TV shows or
movies.'® We have seen at least two known cyberattacks on 7on-American voting systems in the
last couple of decades. In 2014, Ukraine’s presidential vote was targeted by cyber attackers, who
deleted enough files to make the country’s voting system inoperable days before the election.”
Officials were able to restore the system from backups and the election went forward. But shortly
before the results were to be announced, experts examining computers at the Ukrainian Central
Election Commission discovered a virus designed to falsely declare an ultra-nationalist party as the
victor with 37 percent of the vote.

A pro-Russian hacker group, CyberBerkut, claimed responsibility for the Ukrainian attacks.
Experts debate whether the group is sponsored by the Kremlin.?® One possible indication of state
support, or perhaps tacit assent, is how quickly the group’s exploits appeared in the Russian press.
Intriguingly, the same day the virus attempting to falsify the Ukrainian vote was discovered, the
Russian state-controlled Channel One incorrectly reported that the ultra-nationalist party had
won with the exact same vote totals as those programmed into the virus.”!

Russia has also been implicated in a hack against Bulgaria’s Central Election Commission during
a referendum and local elections in 2015.22 While that attack did not impact the systems used to
total votes, it did hit the commission’s website, “which provided updates on voter turnout.”*

Looking farther back, a hacker in South Africa attempted to steal that country’s historic first
democratic election in 1994 from Nelson Mandela by changing vote totals.?* The hacker was able
to access a computer remotely and add votes to the tallies of three right-wing parties, eating into
the lead of Mandela’s ANC party.?® The hack was discovered, and there was a delay as the counting
method was switched from electronic to manual.

It is thus not surprising that throughout the world, we have seen greater concern about how to
protect voting systems from cyberattack. Most recently, the Netherlands opted to count all votes
by hand in their March 2017 general election out of fear that the software used to total regional
and national vote tallies was “vulnerable” to hacking.?
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Built-in Protections Against Cyberattacks on American Voting Machines

Fortunately, the U.S. has some built-in protections against widespread attack.” First, the
decentralization of American election administration offers perhaps the most important measure
of protection. There are more than 8,000 election jurisdictions, and voters cast their ballots at
about 100,000 polling places.”® Each state or locality buys its own machines, sets its own rules for
designing and counting ballots, and devises its own security measures. This means that a federal
election is in many ways, thousands of separate elections, with different voting machines, ballots,
rules and security measures. While there can be security downsides to such decentralization
(discussed below), one clear benefit is that it is practically impossible to attack all of the nation’s
voting machines at a single point, as might be possible with a statewide voter registration database
or campaign e-mail server.” Similarly, because the vast majority of voting is done on machines
that are not connected to the internet, attacking them remotely is extremely difficult, in a way that
might not be true for a voter registration database or a campaign’s e-mail server. What this means
is that the impact of any particular attack will likely be limited in geographic scope. At worst, it
might impact an entire county or state, depending on how uniform the equipment, programming
and processes in a particular state.

Second, particularly in the last decade, counties, states and the federal government have done much
to make voting more secure. In recent years, states have taken out of service voting machines that
had their own remotely-accessible wireless networks, making remote attacks much more difficult.?®

Just as importantly, since the Help America Vote Act was passed in 2002, the Election Assistance
Commission (EAC) developed standards for federal certification of voting systems, which were
issued in 2005 and updated in 2015.%' Today, 47 of 50 states rely on the EAC’s federal certification
program in some way.** This program includes much more rigorous security testing than previously
existed.* Of course, this protection is only useful prospectively, for states that acquire new machines.
For the many counties and states that purchased machines before the new federal standards were
in place, their existence is of no benefit.

Finally, in the last few years, many jurisdictions have replaced their paperless computerized voting
machines with systems that scan paper ballots filled out by voters or produce a paper trail that
can be reviewed by the voter. The Brennan Center estimates that in November 2016, at least 80
percent of registered voters made selections on a paper ballot, or voted on an electronic machine that
produced a paper trail.** This extra “software independent” record provides another important
security redundancy that should act as a deterrent to attack, and should provide voters with
more confidence that their votes have been counted accurately in the event there is an attack that
successfully casts doubt on the integrity of the results. A public post-election audit of the voting
machines can be used to confirm that the electronic record reported by the machine is correct;
if systems were tampered with, a good post-election audit would let us know. This protection
only applies for the 80 percent of votes cast on machines for which there is a voter verified paper
record, and where good post-election audits are conducted. Unfortunately, more often than not,
jurisdictions are not conducting robust post-election audits comparing paper records to software
totals, so their value is frequently theoretical.
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Remaining Concerns About Attacks on Voting Equipment

“If I were a bad guy from another country who wanted to disrupt the American system ...
[ think I'd concentrate on messing up the touch screen (voting) systems.”
— Ambassador James Woolsey, former Director of the Central Intelligence Agency.”

Despite the security advances of the last few years, dozens of independent experts have repeatedly identified
serious vulnerabilities in America’s electronic voting machines.** One 2006 report found that commonly
used machines “did not have any security mechanisms beyond what youd find on a typical home PC.”¥
Experts at the Argonne National Laboratory demonstrated in 2011 that someone with a high school
education and $26 worth of parts could manipulate a voting machine that was used by more than 26
million voters in the following year’s election.?® A targeted scheme could still do significant damage to
American’s faith in election outcomes, and even derail the integrity of local or even national elections.

Part of the problem is that most electronic voting systems used in the United States are quite old. Forty-
two states currently use voting machines that were purchased more than a decade ago.* This is perilously
close to the end of most machines’ projected lifespan, particularly machines designed and engineered
in the late 1990s and early 2000s. Using aging voting equipment increases the risk of failures, vote
“flipping,” and crashes. Such occurrences can lead to long lines and lost votes of course, but also — in an
environment where adversaries are attempting to cast doubt on the integrity of American elections — can
seriously undermine voters’ faith in the reliability and accuracy of our voting equipment.

Moreover, aging systems also frequently rely on unsupported software, like Windows XP or Windows
2000, which does not receive regular security patches and is more vulnerable to the latest methods
of cyberattack.®’ As Jeremy Epstein of the National Science Foundation has put it, “from a security
perspective, old software is riskier, because new methods of attack are constantly being developed, and
older software is [more] likely to be vulnerable.”! The ransomware attack on computer systems around
the world in May 2017 illustrates the danger of using old operating systems. Hackers sponsored by North
Korea’s spy agency released a computer worm that locked data on victims' computers and demanded a
ransom to restore access.” The British National Health Service was hit especially hard because it relies
heavily on machines running Windows XP, which Microsoft stopped supporting in 2014.% In response
to the crisis, security experts recommended updates with the newest security patches, but at the time there
were no new patches for Windows XD

The fact that voting machines themselves are not connected to the internet does not, by itself, fully protect
us from such cyberattacks. Starting with the most limited kind of attack, experts have shown that with
brief physical access to many voting machines or their removable memory cards — which contain ballot
data and vote counts — a knowledgeable actor could flip the result of a local election, where the tally on
a single voting machine could be extremely important.* Or attackers could manipulate the system to do
any number of things that might shake the confidence of voters, including causing machines to crash or
completely erasing vote totals. They could even change the vote tally in such an obvious way that the public
would doubt all voting machines’ results by, for instance, having all the votes on the machine tallied for
Republican candidates in a highly Democratic polling station. In the current hyper-partisan environment,
evidence of this kind of hack could lead to accusations by each side that the other is rigging the election.

SECURING ELECTIONS FROM FOREIGN INTERFERENCE | 9



Unfortunately, this kind of attack is probably easier than most people would imagine. This April, electronic
poll books were stolen from the pickup truck of a poll worker during a “grocery run” shortly before a
Congressional special election.” Physically accessing voting machines themselves is also certainly possible.
Before he served in the White House Office of Science and Technology Policy, Princeton Computer
Engineering Professor Ed Felten made an annual tradition of taking photos of unguarded voting machines
left in polling stations in the days before Election Day.*

More troubling than attacks that require physical access to machines is the threat of remote attacks in
which a small group of attackers could manipulate a large number of machines. While voting machines
themselves are not connected to the internet, this does not make the spread of malware across machines
(particularly ones used in the same city or county) impossible.”” Just as computer viruses existed before
the internet and could be spread through infected floppy disks, malware could be distributed by infected
memory cards. These infected memory cards could cause the same kinds of problems discussed above,
including misreporting totals and crashing machines, but on a larger scale.

A single computer can be responsible for programming hundreds of memory cards for one or more
counties in a state.”® As Professor J. Alex Halderman, Director of the University of Michigan’s Center for
Computer Security and Society, has noted, in several states, “many counties outsource their pre-election
[memory card] programming to independent companies. In Michigan 75% of counties use just two 20
-person companies to do that programming.”® There are no nationally mandated security requirements
(for either hiring or physical protection of systems connected to ballot programming) for these vendors.*
While some jurisdictions like New York State ban these computers from ever being connected to the
internet, not all do so.’!

Finally, state level central tabulators and election night reporting systems present another target that could
seriously damage American’s faith in election outcomes.” These central tabulators are frequently connected
to the internet (just as county tabulators totaling counts from precincts may be).”® Hacking these tabulators
would probably not result in changing the official outcome of an election, as candidates and election officials
would likely notice that the central tabulator outputs did not match the inputted vote totals provided by
localities. Nevertheless, such hacking could seriously undermine voter confidence, if for example early
reporting shows one candidate with a commanding lead that later disappears.

Solutions

While the attack scenarios discussed above paint a troubling picture, we are far from helpless against
them. As discussed in greater detail below, independent security experts who have studied voting machine
vulnerabilities are nearly unanimous in arguing that two of the most important things we can do to
increase the security of these machines is to replace old, paperless Direct Recording Electronic (“DREs”)
voting machines with systems that include a “software-independent” record such as a voter verified
paper ballot, and to conduct regular post-election audits that compare that record to the software totals
generated by the voting machine.*

More generally, continuing to use antiquated voting machines perilously close to the end of their projected

lifespan is a security risk. Election officials in the majority of states have told the Brennan Center that
they would like to replace this equipment soon, but most do not have the money to do so.” Finding the
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money is crucial, as is adequately funding the EAC to guide the development of the next generation of
voting machines, continue publishing information about problems with existing machines, and help local
election officials with their plans to purchase new equipment.

Finally, ensuring that election officials around the country have adequate resources to implement general
security best practices is always of utmost importance.

Replace Antiquated Voting Machines with New, Auditable Systems

It is time for Congress, states, and local governments to assist election officials in replacing antiquated
equipment that is costly and difficult to maintain, has an increased risk of failure and crashes, and that
presents a significant security risk. Perhaps most importantly Congress should act to help states and
counties replace the old, paperless DREs that are still used in 14 states around the country. Jurisdictions
that do so must comply with the Help America Vote Act, and ensure that new voting systems do not
discriminate against disabled voters, allowing them to cast votes privately and independently.*®

At a recent public meeting of the Technical Guidelines Development Committee (TGDC) — a federal
advisory committee charged with, among other things, developing federal testing guidelines for voting
system security — Professor David Wagner of the committee’s Working Group stated, “the number
one most important thing we can do for cybersecurity would be to ensure that the voting systems are
auditable.” That means that “an undetected error or fault in the voting system’s software,” should not be
“capable of causing an undetectable change in the election results,” and that the voting system should
“support efficient audits.”’

For all practical purposes, given the current state of voting technology, this means that a voting
system should provide a paper record that the voter has reviewed or filled out before casting her
ballot on the electronic machine. The Brennan Center estimates that in 2016, at least 80 percent of
registered voters made selections on a paper ballot or voted on an electronic machine that produced
a paper trail.”® This “software independent” record provides an important security redundancy that
should act as a deterrent to cyberattacks and should provide voters with more confidence that their
votes have been counted accurately.”

The Brennan Center estimates that replacing paperless machines in every jurisdiction that still uses
them should cost between $130 million and $400 million. This estimate is specific to the cost of
the machine itself, and does not include other items that may be included in a new voting machine
contract. Many of those items (maintenance, programming, software licensing, replacement
parts) will be things a jurisdiction must pay for in some amount, regardless of whether it replaces
its papertless system or not; some of the items could represent new costs (e.g., training poll workers,
voter education, ballot printing.) All of these costs will vary dramatically by jurisdiction.®

Many state and local election officials are eager to replace their antiquated systems, but have failed to
convince legislatures of the urgency of doing s0." A time limited offer from Congress to cover even a
fraction of the costs to replace these systems is likely to go a long way toward pushing states with paperless
voting machines to finally replace them with equipment that makes auditing possible and relatively easy.
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Conduct Audits of Paper Ballots or the Voter Verified Paper Record

Of course, paper records of votes have limited value against a cyberattack if they are never used to check that
the software-generated vote total has not been hacked. Today, only 26 states require that election officials
conduct post-election audits of paper records.® In general, these states require officials to compare a random
sample of paper ballots with voting machine totals to confirm that machines are accurately counting votes.
Unfortunately, as several experts have noted, even in states where they are conducted, audits are often
insufficiently robust to ensure that an election-changing software error would be found.®® Requiring post-
election audits in every state, and ensuring they sample a sufficient number of ballots, is critical to catching
and preventing a hack or software error from changing the results of an election. Putting post-election
auditing in place requires establishing processes and allocating funding. Unless audits are mandated for
federal contests, it may also require changes to state law.**

These post-election audits are critical not only for catching election-changing hacks, but also reassuring the
public in the integrity of final vote totals. No matter what kind of attack, real or imagined, post-election
audits can assure voters they can have confidence in the final results. They are an essential tool for restoring
trust in the system.

Support the Election Assistance Commission

Since 2005, the EAC has performed critical functions that help increase the reliability of our voting machines.
Among other things, it sets standards and provides guidance for electoral systems on criteria like performance
and security. It certifies testing laboratories that ensure that equipment actually meets those standards, and
manages a quality monitoring program to track, collect and share information about reported system
problems. Forty-seven states have laws or rules that require them to rely on the EAC’s standards, testing
or certification programs when purchasing equipment.®® In 2016, the FBI and Department of Homeland
Security worked with the EAC to share information on hacking threats; former FBI Director Comey told
the Senate Judiciary Committee, “That’s one of the most important things we can do is equip them with the
information to make their systems tighter.”*

Despite the agency’s crucial role in ensuring the integrity of elections, some members of Congress have
repeatedly and recently introduced legislation to abolish the EAC.®” But the drive to eliminate the agency
is difficult to understand in the context of the size of the federal budget. With a budget of between eight
and ten million dollars a year, the EAC’s costs comprise a tiny sliver of federal spending. Yet eliminating
the EAC’s testing, certification, and monitoring programs would create an unnecessary national security
risk. Rather than abolish the agency, Congress should ensure that it has adequate resources to pursue its
vital mission. The EAC can guide the development of the next generation of voting machines, continue
publishing information about problems with existing machines, and help local election officials with their
plans to purchase new equipment.®®

Adopt General Security Best Practices

Many of the security problems facing election systems are similar to those facing other large distributed systems,
for which there are already well established security protocols. The most important of these are discussed in a
document prepared by members of the Election Verification Network in response to an invitation from the
Chairman of the Election Assistance Commission in the summer of 2016.% While the vast majority of election
officialsshould beaware of these best practices, moreresourceswould help ensure that theyare fullyimplemented.
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Congressional Role in Safeguarding Elections

Under the American system, states and counties are in charge of running elections. But
Congress has an important supporting role to play to ensure that federal contests are fair,
accessible, and secure. It can do so by providing resources and setting standards and guidelines
for federal elections.

Here are three key steps Congress should take immediately to safeguard federal
elections:

1. Provide grants to replace antiquated and insecure voting machines (especially
paperless DREs)*;

2. Mandate robust post-election audits for federal contests, or at the very least
charge a federal agency with establishing guidelines for such audits;

3. Cireate a grant program to fund:

a. Threat analyses and security improvements for state and local voter
registration database systems, and other essential election systems;

b. Upgrades and replacement of critical IT infrastructure, including voter
databases;

c. Contingency, response and resiliency planning; and

d.  Ongoing cybersecurity programs, including for maintenance and updates.

*All replacement systems should satisfty HAVA’s requirement to allow voters with
disabilities to vote privately and independently.
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VOTER REGISTRATION DATABASES

In every state except North Dakota, eligible citizens must be registered in order to vote. Under the
Help America Vote Act (HAVA), passed by Congress in 2002, states are required to create and maintain
statewide databases to serve as the central source of voter registration information. Despite the federal
directive, state databases are subject to differing rules and use differing technologies.”

These databases have nothing to do with vote tallying. Rather, they tell election officials who may
vote, listing the names of registered voters along with identifying information and other characteristics
such as party affiliation. This means that an attack on a database will not alter voting machine counts
or election night reporting systems, but it could disrupt the orderly staging of elections and target
particular groups of voters for mischief.

As with cyber threats against voting machines, the decentralization and diversity of databases can have
security benefits: it makes it far less likely that database problems — whether caused intentionally or
inadvertently — will impact the entire nation. The other side of the coin, though, is that the security of
databases can vary greatly from one locale to the next. Some local systems may be especially vulnerable.

In securing voter registration databases, we do not need to move backwards, reversing the technology
advances of the last 15 years. Rather, we need to upgrade, modernize and be smarter about how we
protect this technology.

Built-in Protections Against Cyberattacks On Registration Systems

The public nature of registration lists is itself a critical security protection. Voting machines present
a security challenge because of the importance our country places on the secret ballot. Because an
individual has the right to keep her vote secret, it becomes more difficult to know if her vote was
changed absent a “software independent” record such as a paper ballot that can be used to double
check the software total. By contrast, voter registration lists are public. The parties, candidates, election
officials and even voters themselves can review the voter registration lists to ensure there have been no
illegitimate changes.”

A massive and improper manipulation of the lists is likely to be caught before, and certainly during or
after an election. While the discovery of such a breach could no doubt undermine confidence in the
system and potentially cause serious administrative challenges at the polls if not corrected by Election
Day, there are also steps that could be taken on and after Election Day to ensure that legitimate voters
can cast a ballot that will be counted. Most importantly, anyone who attempts to vote in an election
must be given, at the very least, a “provisional ballot,” even if the registration database indicates there
is some reason they are not entitled to vote. That provisional ballot can and should be counted if the
reason for the problem was manipulation of the database. In a worst case scenario, where there is
evidence that a manipulation of the voter rolls might have impacted an election outcome, an election
could be re-run.

Of course, ideally, there will be no breach of the database. Several election officials have informed the
Brennan Center that their states have been able to use state IT security experts to harden their systems
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against attack in the last decade, and some have also consulted with their state National Guard services
and the FBI.”? More recently, in 2016, the Department of Homeland Security offered assistance to
local elections officials to address cyber intrusions during the run-up to the 2016 elections, including a
“computer hygiene” screening that scanned election agency computers and networks for malware and
vulnerabilities.”? At least 33 states and 36 counties took advantage of the agency’s offer of assistance
and services.”* And in January, 2017, DHS designated electoral systems, including voter registration
databases, as “critical infrastructure,” paving the way for more information sharing on vulnerabilities
and DHS prioritization of election officials’ requests for help.”” In addition, DHS and the FBI have
shared knowledge about the tactics hackers use against databases to inform their efforts to “make their
systems tighter.”’

Finally and importantly, in the event of a breach of a voter registration system that results in some sort
of manipulation of the list, there are several redundancies within every state that should allow election
officials to quickly recreate their lists, or use back up lists, so that no legitimate voter will be prevented
from casting a ballot, or having their votes counted. Critically, within each state, there are both state
and county lists that can be used to buttress each other in the event of a breach. At the same time,
virtually every state makes a nightly, offline copy of the statewide registration database that can be used
to recreate lists in the event of a breach.”” EAC Commissioner Matt Masterson and Dr. Neil Jenkins of
DHS both noted in interviews with the Brennan Center that, even before the breaches of 2016, state
contingency plans for database breaches or failures were already robust.”®

Reasons for Goncern About Foreign Attacks on Registration Databases

The full extent of Russia’s attempts to infiltrate state voter registration systems is not yet known. A
series of news reports this year have revealed progressively more information showing the attacks to be
far more pervasive than was known before the election.”” As of the writing of this report, Bloomberg
has reported the most far-ranging account of the attacks: that Russian agents accessed election systems
in 39 states, though that number has been disputed.®® Despite direct and repeated warnings from
the Obama White House to the Kremlin about the attacks, hackers affiliated with Russia’s military
intelligence continued attempting to access the computers of 122 election officials until shortly before
Election Day.!

In at least one state, Illinois, the cyber intruders tried to alter or delete records in the statewide voter
registration database; they failed, but it may have been a practice run for a more aggressive attack
down the line.®* Hackers were able to access publicly-available voter files in Illinois for nearly three
weeks before being detected, and the system was shut down for 10 days to address the problem.* Their
attempts to change or delete files were blocked. And in Arizona, malware was installed on the computer
of a county election official who opened an e-mail attachment.®* That malware gave hackers access to
the official’s username and password, which could have been used to access a county version of the
voting registration system.®

The Russians also attacked private vendors working for election agencies in the hopes of stealing

credentials that would help them access election systems themselves. In June of 2017, 7he Intercept
detailed the findings of an NSA report, which recounted a cyber-attack by Russian military intelligence
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against a voter registration software company and election offices just days before the 2016 election.
According to the NSA report, Russian government hackers appear to have used “data obtained from
that operation to ... launch a voter registration-themed spear-phishing campaign targeting U.S. local
government organizations.”*

Not every instance of a hacker accessing a database constitutes an attempt to disrupt an election.
American officials say that hackers are constantly probing state systems — both elections systems and
others — sometimes hoping to steal information about individuals on government lists. “The fact
someone passes by, or runs a quick test on the database and doesn’t get through, that happens every day
with every major database,” noted Colorado Secretary of State Wayne Williams.*”

While this is certainly true, it is also true that if a determined state actor or terrorist group was able to gain
access and control of a statewide voter registration database, it would have several ways of threatening
the integrity of an election in that state. As is often noted in cybersecurity circles, “a defender has to get
it right every time, while an attacker only has to succeed once.”®

Perhaps the biggest hacking threat against voter registration systems is one where hackers manipulate
the databases themselves, as the Russians attempted to in Illinois last year.®” Attackers could try to
interfere with the ability of voters to cast ballots by deleting them from lists of registered voters, marking
them as felons prohibited from voting, or changing party afhiliation to keep them from voting in their
party’s primary. These obstacles could be targeted to likely voters for one side or the other through
data on demographics, address, and party affiliation. If there are no back up lists, these methods could
cause problems on Election Day, forcing scores of voters to cast provisional ballots, leading to long
lines, undermining faith in the fairness of an election, and creating a major administrative headache to
accurately count votes after the polls closed.

Another concern is related to changing addresses for existing names on the databases, or adding entirely
new (and fictitious) names and addresses to cast fraudulent votes by mail. Both attacks would necessarily
be limited in nature if they were to avoid detection, but they could still do significant damage to
confidence in the system. In the first instance, hackers could steal votes by changing the address on
file for a large number of voters and ordering absentee ballots to vote as they choose.” It might remain
undiscovered until those voters tried to cast their ballots on Election Day and found that votes were
already recorded for them. In 2012, hackers submitted computer requests for thousands of absentee
ballots in Florida, but the activity was discovered.”’ Election officials would have a way of addressing
this kind of attack retroactively. They could reject absentee ballots associated with forged addresses,
and make sure to count provisional ballots cast by people who had their addresses improperly changed.

In the second instance, attackers could add entirely new names and addresses and request absentee
ballots for those addresses. Here, merely having the “eyes” of legitimate voters on their own registration
information is not enough to catch the problem. For this reason, regular and random sampling of the
database to check that registered voters and addresses are real is important.

Given intelligence officials’ conclusion that Russian interference is designed to weaken the public’s
faith in the integrity of the election process, it may be even more likely that hackers simply try to keep
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databases from working.”> They could delete whole databases® or use “denial of service” attacks to
make systems crash on or slightly before Election Day, hampering poll workers™ ability to sign voters
in. This could drastically increase long lines and make voting substantially more difficult. The resulting
irregularities could lead to a widespread sense that the election was rigged or otherwise illegitimate.

This is not far-fetched. There are accusations that foreign hackers targeted the British government’s
voter registration site with a denial of service attack on June 7, 2016, the last day citizens could register
before the June 23 “Brexit” referendum. It is unclear what caused the website to become temporarily
inaccessible, but a report issued by the House of Commons Public Accounts Select Committee included
the possibility that the crash “may have been caused by a DDOS [distributed denial of service] attack
using botnets.””*

In addition to attacks on the integrity of voter registration systems, some have argued that foreign
interests may want personal information from voter databases as part of a broader campaign of election
influence that includes stealing and strategically leaking information to harm a candidate or party, as
the Russians did with the hack of the Democratic National Committee.”” Damaging information can
be included in ads that are custom designed for a specific demographic, and stolen personal information
would allow those ads to be micro-targeted to that demographic through emails or social media. And
even without any further election-related use of voter registration information, the violation of voters’
privacy can be used to harm them in other ways and can in and of itself undermine confidence in the
election system.

Solutions

Given the centrality of the voter registration system to elections in nearly every state, it is surprising that
there has been “very little research ... on the security and integrity of state voter registration databases
... certainly nowhere near the amount of research that has focused on the security of other components
of the American election infrastructure.””
researchers in the election field would do well to devote more resources to studying the security of state

voter registries.

Going forward, election professionals and independent

In the meantime, based on a review of existing literature as well as interviews with election officials in
several states, the Brennan Center is able to make several observations about immediate steps that should
be taken to increase the security of voter registration systems around the country. Most importantly,
to the extent they have not already done so, every state should complete a thorough audit and threat
analysis of their registration system, hardening the system against attack, making it more difficult for
breaches to succeed, and easier to catch breaches if and when they happen. In many states, hardening
the system against attack will involve upgrading and replacing antiquated IT infrastructure, including
database software and operating systems.

Of course, no system can be made completely secure. If there are determined actors there will eventually
be breaches against the system. States should be reviewing and updating contingency plans in the
event of a successful breach that interferes with the integrity of the system, correct data is available and
recoverable when needed, and eligible citizens will not be prevented from registering or voting.
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The solutions offered below are quite specific, but not all states and localities will share exactly the same
needs. There is no comprehensive study of voter registration systems, making it nearly impossible to
pinpoint which states and localities could benefit most from a particular security measure. Congress
has an important role to play in securing the nation’s voter registration. It may want to follow the
example of the bipartisan State Cyber Resiliency Act, a bill introduced in March in the Senate by
Senators Warner (D) and Gardner (R) and in the House by Representatives Kilmer (D) and Comstock
(R).”” That bill requires the Federal Emergency Management Agency and DHS to work with state and
local governments in administering and awarding State Cyber Resiliency Grants to protect critical
infrastructure. Grants can support projects that will enhance “preparation, response and resiliency of
computer networks,” “implementing a process of continuous cyber security vulnerability assessments,”
adopting cybersecurity best practices, and mitigating talent gaps in the government workforce. States
and localities could benefit from a more narrowly tailored program of grants that aims to provide
money for the same sort of measures, more focused on securing the voter registration system.

Voter registration systems differ significantly from state to state. This provides both advantages and
disadvantages from a security perspective. Because each one is different (and in most cases not built
from a common software base), an attacker must develop many different methods of manipulating
different kinds of databases. On the other hand, because there is so much diversity, it is far more
difficult to obtain cost advantages and economies of scale by building common defenses.

Harden Systems by Updating Threat Awareness

Experts we spoke to agreed that the first step that state and local governments should take in securing
voter registration systems is to regularly and fully identify the potential avenues for attack, mapping out
all of the systems and entities that interact with a particular voter registration system, and developing
and implementing mitigation strategies where weaknesses are identified.”

This may be more difficult than it sounds. A statewide registration database is constantly changing, as
new information (related to registration status, voting history, and the like) comes in from voters (on
line and through paper applications inputted into the system), and from a host of government actors
including county election officials who keep their own lists (and may be using insecure work stations
to access and update information), Departments of Motor Vehicles, social service agencies, and other
states (for purposes of cross-checking duplicate registrations), among many others. As Merle King,
executive director for the Center for Election Systems at Kennesaw State University in Georgia put
it, “Each interface or vector ... carries inherent risk...there may be hundreds of interfaces between
the [voter registration] system and county election offices and thousands of interfaces between the
[voter registration] system and poll books at polling locations. Knowing the nature of these interfaces,
the function they serve, the quantity and the roles and responsibilities for defining and using these
interfaces is key to understanding the threat(s).”* In addition to understanding what must be protected,
those working on security must also understand where the vulnerabilities to cyberattack are. What are
the potential threats for each kind of interaction with the system? What the implications might be if
a breach happened at any particular point? What can be done to identify successful intrusions and
mitigate against them? And how to best prevent breach and manipulation in the first place?
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There was a consensus among the experts interviewed that many states are unlikely to have completed
this kind of risk assessment and audit in the last few years, despite the fact that both registration systems
and cyber threats have evolved enormously over that time.'® The cost of completing a threat assessment
is likely to be manageable. The State of Ohio recently completed a full security scan of its registration
system for approximately $25,000."" The State of Virginia also recently finished a partial threat
assessment of its registration system that it considered to be the “most critical” at a cost of $40,000.
Edgardo Cortes, Commissioner of the Virigina Department of Elections, estimates his department
would need $80,000 annually to conduct a comprehensive” threat assessment or audit, though he notes
that “[t]his is just the actual audits — costs for mitigating any identified issues would be separate.”"*

The data from Ohio and Virginia suggest that the national cost of performing such audits could come
in between $1 million and $5 million annually (with the important caveat that if weaknesses were
identified, there could be additional costs for increased security).'*

The Department of Homeland Security may be able to help state and local jurisdictions carry out threat
assessments and implement needed mitigation, but ultimately such a project must be led by the election
offices that know and use the registration system. While states and local governments will bear the
majority of the cost for such assessments, Congress has a role to play too. Targeted grants through DHS
to support threat analyses and audits would encourage these urgently needed projects in all 50 states.

Upgrade and Replace IT Infrastructure, Including Databases

For many jurisdictions the single most important step in hardening may be a wholesale upgrade of the
databases and the software and hardware supporting them. Based on individual state HAVA reports,
annual reports from secretaries of state, and subsequent contracts for new systems, the Brennan
Center estimates that 41 states are using voter registration databases that were initially created at
least a decade ago.'*

In that time, cyber threats have advanced enormously. “These systems weren’t designed with [current
cyber threats] in mind,” according to Edgardo Cortes, Commissioner for the Virginia Department of
Elections. If anything, the use of outdated databases and operating systems present even more challenges
than those associated with using old voting machines. As Marc Burris, Chief Information officer of the
North Carolina State Board of Elections put it, at least the oldest voting machines in the United States
were actually “designed for a longer shelf life. That’s not true of many of the database systems we are
using today.”

At least five states have recently put out requests for information, quotation or proposal to replace or
upgrade their systems, while the State of Virginia is already in the process of making major upgrades
on its own.'”

Experts interviewed by the Brennan Center believed that many more states would likely require such

upgrades in the near future.'® At the same time, regular security maintenance — for things like security
patches, software upgrades and licensing fees — may become more costly, as most states have exhausted
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the federal HAVA funds that helped them create the federally mandated databases in the first place.'”
Congress mandated the creation of these computerized statewide voter registration databases, noted
Matt Damschroder, Assistant Secretary of State and Chief of Staff to the Ohio Secretary of State. While
he views the creation of those systems as ultimately beneficial to elections, he noted that the failure to
pay for ongoing upkeep of these systems has left election officials in a bind. “Election administration
always plays second fiddle to other things that [state and local] funders need to fund.”

The need for updates or replacement of IT infrastructure and software may be even greater at the local
level, where systems often run on discontinued software like Windows XP or Windows 2000 that is
more vulnerable to cyberattack because it is no longer vendor supported. This is particularly troubling
because smaller jurisdictions frequently have little or no I'T support of their own.'”® “At the state level,
you are generally going to have more resources and higher levels of sophistication,” noted Damschroder.
Local election official are likely to have “far fewer resources,” to protect against attacks.'"

Adopt General Security Best Practices and Employ Contingency Plans

As with voting machines, employing general best practices for protecting against cyberattack will be
useful in defending voter registration databases. This includes limiting employees” access to registration
database as much as possible, securing work stations used by employees to access databases, and
programming databases to run frequent, automated scans of registration activity to monitor for and
alert election officials to potentially fraudulent or abnormal activity, such as a high volume of traffic or
oddly timed traffic. A more complete list of such practices can be found in the Brennan Center’s white
papet, Voting System Security and Reliability Risks."'° It also includes conducting regular random audits
of the registration lists themselves, to ensure that registered voters are real people and that mailing
address for voters are legitimate.

But of course, no system can be made completely secure. For this reason, it is also essential to ensure
that election officials can recover records quickly, and that citizens can continue to effectively register
and vote, in the event of a successful breach.

The basics of such contingency planning should be well known to most election officials. Among
other things, staff should be trained on cyber-security best practices and a written contingency
plan. Contingency plans should clearly inform employees of the steps they must take in various
defined scenarios, like the loss of registration data, detection of the addition of unauthorized
data, or the detection of a hacker’s probe. Training should include practice drills or “war games.”
To protect against data being manipulated or deleted, backups should be made regularly, on
removable media isolated from internet connections as well as on paper.'"" Contingency plans
should cover when and how to restore databases from backups, and staff should practice executing
data recovery. Neil Jenkins of DHS noted that when it came to contingency planning, election
officials had the kind of mentality he had seen in the military and homeland security, describing
election officials as “robust planners... [they know] they have one day to do it and do it right.”'"?

DHS and the EAC may be able to help state and local jurisdictions refine their security protocols and
contingency plans by sharing best practices from around the country. But having good plans is only the
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first step. As many election officials noted, ensuring that good security plans are actually executed can
often be the most expensive part of the plan. “People have considerably underestimated the amount
of resources needed to keep these databases secure,” explains Edgardo Cortes. Douglas Kellner, Co-
Chair of the New York State Board of elections adds that even with the best security protocol, getting
resources for “enforcing and maintaining [them] is [often] the biggest challenge.”'"?

Ensure Election Day Failsafe

Perhaps the most important thing to know about the security of voter registration databases and
election integrity is that as long as states and local jurisdictions keep backups, including paper copies of their
registration lists, no manipulation of state computer registration databases should ever prevent legitimate
voters from casting a ballot, or having their votes counted.

In a worst case scenario, election officials may not realize there are problems with the voter registration list
until Election Day. But even then, voters whose names are not on the list should be provided with provisional
ballots that can be counted later, when the compromised registration list is reconstructed with the backups.

Ofhicials should run tests to ensure that they are able to revert to the database as stored in an offline electronic
backup in case of an attack. In jurisdictions where electronic poll books are used, the system should include
paper backups of poll books, as well.

Electronic Poll Books

Electronic pollbooks (also known as e-pollbooks) are electronic versions of the voter rolls that can be used
to process voters at the polls instead of using paper-based lists. Use of e-pollbooks has spread dramatically
over the last decade. While only a handful of jurisdictions used them in 2006, today, 34 states and the

District of Columbia use e-pollbooks for at least some portion of voting.''

The Presidential Commission on Election Administration recommended the use of e-pollbooks “for
greater accuracy and efficiency.”'"> Among the many benefits of e-pollbooks is that they can make it much
easier to set up “vote centers’ during early voting or on Election Day. Vote centers are “an alternative to
traditional, neighborhood-based precincts.” Anyone in a particular jurisdiction can vote there, regardless
of where in the jurisdiction they live.""® If a county uses multiple vote centers, the e-pollbooks can
automatically sync up during the day to ensure that once someone has voted in a particular location, they
can’t vote in another on the same day.

While e-pollbooks have many election administration advantages, they also pose additional security
challenges. As with registration databases, someone who gained control over these pollbooks could delete
names from the pollbooks, mark individuals as felons prohibited from voting or as eligible citizens who
already voted, or change peoples’ party affiliation to keep them from voting in a party primary. While
anyone impacted by such changes would have the right to ask for a provisional ballot, which could be
counted after a hack or manipulation was discovered, such an attack could greatly undercut confidence
in the election system, and figuring out which provisional ballots to count would be a logistical headache
for election officials and poll workers.
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Unlike voting machines, there are currently no national security standards for electronic poll books. Of
the 34 states using electronic pollbooks, only 13 have statewide procedures or certification requirements,
or certify systems statewide, according to NCSL.!" That leaves close to two dozen states that do not
have statewide procedures or certification requirements for these systems.

While there was no unanimity from election officials we spoke to on whether it was a good idea, states
might benefit from the creation of voluntary federal guidelines for the security (and usability and
accessibility) of e-pollbooks. Publication of such guidelines by the Election Assistance Commission is
clearly permitted (if not required) under Section 222 of the Help America Vote Act.''®

Whether the EAC does so or not, we recommend that states and localities considering the purchase
of e-pollbooks work with the EAC as they develop their own test reports and standards before buying
such systems. Several states, including Ohio, Virginia, California, and Indiana have collaborated with
the EAC on such efforts in recent months.'”

E-pollbooks make it simpler for election officials to run flexible, efficient elections that make voting
easier. The Brennan Center encourages their use, but also urges all states using them to have paper
backups of poll books ready for use in the event of their malfunction, whether due to glitches, poll
worker error, or a denial of service attack.

A Note About Federal, State and Local Cost Sharing

The steps we recommend in this paper cost relatively little, certainly in comparison to the potentially damaging
consequences the nation could suffer if we fail to take them. Even the most expensive step, replacing the most
insecure and antiquated voting machines, is an additional expense in the tens of millions of dollars, not the
hundreds of millions or billions the country routinely spends for other aspects of national security.

Unfortunately, at the moment, legislators do not appear to feel nearly enough urgency about taking these
needed precautions. Part of the problem, as always in American elections, is that control is divided among
federal, state and local governments. Too often, state and local governments have been slow to invest in
election infrastructure, even in the face of warnings from election officials and security experts that the
consequences of failing to act could be dire.'*

Meanwhile, issues of election administration generally receive almost no attention from Congress, except
when it adds new mandates in the form of laws like the Help America Vote Act. Many of these mandates
address important and necessary matters, like replacing failed voting equipment or making it easier for
military and overseas voters to cast a ballot that will be counted.'*! But they come with additional long term
costs for which states and localities have not budgeted.

Of course, states and localities want to run elections where all eligible voters cast ballots that will be
counted. And Congress has an obligation to ensure that federal contests are run with security and integrity.
It is for these reasons that many of the recommendations in this report follow a formula: Congress should
provide the states and localities with a time-limited offer of a partial grant in exchange for a commitment
to complete the needed security step (replacing voting equipment, conducting meaningful post-election
audits of federal elections, completing new threat analyses and audits for voter registration systems). We
believe that this formula will provide states and localities with the urgency and resources needed to finally
take these overdue measures.
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CONCLUSION

The intelligence community’s assessment is that Russia will continue to escalate its interference in our
democracy, and other foreign powers or terrorist groups may become even bolder in the years to come.
Complacency is not an option. There are weak points in our election system’s armor that need to be
shored up immediately. Voting machines and voter registration databases, in particular, represent two
of the most critical systems to protect from attack.

Unfortunately, election law and policy has become intensely polarized, like so many contemporary
issues. Both parties are too often guilty of using debates around election systems and their integrity
to seek electoral advantage or whip up their base. Indeed, it is almost impossible to imagine today’s
Congress mustering bipartisan support for reform legislation like that seen for the Federal Election
Campaign Act of 1974 or the Help America Vote Act of 2002.

But this is a national security issue too. So we should heed the wise words of Senate Foreign Relations
Chairman Arthur Vandenberg who, in leading bipartisan efforts to craft defenses against the threat posed
by the post-war Soviet Union, declared we must stop “partisan politics at the water’s edge.”'** National
security is no place for partisan squabbling. We all share the goal of protecting American democracy
against foreign interference, and we must come together to safeguard the integrity of our elections.

The reforms we propose will make our elections safer and protect public confidence in their legitimacy.
And time is of the essence. Implementing reforms does not happen quickly; the process must get
started in order to be complete in time for the next federal elections.

We must recognize that we live in a world where foreign interests are vying for power on the world
stage by trying to shape American politics, or even attempting to create doubts that democracy really
works. Against that backdrop, it is clear that strengthening election security is essential to protecting
our national security.
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